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Abstract- Analyzed the problem of determining the actual speed of SCADA systems using the protocol IEC 870-5-101. It is 
shown that the actual speed must be determined by the delay between the time of occurrence of "events for transmission" and 
fixing a receiver, for example, the display means at the disposal of the recipient information. The criteria for the transmission 
of events: change of state of the object under control or overrun of the measured parameter beyond the dead zone (aperture); 
Team entry call (survey) information; receipt of a signal from the timer; Funding from other devices controlled point or central 
point of control information to be rebroadcast on another channel. Presents requirements for the organization of information 
exchanges using the IEC 870-5-101 protocol, in particular the speed of the input module to the controller must be at least 2 
MHz; the processing of the entire array of data received from the module to the controller must not exceed 3.6 ms. 
 
Index Terms- SCADA, speed, efficiency, protocol IEC 870-5-101, the transmit buffer data, the central controller 
 
I. INTRODUCTION 
 
Efficiency of the remote control system is determined 
by the speed, precision binding information to the time 
stamp, as well as the minimization of (optimal use) 
pauses between cycles [1,2]. 
Many researchers and manufacturers index 
performance is interpreted as the ratio of the length of 
the transmitted data message to the nominal speed 
signal transmission over a communication channel 
controlled point - a control receiver. 
Replacing the transfer time performance indicator one 
message over a communication channel distorts the 
real parameters of the remote control system, 
especially in the most important and crucial moments 
- when working in the emergency situation. Indeed, 
such a measure "performance" does not take into 
account [1,2]: 
 
 The probability of data corruption on any part of the 
route of delivery of information from the source to the 
receiver, including in the communication channel. 
Distortions caused by the refusal of the receiver 
processing and registering received data, i.e. It leads 
to a lack of supporting receipts; 
 the delay between the end and the beginning of the 
primary retransmission message when distortion 
previously sent message; 
 The probability of data corruption when you enter 
the information from the sensors; 
 Distortion and delay information, and any module 
in the device included in the delivery route 
information source to the receiver; 
 Delay the start of both primary and re-send the 
message because of employment responsible for the 
transmission and reception components a 
communication channel controlled point and a control 
receiver. 

Actual performance - is the delay between the time of 
occurrence of an "event" and its fixation (mapping) 
tools at the disposal of the recipient's information. To 
evaluate the real performance, consider the delivery of 
information from the sensor placed in a controlled 
point to point control receiver. 
 
Analysis shows that the implementation of the basic 
protocol (BP) IEC 870-5-101 most commonly used 
one is common to all device modules manual 
transmission buffer to the communication channel [3]. 
The contents of the buffer is determined by the result 
of the central controller of the current process the 
information obtained up to this point of time the 
device modules controlled item. 
 
In this embodiment, the buffer contents should not be 
changed until the supporting receipts or forced 
cancellation of the buffer contents at several 
unsuccessful attempts to send and receive information 
undistorted. If the present embodiment, information 
distortion persists, and subjected to forced quenching 
buffer, previously introduced in the buffer information 
is irretrievably lost if during transmission of messages 
previously generated change any parameter of the 
current database. 
 
In order to determine the adequacy of the organization 
in the controller manual only one buffer for data 
transmission in IP, you must prove that during the 
transmission of the previously generated message 
(stored in the buffer) did not become necessary 
generation and transmission of new information 
message. 
Figure 1 shows a transmission model of 
communication that allows to analyze the possibility 
of data loss and to determine the likely 
time-consuming to transfer a data message [5]. 
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Fig.1 Model transmit messages through the communication 

channel controlled point - control receiver 
 
As a result of processing the received information 
from the controller of all related device modules may 
be necessary to transfer 0 ... q informational messages 
via communication with the control point. The likely 
time required to transfer data messages is: 
 

TПЕР = 
1

q

i и нф i
i

P t

 ,                                  (1) 

where PI - probability of the need for and ith exchange 
of information; 
 
tинфi  –  time, required for implementation and ith 
exchange of information. 
 
For these examples 0 ≤ q ≤ 2n, where n - number of 
modules connected to the device controlled point. The 
coefficient <<2>>takes into account the need for at 
least two information exchanges with one module, for 
example, for operational and non-operational 
component information.  
In the absence of data transmission for reasons q = 0; q 
value increases significantly during fixation 
abnormality. Since the efficiency of the remote control 
system plays a crucial role in emergency situations, it 
is advisable to determine the dynamic parameters of 
the system while increasing the intensity of the flow of 
requests for the transfer of information via 
communication channels. 
Consider the case where once the sent message is not 
received by the receiver control point. Then we have: 
 
tинфi = T1 + 2(T2 + 2T3 + T4).         (2)                                                                   
 
The maximum value of T1 is equal tинфi, as in the worst 
case, the need to send a new message occurs 
immediately after the beginning of the previously 
generated transmission. Assume: 
1=0,5 tинфi.              (3) 

In accordance with the structure of messages BP 
request message is represented in 8 bytes long, so 
(without extra bit bytes with the structure FT1-2). 
 

T2= 64

пер едf
.                 (4) 

 
Delayed reactions controlled point to a command from 
the control point can be estimated as 
 

T3 = 0,5T2=
32

передf
.        (5) 

Subject of the message, including data from two 
"events", accompanied seven bite time stamps, we 
have 
 

T4= 
32 8

передf


 .       (6) 

 
Then 

tинфi = 0,5 tинфi +2(
64

передf
+2 

32

передf
+ 

32 8

передf


) 

.  …….(7)  
or 

tинфi =
1536

передf
……….(8) 

 
Transform (1) in the form: 
 

TПЕР = 
1

q

i инфi
i

Pt

 = Кперntинфi = 

1536 пер

перед

nК
f

,……….(9) 

 
where Кпер - averaged likelihood need to transmit 
information over a communication channel occurs one 
cycle after the input information from the controller of 
all n modules. 
 
Number of transmit buffers S is determined taking 
into account the maximum value of the delay between 
the time of fixing tMAX event and its reference to the 
time stamp in the central controller CP formula: 
 

S ≥  3
max

1536

10
пер

перед

nК

t f …….(10) 
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By n=16, fперед=9600 бит/с, tmax=10 мс, we get 
 
S ≥ 250Кпер    .            (11) 
 
Because formula (11) it is seen that manual device 
comprising a transmission buffer practically 
inefficient. 
We define the necessary conditions to ensure that, 
even when using a sufficient number of data transfer 
buffers to provide the desired value tMAX.. 
As mentioned above, the parameter characterizing the 
efficiency of the remote control system is the accuracy 
of binding "events" to the timestamps. As indicated, in 
implementing PD generally used method of formation 
of a centralized information messages. Data from all 
of the device modules are periodically introduced into 
the overall controller which analyzes all the received 
information volume and at the given criteria, 
generates one or more data messages for transmission 
to the control station or the relay device. 
 
Consider the model of an information message with a 
binding "events" to the timestamps shown in Figure 2. 

 

 
fig.2  The model of the device during the formation of  

timestamps 
 
Assume the following inputs: a device controlled point 
is based on the "concentration" principle; not divided 
into parts, as close to the information sources and 
receivers; the number of modules connected to a 
common controller, equal to n; the controller reads the 
information modules cyclically; to retrieve data from 
one module, on average, it is required to hold two 
information exchanges with the controller (eg for 
operational and non-operational information 
components); the maximum time shift (error) between 
the "event", recorded by any module, and the time of 
registration of "events" in the controller must not 

exceed TMAX; for the transmission of information in 
the controller uses a single buffer. 
Figure 2 shows that the input information «m» sources 
point controllable device installed «n» modules, i.e. in 

this example the average 
n
m

  sources (sensors) 

connected to one module. 
If all modules have the same performance, you can 
define us-averaging the time it takes the module to 
enter new information. When the modules without the 
accumulation of information and without reference to 
the information received from the timestamps while 
entering new information sources (tВВОД МОД) is one of 
the components forming the timestamp error. 
Introduced in the modules information periodically, 
commands from the controller output module and is 
stored in the current database of the controller. 
Temporary components characterizing input 
information to the controller: 
tопр - the transmission from the controller commands 
the survey data of the selected module; 
tп – interval between the filing of the survey team and 
preparing the data module, as well as between the data 
reception from the previously selected module and 
feed the survey team of the next module data; 
tИНФ – time information input module to the 
controller. 
The entered information is processed in the controller 
to detect "events" then "event" is tied to the timestamp 
(or astronomical time system that is stored in the 
controller). 
The maximum total time from the appearance of 
"events" before it is binding to the timestamp tMAX  
shall not exceed the set (permissible) value, such as 10 
ms. Then 
tMAX ≥ tВВОД  МОД+2n(tопр+tп+tИНФ +tп)+КtОБР,                                                                          
(12) 
when tОБР – data processing time of the controller of 
the object; 
К – factor which takes into account the total number of 
objects of verification and processing. Obviously, 0≤ 
K≤ m. 
К ∙ tОБР It corresponds to the time shift between the 
beginning of the next cycle of the information received 
by the controller processing and handling of data 
object, whose state has changed. To evaluate the test 
parameter Please = 0,5m. 
Obviously, when you use a Noise procedures for 
entering information on the sources and the 
corresponding processing of the received information 
tВВОД МОД is greater than the permissible value 
specified error. 
 
Therefore, in consideration of formation of the 
structure of information messages limited function 
module procedures scanning signals from the sensors, 
and storing information received broadcast data to the 
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controller when receiving it from the poll command. 
With this construction modules tВВОД  МОД  value may 
be no more than a few milliseconds. At the same time 
it is clear that the dynamics of harmonization of data 
input from sensors and output of the module, the ratio 
should be observed: 
2n(tопр+ tп+ tИНФ + tп) ≥ tВВОД  МОД ≥ 0,5∙2n(tопр+ tп+ 
tИНФ + tп).                            (13) 
Let us 
tВВОД  МОД = 0,7∙2n(tопр+ tп+ tИНФ + tп)  .                                                            
(14) 
Then (14) can be written as 
tMAX ≥.3,4n(tопр+ tп+ tИНФ +tп)+0,5mtОБР .                                                             
(15) 
Let us analyze the data for the next "average" of the 
device operating conditions controlled item: the 
number of modules that are included in a single device 
a controlled item, is eight; Team survey data from one 
module includes three bites message; Pause between 
adjacent gears Internal device interface controlled 
point is half the polling command transmission time; 
one information message from the module is 
composed of eight bytes and includes eight data 
objects; clock speed of information exchange on the 
internal interface is equal to fТ; tMAX =10-2с. 
Let 0,5mt OBR = S0,5mtОБР = TОБР  and build a 
relationship fТ=F(T ОБР) for the given data (Fig. 3). 

 
Fig 3. Dependence of the efficiency of data entry required in the 

controller from the time of their processing 
 
The graph shows that for the implementation of the 
PD in a controlled item devices (with specified 
characteristics in the example) internal interfaces with 
the frequency of clock signals should be used not less 

than 1 ... 2 MHz. The controller controlled point 
should handle the array of data received from all the 
modules in 3 ... 6 ms. 
 
CONCLUSION 
 
Implementation of such stringent requirements will 
inevitably lead to a decrease in noise immunity and 
reliability of the data and the practical impossibility of 
a device controlled point for large volumes of 
information, or by increasing the intensity of the data 
stream, ie, when operating in emergency situations. 
The described implementation BP - cycle forming all 
components in the total (for all modules) controller 
causes practical vulnerability information supplied to 
the controller circuit by interference of 
communication modules with sensors. Noted 
character flaw, not only for "traditional" sensors, but 
also for remote signaling channels that are associated 
with protection and automation devices, recorders [7]. 
Analysis of the other channels of remote control 
systems, does not significantly alter the conclusions 
reached above. 
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