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Abstract— Spam Zombie Detection and Blocking Mechanism is an online spam zombie detection system in network. 
Along with the detection it also blocks the zombie system detected within the network. Zombie is defined as a compromised 
machine within the botnet. Botnet is a network of the compromised machines and a single node within the botnet is called a 
bot. This system is based on powerful statistical tool called Sequential Probability Ratio Test. This system is mainly 
implemented over the private mailing system. It also provides the enhanced security mechanism in which if the system 
which has been hacked gets blocked within the network and the legitimate owner of the system is provided with the secure 
password changing mechanism so that the possibility of the system getting hacked next time will be reduced. It also provides 
the strong mechanism which identifies whether the current user is legitimate user of the system or not with the help of some 
question answer mechanism. The overall proposed system is simply given a name as a Spam Zombie Detection and 
Blocking Mechanism. 
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I. INTRODUCTION 
 
Generally botnet is one of the most serious threats 
which occur commonly in today's cyber-attacks. 
Botnet is a set of compromised machines which are 
controlled by the Botmaster. Botmaster controls the 
bots within the botnet with the help of the Command 
and Control (C&C) channels. They provide a 
distributed platform for several illegal activities such 
as launching distributed denial of service (DDOS) 
attacks against critical targets, malware distribution, 
phishing, and click fraud. This detection approach is 
based on Intrusion Detection System (IDS) which has 
been categorized into signature-based and anomaly-
based detection techniques. Botnet is defined as a set 
of compromised machines that have been 
compromised by malwares. Single node within the 
botnet is known as a Zombie. Botmaster is a 
controller of the botnet which communicates with 
bots by sending the commands. Thus the bots can be 
used to perform the distributed attacks on the 
compromised systems. Bots spread over the internet 
so that the vulnerable machines can be infected. Thus 
bots perform the following three activities over the 
network –: 1) search - searching for the vulnerable 
systems; 2) distribute - malware distribution over the 
network and 3) sign on - communication with the 
Botmaster. Botnets differ from the other malwares by 
the presence of the command and control channels. 
With this Command and Control channels, each of 
the bot can have malicious capabilities and the 
Botmaster sends commands to the bots within the 
network. Botmaster can efficiently manage the 
several distributed bots with robust Command and 
Control infrastructure and can also resist the botnet 
shutdown attempts.  
 
There are two types of the botnet architectures: 
1. Command and Control using IRC channels 

 

 
Fig. 1 Centralized Botnet Architecture. (Source: 
Hossein Rouhani Zeidanloo, Mohammad Jorjor 
Zadeh shooshtari, Payam Vahdani Amoli, M. Safari, 
Mazdak Zamani, “A Taxonomy of Botnet Detection 
Techniques,” Computer Science and Information 
Technology (ICCSIT), 3rd IEEE International 
Conference on  (Volume:2 ),2010.) It is the 
centralized Command and Control mechanism that 
makes the use of the Internet Relay Chat channels. 
One can easily detect and disable this architecture. 

2. Peer to Peer based Command and Control 
architecture 

 
Fig.2 Peer to Peer Botnet Architecture.(Source: 
Hossein Rouhani Zeidanloo, Mohammad Jorjor 
Zadeh shooshtari, Payam Vahdani Amoli, M. Safari, 
Mazdak Zamani, “A Taxonomy of Botnet Detection 
Techniques,” Computer Science and Information 
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Technology (ICCSIT),3rd IEEE International 
Conference on  (Volume:2 ),2010)This architecture 
does not suffer from the single point of failure. 
Because of the absence of the centralized Command 
and Control servers, the bots can easily hide their 
communication. Thus, this architecture is hard to 
detect and disable. 
 
Generally there are two botnet detection 
techniques:         
1. Honeypots: 
It is single, on purpose compromised system which is 
used as a trap for the attacker. The system gathers the 
useful information like bot signatures and botnet 
command and control information. 
2. Intrusion Detection System: 
It monitors the traffic over the network for botnet 
detection. It is a passive monitoring technique that 
uses a monitoring device for traffic inspection. 
There were the certain botnet detection techniques 
which need to be installed manually on every system 
for detecting whether it is bot or not. Also no 
technique allowed administrator to block the 
compromised machine after it has been detected as a 
spam zombie. There was also a problem of system 
getting being hacked and detected as a spam zombie 
without the knowledge of the legitimate user of the 
system. The above problems are overcome with the 
help of the Spam Zombie Detection and Blocking 
Mechanism. 
 
Spam Zombie Detection: 
Generally the compromised machines are the fatal 
key security threats to the internet security. They 
continuously attack the system within the network so 
as to compromise them. These compromised 
machines are used in order to launch security attacks 
like spamming and spreading malwares. This leads to 
the different attacks like DDoS and identity theft. So 
identifying and cleaning the compromised machines 
within the network becomes a major important issue. 
In this paper, the main approach is towards the 
detection of the compromised machines involved in 
sending the spam messages which are commonly 
known as spam zombies. This system do not 
considers the aggregate global characteristics of 
spamming botnets. The administrator can detect the 
compromised machines automatically in an online 
manner.The spam zombie detection system mainly 
works by continuously monitoring the outgoing 
messages. This system minimizes the expected 
number of observations required to reach the decision 
among all sequential and non-sequential with very 
low error rates. This system helps to identify the 
spam zombies very quickly. 
 
Spam Zombie Blocking: 
Along with the detection of the spam zombies the 
facility of blocking the zombie system is also 
provided by the system. This system mainly considers 

the false positive and false negative error rates. These 
false positive and false negative probabilities can be 
bounded by user defined thresholds. If the number of 
the messages send by the particular machine exceeds 
the threshold limit then that machine is considered to 
be compromised. 
 
Secured Password changing Mechanism: 
There may the possibility that the machine of the 
particular user can be hacked by an attacker and the 
hacker intends to send the spam messages over the 
network. In that case the machine gets blocked over 
the network. When the legitimate user logs onto his 
machine later he may be asked to change the 
password. This password changing mechanism asks 
the user the security question that was answered by 
the user at time of creating the user account. If the 
answer of the question is found correct then user is 
asked to match the important mails and their senders. 
If the matches are found to be correct then the user 
account is unblocked and now is considered as safe. 
Each user is having separate account and dedicated 
system. If system is found zombie then its associate’s 
user account will be block. To recover the account 
user has to go through trust worthy test. If use gives 
correct answers more than threshold then the system 
would be recovered otherwise it would be blocked 
completely.  In this mechanism even third person 
know the users password and sender of the important 
mail still he is not able to enter into the Trust Worthy 
Test due to restriction of security questions to start 
the test. Once the system is recovered and if next time 
the same system is found as zombie then without any 
Trust Worthy Test that system would be blocked 
permanently.  
 
II. EXISTING SYSTEMS 

 
There are some existing systems for the spam Zombie 
detection which are explained as follows: 
 
A. Detecting Spam Zombies by Monitoring 

Outgoing Messages 
There is need to control the existing compromised 
systems over the network that perform the various 
security attacks. This paper mainly focuses on the 
detection of the compromised machines that send the 
spam messages which are also known as spam 
zombies. This system does not require the spamming 
global characteristics such as the size of the botnets 
and the spamming patterns of the botnets. This 
system has tool with the help of which an 
administrator can detect the compromised machines 
automatically. Thus this system is known as an online 
botnet detection system. Here the name given to this 
spam zombie detection system is SPOT system which 
monitors the outgoing messages. The statistical 
method called Sequential Probability Ratio Test 
(SPRT) is used to design the SPOT system. The 
SPRT method is used to test the two hypotheses 
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which the machine is compromised and the machine 
is not compromised. This tool helps to minimize the 
expected number of observations used to take the 
decision. Here the user can define the threshold limit 
for the false positive and false negative probabilities 
required by the SPRT method. Thus the SPOT system 
can quickly identify the spam zombies within the 
network. 

 
Fig. 3 Network Model for SPOT system 

 
B. Botminer: Data Adaptive Clustering Analysis 

for online Botnet detection. 
It is an online botnet detection technique. As the 
offline botnet detection strategies depend upon some 
historical data that may change over the time leading 
to the difficulties in the detection process. So the 
Botminer system was developed which gathers the 
current botnet activities. First the system gathers the 
network traffic and then forms the multidimensional 
features streams from them. Then these feature 
streams are grouped with high similarity by novel 
data adaptive cluster operation. No re clustering 
operation is required as all the clusters are updated 
periodically. The clusters are considered to be as bots 
whose feature streams are highly similar.  

 
C. BotSniffer: Detecting Command and Control 

Channels in the Network. 
BotSniffer is a network based anomaly detection 
technique which can be also used as online botnet 
detection technique. It identifies the botnet C&C 
channels in Local Area Network. It does not require 
any prior knowledge of signatures or C&C server 
addresses. This approach identifies both C&C servers 
and infected hosts in network. It detects the Bots 
within the botnets that have spatial temporal 
correlation and similarity. Thus the BotSniffer 
technology is developed as a system with many real 
world network traces. This technology follows the 
normal protocol usage and is similar to the normal 
traffic. Sometimes the traffic that it handles may have 
low volume. If the number of the bots within the 
network goes on increasing there it may find 
difficulty in detection process. 

 
Fig. 4 BitSniffer Architecture 

 
D. BotHunter: Detecting Malware Infection 

through IDS-Driven Dialog Correlation. 
BotHunter is a “Dialog Correlation Strategy” which 
initially recognizes the infection and then coordinates 
the dialog that occurs during the successful malware 
infection. It manages the internal assets and the 
external entities by tracking the two way 
communication flow between them. Then the trail of 
data exchanges is developed matching with the state 
based infection sequence model. This system mainly 
contains the correlation engine which is involved in 
detecting the stages of the malware infection process 
with the help of the three malware focused network 
packet sensor. Finally the dialog trails of the inbound 
intrusion alarms with outbound communication 
patterns are tied together by the correlation engine 
which determine whether the local host is infected or 
not. Thus is a passive bot detection strategy which 
generates a consolidated report to capture the relevant 
events and email sources [5]. 

 

 
Fig.5 BotHunter Architecture 

 
III. PROPOSED SYSTEM 
 
The proposed system will assist system 
administrators in automatically identifying the 
compromised machines in their networks. The 
proposed system will work as router. Whenever any 
node wants to send some message to other node then 
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first those messages will be transferred to the 
application system on which our algorithms are 
executing. Then those messages will be forwarded to 
their destinations. When user wants to be in the Local 
Area Network, first he or she must register to the 
Network. While doing the registration user has to 
select one security question and need to answer it. To 
change the password user would be ask same security 
question and answer. If user gives correct answer 
then and then only password will be changed. This 
security mechanism will be useful in the case if user’s 
account has been hacked. When we consider the 
architecture of the proposed system it works with the 
help of the following three parts: 

 
Fig.6 Modelled Architecture 

 
A. SPOT Monitoring 
SPOT monitoring continuously monitors the outgoing 
messages. Here we have the Sequential Probability 
Ratio Test (SPRT) algorithm which have the user 
defined threshold limit depending on which this 
algorithm decides whether the outgoing message is 
spam or not. Depending upon the result the sender of 
the message will be considered as a Zombie. 
 
B. System Blocking 
The diagram above shows how the proposed system 
works for the local area network. Every mail sent by 
the any system in the network goes through the 
application server where the proposed system is 
located. The SPOT system will monitor the every 
mail passing through the proposed system for the 
possibility of the spam message. If the message found 
as a spam then the blocking algorithm of the system 
will block the sender of the spam otherwise the mail 
will be sent to its destination address or the receiver.  
 
C. System Recovery 
After the sender machine of the spam is blocked the 
user will not be able to log on to the system. The 
Recovery algorithm will help to reopen the blocked 
account of the user within the network. The user will 
have to answer the security question that was asked at 
the time of the account registration. In the case where 
the account of the user is hacked then the user is 
given the certain questionnaire based on the 
important mails in his mail account based on the 
matching pair of the mails and their senders. If the 

user answers the question correctly then the Recovery 
algorithm will allow the user to log on to the system.  
 
IV. ALGORITHM FOR PROPOSED 

SYSTEM 
 
The recovery and blocking functionalities of the 
system works as follows: 

 
 
1:  System is a Zombie. 
2:  Let n be the number of the important mails. 
3:  ‘que’ be security question and ‘ans’ be given 
answer, 
4:  declare total and threshold value 
4:  if(selectedQuestion==que) == and (ans== answer) 
then 
 5:         take first 5 important mails subject. 
6:             for i=0 to i<5 
7:                    choose the correct mail sender 
8:                      If(choose correct sender) then  
9:                             total++ 
10:                       endIf 
11:                  endfor 
12:                  if(total>=threshold) then 
13:                            continue with account. 
14:                              change your password. 
15:                else 
16:                         block account permanently. 
17:                          senders ‘mac’ block.  
18:                 endelse 
19:         else 
20:    enter correct question and password. 
21:         endelse.           
 
 If the system is found as a Zombie system it 
is blocked temporarily and the user of that system 
when tries to login then he is informed that the 
system has been blocked. if the user wants to recover 
the system then it works as per the above algorithm. 
  

 
login() 
{ 

1. First take user account name its password 
and user system ‘MAC’ address. 

2. Check whether the user account or ‘MAC’ 
address is blocked or not.                                       

3. If(account is blocked) 
     { 

4.         Acknowledge user that the account is          
permanently blocked 

                  } 
5. Else{ 
6.                Continue with the account. 

                     } 
} 
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When the user of the system tries to login, its 
Username and the MAC address is checked to verify 
if the system has been blocked or not. According to 
that the notification is given to the user that the 
system has been blocked otherwise user is allowed to 
login. 

 
 
blockAccountPermanantly() 
{ 

1. Take the user account and set its status as 
‘block’ in database.  

2. Take the ‘MAC’ address of the user 
system. 

3. Set status =blocked for particular MAC 
address in database. 

} 
 If the user fails to answer the questions 
correctly or enters the wrong username and password 
then the MAC address of the user is blocked so that 
the user account will be completely blocked. 
 
CONCLUSION 
 
The proposed system detects the spam mails by 
monitoring the outgoing mails. The proposed system 
uses the Sequential Probability Ratio Test algorithm 
in order to detect the spam zombies. Depending upon 
the threshold limit given by the user this system 
minimizes the number of the required observation for 
detecting the spam zombies. The proposed system 
also provides the blocking mechanism in which if the 
system is identified as the spam zombie then the 
system gets blocked so that it cannot send the spam 
messages further. Also the proposed system helps to 
recover the blocked system in case if the system was 
hacked by an attacker and was used as a spam zombie.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The proposed system works by using the secure 
password changing mechanism. This mechanism 
identifies the legitimate user depending upon the 
questionnaire and assigns the new password to the 
user. 
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