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Abstract - In the MANET, much more vulnerable attack is possible than a wired network. An Intrusion Detection System 
(IDS) for MANETs is designed to detect anomalous behavior and abuse. Swarm intelligence is a relatively novel field. It 
shows the desirable properties of being adaptive, scalable, and robust. The goal of this system framework is to detect and 
perform defense mechanism for packet replication attack. The Packet Replication Attack is an internal attack which the 
attacker belongs to the same network and attacks the resources inside the network. A  Packet replication issue reduced by the 
NS2 simulator. The number of replication times is identified by the number of route entries for the destination, each and 
every data packet is individually identified with the tree-id provided by NS2 and the inordinate packets are discarded in the 
IP layer at the receiver. The Performance of the IDS is confirmed using the parameters like Throughput,    Average Packet-
Received Ratio, Average Packet-Delivery Ratio and Average End-to-End Latency. 
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I. INTRODUCTION 
 
 Recent researches in wireless communication and the 
smallness of computers have led to a new concept 
called the mobile ad hoc network (MANET), where 
two or more mobile nodes can generate a temporary 
network without the use of any already presented 
network infrastructure or centralized administration. 
Even if the source and the destination mobile hosts 
are not within the communication range of each 
other, data packets are forwarded to the destination 
mobile host by relaying the transmission through 
other mobile hosts which exist between the two 
mobile hosts. Here no special infrastructure is 
needed, in various fields such as military and rescue 
affairs, many applications are expected to be 
developed for ad hoc networks.  A Mobile Adhoc 
Network is a collection of autonomous nodes or 
terminals which communicate with each other by  

 
 
forming  multi hop radio  network. Each device in a 
MANET is free to move independently in any 
direction. In contrast to the Cellular system there is 
no master slave relationship. In ad hoc networks, 
since mobile hosts move freely,   

 
disconnections occur often, and this causes frequent  
Network  partition. If a network is partitioned into 
two networks due to the Migrations of mobile hosts, 
mobile hosts in one of the partitions cannot access 
data items held by mobile hosts in the other. Thus, 
data accessibility in ad hoc networks is lower than 
that in conventional fixed networks. A possible and 
hopeful solution is the replication of data items at 
mobile hosts which are not the owners of the original 
data. Since mobile hosts generally have poor 
resources, it is usually impossible for them to have 
replicas of all data items in the network 
 
Wormhole Attack:  
 
In wormhole attack, a malicious node adversary 
receives packets at one location in the network and 
tunnels them to another location in the network, then 
this packets are resent into the network. This tunnel 
between two colluding attackers is called wormhole. 
In this form of attack the attacker may established a 
wormhole even for packets not addressed to itself 
because of the broadcast nature of the radio channel 
 
Black hole Attack 
  
In this attack an attacker hears the requests for routes 
in a flooding based protocol. In this attack the 
attacker receives a request for a route to the des 
ination node, which creates a reply consisting of an 
extremely short route. If the malicious reply reaches 
the initiating node before the reply from the actual 
node, a false route gets created. Once the malicious 
device has been able to insert itself between the 
communicating nodes, it is capable to do anything 
with the packets passing between them. It should be 
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drop the packets among them to perform a denial-of-
service attack, or alternatively use its place on the 
route as the first step in a man-in-the-middle attack. 
 There are many attacks which can be mounted on the 
routing protocols and could interrupt the proper   2 
operation of the network. Brief descriptions of such 
attacks are specified belowRouting Table overflow In 
case of routing table overflow, the attacker 
establishes routes to nonexistent nodes. The goal is to 
create enough routes to avoid novel routes from being 
created or to overwhelm the protocol implementation. 
In proactive routing algorithms, it is necessary to 
discover routing information even before it is needed. 
In the reactive algorithms, it is compulsory to find a 
route only when it is needed.  
 
Routing Table poisoning  
 
 In routing table poisoning, the compromised nodes 
there in the network send fabricated routing updates 
or modify genuine route update packets sent to other 
approved nodes. Routing table poisoning might result 
in sub-optimal routing, congestion in portion of the 
network, or even construct a few parts of the network 
inaccessible.  
 Packet replication Attack:  
 A packet replication attack is an internal attack 
which the attacker belongs to the same network and  
attacks the  resource inside the  network. In the 
packet Replication attack is performed the attacker 
replicates stale and sends them to trigger network. 
The results in loss of bandwidth of the network, and 
also causes unnecessary confusion in the routing 
process.  
 
Route Cache Poisoning:  
  
In the case of on-demand routing protocols (such as 
the AODV protocol), each node maintain a route 
cache which holds information about routes that have 
become known to the node in the recent history. 
Alike to routing table poisoning, an adversary can 
also poison the route cache to achieve similar 
objectives.  
Rushing Attack:  
 
 On-demand routing protocol which use duplicate 
suppression during the route innovation process are  
vulnerable to this attack.  An attacker which receives 
a route request packet from the initiate node flood the 
packet rapidly throughout the network before further 
nodes which also receive the same route request 
packet can respond. Nodes that receive the lawful 
route request packet assume those packets to be 
duplicates of the packet previously received through 
the attacker and hence discard those packets.   
Problem Identification:  
 
 In this paper a swarm based well-organized 
distributed intrusion detection system for MANET is 

proposed. The Watchdog technique is the overhearing 
technique. In the watchdog mechanism identifies any 
fault nodes by promiscuously listening to the after 
that node in the packet’s path using swarm agents. 
Each active node monitors its neighbor nodes within 
its transmission and collects the belief values from all 
the monitored nodes. The active nodes adaptively 
change as per the trust thresholds. Upon collaborative 
exchange of the hope values of the monitored nodes 
among the active node, if active node finds any node 
below a minimum trust threshold, then the node is 
noticeable as malicious. The Pathrater which isolate 
the misbehaving node from the network. In the 
pathrater mechanism keep a rate for every further 
node in the network it knows about. The Pathrater 
module uses the information generated by watchdog 
to select the better route to deliver the packet. A 
node’s rate is decrease each time a notification of its 
misbehavior is received. According to the notification 
establish the most reliable path towards a destination, 
Thus in this paper, an efficient defense mechanism is 
proposed against packet replication attack in MANET  
  
II. RELATED WORK  
  
K. Ramanarayana and Lillykutty Jacob [3] have 
proposed a lightweight solution for secure routing in 
integrated mobile ad hoc network (MANET) Internet. 
The proposed framework represented as belowed:  
 Application of IBC to ad hoc networks for efficient 
key management and for the distribution of pair wise 
shared keys among the authenticated nodes; 
Providing protected Internet connectivity while the 
mobile node (MN) roams across different wireless 
domains  operated by different agent and operators; 
and, Hi) design of a lightweight secure ad hoc on 
demand distance vector routing protocol for intra-
MANET routing which protect all the fields of the 
routing packet including hop count. Security and 
performance analysis prove that our proposed 
framework achieve excellent security while keep the 
overhead and latency minimal Wilson EO and 
Belknap Press and Wu SX and Banzhaf W. have 
proposed the Intrusion detection based upon 
computational intelligence is now attracting 
considerable interest from the research area.  
Characteristics of computational intelligence (CI) 
system, such as adaptation, fault tolerance, high 
computational speed and fault resilience in the face of 
noisy information, fit the needs of building a good 
intrusion detection model. An overview of the 
research progress is provided in applying CI methods 
are provided to the problem of intrusion detection. 
Indirani and Dr. K. Selvakumar have proposed the 
malicious flooding attack is extremely dangerous 
since it not only clogs the victim node but also the 
whole network. Also it may cause packet drop or 
modification of the routing message that  will further 
result in network dysfunction. In this paper, a  swarm 
based detection and defence technique  for malicious 
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attacks in mobile ad hoc networks (MANET) is 
proposed. In this technique, the nodes with higher 
trust value, residual bandwidth and residual energy 
are elected as active nodes by using swarm 
intelligence based ant colony optimization. Each 
active node monitors its nearest nodes and estimates 
the trust value. 
Zhou Lianying and Liu Fengyu[16] have proposed a 
Swarm-intelligence-based intrusion detection 
technique in order to reduce the  misjudgment  & 
misdetection and increase the real-time reply  in the 
existing intrusion detection techniques. Separating a 
huge and complicated intrusion detection system into 
severer independent detection units with unique 
function so that the amount of detection data 
processing and the complexity of detection signature 
selecting, which are the most important factors 
affecting the application performance of existing 
intrusion detection techniques, are reduced 
significantly. Moreover, via utilize the information 
from every independent detection unit, the complex 
intrusion of the whole intrusion detection system can 
be detected Zainal A and Maarof MA and 
Shamsuddin SM have proposed the existing IDS use 
all the features in network packet to evaluate and look 
for well-known intrusive pattern. Some of these 
features are unrelated and redundant. The 
disadvantage to this approach is a lengthy detection 
process. In a real-time environment this may degrade 
the performance of IDS Yang H and Luo H and Ye F 
and Lu S and Zhang L. have proposed fundamental 
security problem of protecting the multi-hop network 
connectivity between mobile nodes in a MANET is 
focussed. The security issues related to this problem 
are identified and discussed the challenges in security 
design, and evaluate the state-of-the-art security 
proposals that protect the MANET link and network -
layer operations of delivering packets over the multi-
hop wireless channel. The whole security solution 
should span both layers, and cover all three security 
mechanism of prevention, detection, and avoidance. 
 
III. INTRUSION DETECTION TECHNIQUE 

OVER    SWARM INTELLIGENCE FOR 
MALICIOUS ATTACK  

 
 A. Overview  
 In this paper, a defense mechanism against malicious 
attacks is proposed in mobile ad hoc networks 
(MANET). In this technique, multiple paths are 
established between source and destination for data 
transmission using swarm intelligence of ant colony 
optimization. In the elected routes, the nodes with 
highest trust value, residual bandwidth and residual 
energy are elected as active nodes by using ant 
agents. Every active node monitor its neighbor nodes 
within its transmission region and collects the trust 
value of all monitored nodes. The active nodes 
adaptively change as per the trust thresholds.  
 

B. Intrusion Detection System 
  In this paper a detection based security scheme is 
provided for Mobile Adhoc network (MANET). 
Although MANET has low computation and 
communication capacity, they have specific 
properties such as their constant neighborhood 
information that permit for detection of anomalies in 
the networking and monitor the behaviors of 
neighboring nodes. We show that such characteristics 
can be exploited as key enablers for given that the 
security to large scale sensor networks. In many 
attacks against Mobile adhoc networks, initially 
attacker is to make itself as a legitimate node within 
the network. To create a sensor node capable of 
detecting an intruder a simple dynamic statistical 
model of the adjacent nodes is built in conjunction 
with a low complication detection algorithm by 
monitoring received packet power levels and arrival 
rates 

 

A. Ids Techniques for Manet  
 One of the different kinds of misbehaviors a node 
may exhibit is selfishness. A selfish node ants to 
protect its own resources when using the services of 
others and generating their resources. There are two 
approaches for ealing with selfish nodes. The first 
one gives a motivation for participating in the 
network function [17]. The second approach detects 
and excludes misbehaving nodes. Most existing 
systems belong to the second type. These systems use 
extra facilities or specific algorithms to detect 
misbehaving (selfish) nodes in MANET and exclude 
them from the routing path.  
 
 The Watchdog/Pathrater is a solution to the problem 
of selfish or fake nodes in MANET. The system  
introduce two extensions to the DSR algorithm to 
mitigate  the effect of routing misbehaviour.The  
Watchdog technique to notice the misbehaving nodes 
and  the Pathrater, to take action against the  intrusion 
by  isolating the selfish or misbehavior  node from the  
network operation.  Watchdog runs on each and every 
node. When a node forwards a packet, the watchdog 
module verifies that the next node in the path also 
forwards the packet. In the Watchdog technique 
which listening and monitor the next node’s after the 
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transmissions. If the next node does not forwards the 
packet,  then it is considered to be  misbehaving and 
is reported to all nodes.  
  
This is done by sending an alarm message to the other 
nodes on its friends list. When those odes receive the 
alarm message, they evaluate it and modify the 
reputation of the accused node only if the alarm 
source is   entirely trusted or the same node was 
accused by several partially trusted nodes    
 
1) Watchdog module:  
   If the Watchdog module that detected the 
misbehaving node is not in the similar node that is 
acting as source node for the packets, then it sends a 
message to the source identifying the misbehaving or 
selfish node. The Pathrater module uses the 
information generated by Watchdog to select a better 
route to deliver the packets, avoiding the misbehaving 
or selfish nodes.  
 The watchdog technique identifies some 
misbehaving nodes by promiscuously monitoring to 
the next node in the packet’s path. If such a node 
dropped more than a predefined threshold of packets 
the source of the communication is notified. The 
pathrater mechanism keeps a rate for every other 
node in the network it knows about. A node’s rate is 
decreased each and every time a notification of its 
misbehavior is received. Then, nodes rates are used to 
find out the most reliable path towards a destination, 
thus reducing the chance of discovery a misbehaving 
node along the selected path. Yet, the watchdog 
might not discover a misbehaving node in the 
occurrence of ambiguous collisions, receiver 
collisions or nodes are able of controlling their 
transmission power.  Such weakness is the result of 
using promiscuous hearing to determine whether a 
node has forwarded a packet or not.  
The Watchdog module was implemented by 
maintaining a buffer of recently sent packets and 
comparing every overheard packet with the packet in 
the buffer to observe if there is a match 
.  
 2) The Pathrater  
 After the Watchdog module detects the malicious 
node, the Pathrater module then neglect the 
corresponding route from the route cache and try to 
determine if there is another route obtainable to the 
destination by looking in its cache table. If suppose 
other route is not available, Pathrater will broadcast a 
Route  Request to get a novel route to the destination   
Performance Metrics  The performance is evaluated 
according to the  following metrics:   
  
1) Average Packet Delivery Ratio:  It is the ratio of 
the number of packets received successfully and the 
total number of packets transmitted.  
 2) Avg-end-to-end Delay: It is the total time delay 
taken by the nodes to transmit the data to the receiver.  

 3) Average Packet Received: It is the average 
number of packets dropped by the misbehaving 
nodes. 

In this x-graph the performance evaluated based on 
the Packet delivery ratio. Here the X axis consider as 
the No of Nodes  and Y axis consider as the packet 
delivery ratio in percentage. Here the performance 
evaluated should de differentiate by the two lines. In 
the Packet Delivery ratio the number of packets 
received successfully and the total number of packets 
transmitted. Before the attack the delivery is very 
low. In the Watchdog technique every node 
maintaining the cache buffer. In this buffer maintain 
the packet transmission and received details for each 
and every transaction. If anyone node does not 
forward or received the packet at properly.  Then the 
malicious attack is there. To isolate the malicious 
attack by using the  Pathrater technique. After ignore 
the malicious attack. The Packet delivery ratio is 
increased slightly. 

 
In the average packet Received ratio, the average 
number of packets dropped by the misbehaving 
nodes. Before the attack the successive received 
packet ratio is very low.  
  The packet Received ratio is reduced due to Packet 
drops. While the Intrusion node can fill the buffer 
with fake updates and also sent the Stale Packets into 
the network due to this two actions the packet drops 
occur.   
   The Watchdog module was implemented by 
maintaining a buffer of recently sent packets and 
comparing each overheard packet with the packet in 
the buffer to see if there is a match.  In the cache 
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buffer the same packet is forward at repetitively. 
Then malicious attack is there.  
After ignore the malicious attack. The Packet 
received ratio is increased slightly  

 
In this x-graph the performance evaluated based on 
the Packet delivery ratio. Here the X axis consider as 
the No of Nodes and Y axis consider as the packet 
delay ratio in percentage. Here the performance 
evaluated should de differentiate by the two lines. In 
the end-end delay ratio, the total time delay taken by 
the nodes to transmit the data to the receiver. The 
malicious node can purposely delay the packet 
forward to it. Mobile Adhoc network is the multihop 
transmission network. The packets are transmitted 
from sender to receiver through multiple nodes. 
Watchdog technique detects malicious misbehaviors 
by promiscuously listening to its next hop’s 
transmission. Which means Each and Every node in 
the network listening the neighbor’s nodes whether 
the packet properly forward to its neighbors’. or not 
by using the swarm intelligence 
 
CONCLUSION  
 
    In this paper, a swarm based detection and defense 
technique is proposed for packet replication attacks in 
mobile ad hoc networks (MANET). The Watchdog 
module was implementing for maintaining a buffer of 
recently sent packets and comparing every overheard 
packet with the packet in the buffer to see if there is a 
equal. After the Watchdog module detects the 
malicious node or fake node, the Pathrater module 
then deletes the corresponding route from the route 
cache and tries to determine if there is another route 
available to the destination by looking in its cache 
table. If new route is not available, Pathrater will 
broadcast a Route Request to obtain a new route to 
the destination. By simulation results, it is shown that 
our technique detects the packet replication attacks 
and minimizes the packet replication.  
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