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Abstract -Creating CAPTCHAs via casual pasture simulation .certainly, display that satisfactory information about word 
tests for easy human detection. The CAPTCHAs are then partial casual realizations of the casual CAPTCHA word. The 
process start with an initial casual pasture (e.g., randomly scattered letter pieces) and use Gibbs resampling to re-suggest 
portions of the pasture repeatedly using these conditional probabilities until the word becomes human understandable. The 
creative intention of the Scatter Type algorithm was to produce CAPTCHAs that were human readable but difficult to crack, 
produce Scatter Type CAPTCHAs that are clearly unreadable to humans yet “readable” to computers designed for efficient 
simulation. Certainly, use KNW-CAPTCHA to refer to the easy KNW-CAPTCHA variation. This variation is generated 
with no background noise and no vertical displacement of individual characters, and is designed to be as easy as possible to 
attack while maintain the fundamental properties of the KNW-CAPTCHA. The remaining casualness from the original 
casual pasture together with the casual implementation of the CAPTCHA word provides major resistance to attack.  
 
Keywords—Image processing, Markov random field, Security, Simulation, Statistical information compression. 
 
 
I. INTRODUTION 
 
1.1 CAPTCHA  
 
A CAPTCHA (an acronym for "Completely 
Automated Public Turing test to tell Computers and 
Humans Apart"), A captcha is a challenge-response 
test that determines whether a user is human or an 
automated machine. Captchas are commonly found at 
the end of website forms, and must be filled out in 
order for the form to be submitted.Example: "Online 
forms may include captchas to prevent automated 
programs from submitting data." you are trying to 
sign up for a free email service offered by  
gmail or yahoo. before you can submit your 
application, you first have to pass a test. it’s not a 
hard test. the test should be simple and straight 
forward. but for a computer ,that the test should be 
impossible to solve. This sort of the test is a 
CAPTCHA. they are also know as a type of human 
interaction proof(HIP).  
 
1.2 Turing Test  
To test a machine’s level of intelligence. human 
judge asks the question to two participents, one is a 
machine and the other human, the judge doesn’t 
know which one is human ,which one is machine. 
after listening to the answer. if the judge fails to 
recognize which one is a machine passes the test. if 
the user passes CAPTCHA ,he is a human otherwise 
it is a machine.  
 
1.3 Reverse Turing Test  
A “reverse Turing test” of the following kind. 
 
When a user human or machine challenges the user 
with one synthetically generated image of text; the  

 
user must type back the text correctly in order to 
enter. This differs from Turing’s proposal in at least 
three ways: 

 
Fig.1.Example of registration form with CAPTCTCHA word. 

 
Judge= CAPTCHA program  
Participant= user  
if the judge fails to recognize which one is a machine 
passes the test. if the user passes CAPTCHA ,he is a 
human otherwise it is a machine. 
1.4 KNW-CAPTCHA  
We introduce a general method for generating 
“KNW-CAPTCHAs” with the view that random 
CAPTCHA creation is really casual pasture 
simulation (“KNW CAPTCHAs” are pronounced 
KNOW CAPTCHAs).A KNW-CAPTCHA is 
initialized as a random field, and the CAPTCHA is 
then generated via partial Gibbs re sampling in order 
to provide enough information to make the test word 
human recognizable the KNW-CAPTCHAE, an easy 
variant generated without any background noise, and 
the KNW-CAPTCHAH, which is generated using 
character fragments as the background noise. 
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Fig.2. Few CAPTCHA examples.(a) Google.(b) Yahoo!(c) 
Microsoft (broken).(d) Gimpy.(e) Scatter Type. 

 
II. NOTATION, BACKGROUND, AND 

PROBABILITY COMPUTATION 
 

can be computed directly using (1). Next, based on 
the conditional probabilities computed using (1), we 
use the following straightforward simulation 
algorithm to simulate h with the appropriate 
marginals and covariances. 

 

 
 
III. RELATED WORKS  
 
Gabriel Moy, Nathan Jones, Curt Harkless, and 
Randall Potter have proposed a CAPTCHA is a 
program that generates and grades tests that most 
humans can pass but current computer programs 
cannot pass(17).We have developed a correlation 
algorithm that correctly identifies the word in an EZ-
Gimpy challenge image 85% of the time and a direct 
distortion estimation algorithm that correctly 
identifies the four letters in a Gimpy-rchallenge 
image 78% of the time. We have shown two different 
distortion estimation techniques for identifying 
objects in clutter.(8) The correlation approach works 
well when there are small distortions with a small 
dictionary. These approaches are not unique to the 
Gimpy family of problems and are specific 
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applications of a more general toolbox for object 
recognition.  
Jeff Yan, Ahmad Salah El Ahmad have proposed 
CAPTCHA is almost a standard security mechanism 
for defending against undesirable and malicious bot 
programs(16) on the Internet, To date, the most 
commonly used are various types of visual 
CAPTCHAs, in which a challenge often appears as 
an image of distorted text that the user must decipher. 
It is alarming that we have also found that many other 
visual CAPTCHAs deployed on the Internet made 
similar mistakes, and thus could be effectively broken 
by our simple attacks. The major reasons that we 
suspect can explain this scale of failure are the 
following. Although a few pioneering efforts shed 
some light on how to design visual CAPTCHAs, our 
collective understanding of this topic is still in its 
infancy.  
Allison L. Coates and Richard J. Fateman have 
proposed Turing proposed a method whereby human 
judges might validate “artificial intelligence” by 
failing to distinguish between human and machine 
interlocutors.(9) Stimulated by the “chat room 
problem” posed by Udi Manber of Yahoo!, and 
influenced by the CAPTCHA project of Manuel Blum 
et al of Carnegie–Mellon Univ.,(2 ) we propose a 
variant of the Turing test using pessimal print a 
successful attack would probably require 
substantially more real time than humans, at least for 
the near future. A statistic today suggests about 200 
msec per comparison between isolated hand printed 
digits, using fast 2001 year workstations; many 
comparisons over a far larger set would be needed to 
solve this problem. Also, our investigations and the 
CMU CAPTCHA project are continuing, and so any 
specific attacks might be thwarted in the same kind of 
arms race used in cryptography. 
 
IV. PROPOSED  
 
1. KNW-CAPTCHA  
 
Here we have to determine how to create KNW-
CAPTCHA and use those parameters to create a 
novel casual CAPTCHA  
A. Parameter Estimation  
 
we generate character images denoted { f1,1, . . . , 
f1,26, . . . , f18,1, . . . , f18,26}, i.e., fi, j is the 
character image of the j th letter in the i th font.  
Let N f j denote the maximum width of the bounding 
boxes over the character images { f1, j , . . . , f18, j }, 
where a bounding box is the smallest rectangle that 
encloses the character. For i = 1, . . . , 18, j = 1, . . . , 
26, The horizontal distance between each adjacent 
character’s bounding box is chosen using a random 
number. The vertical displacements of characters are 
determined using the values {v0, v1, v2, . . .} of a 
reflecting random walk, moving upward or 
downward one with probability 12; upon hitting the 

boundary {−25, 25}, it reflects. The random walk is 
initialized randomly over {−10, ..., 10}. 
2. KNW-CAPTCHA Generation  
 
Introducing background noise is a common technique 
when generating CAPTCHAs since it introduces red 
herring character shapes that must be removed or 
ignored by a computer program fo between adjacent 
characters bridged by appropriate background noise, 
and connected components will view two adjacent 
characters as one if they are connected by background 
noise.We generate background noise via the 
ScatterType algorithm 

Fig. 4. KNW-CAPTCHA examples. (a) KNW-CAPTCHAE. (b) 
KNWCAPTCHAH, with outline. 

 
In additional, we are generating all frames using 
scatter type algorithm. Now we include the frames in 
to the video we are using ffmpeg.exe tool used the 
merge all frames And create a mp4 video format 
frame size we specifiedour KNW-CAPTCHA will 
displayed and show to client the client it is more 
security OCR will not recognition will not 

 
possible to KNW-CAPTCHA information and the 
user enter the correct captcha mean it will allow to 
server if the client enter the more than 5 time mean 
server was blocked the particular user  
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V. RESULTS  
 
We use KNW-CAPTCHAE to refer to the easy 
KNWCAPTCHA alternate This alternate is created 
with no background noise and no vertical dislocation 
of individual characters, and is designed to be as easy 
as possible to attack while maintaining the 
fundamental properties of the KNW-CAPTCHA. The 
hardened alternate, KNW-CAPTCHAH, created with 
both background noise random vertical dislocation, is 
deployed in practice.  
 
A. KNW-CAPTCHAE Experiments  
 
we use KNW-CAPTCHAE and design each 
experiment to give the attacks the best chance of 
success. the KNW-CAPTCHAE is basically 
unbreakable with contemporary OCR programs. 
Generate a KNW-CAPTCHAE for the word with no 
background noise and no vertical dislocation.  
 
A. KNW-CAPTCHAH Experiments  
 
We use KNWCAPTCHAH is images generated using 
scatter algorithm.  
 
1) Online Readability Study:  
 
To collect these results, The procedure was as 
follows. he or she is presented with an example of a 
KNWCAPTCHAH along with the correct response. 
The example shows a KNW-CAPTCHAH with the 
encoded word outlined, and is designed to show the 
visitor how to recognize the encoded word in noise.  
 
2) Amazon Mechanical Turk:  
 
To collecting responses from volunteers at 
knwcaptcha.org, we used Amazon Mechanical Turk 
(AMT) for example, in order to be resistant to 
workers gaming the task.  
 
3) OCR Attacks on Hardened KNW-CAPTCHAs  
 
OCR is a one of the attacks on hardened KNW- 
CAPTCHA. The OCR performance against human 
performance.  
 
C .Comparison  
 
Now we compare the KNW-CAPTCHAE and KNW-
CAPTCHAH. The KNW CAPTCHAH crowds using 
adjustable random spacing, as in which typically 
leads to some adjacent character images overlapping. 
To illustrate, we implement and execute a vertical 
projection segmentation attack on the easier KNW-
CAPTCHAE.  
 
 
 

VI. SECURITY DISCUSSION  
 
The KNW-CAPTCHAH uses ScatterType 
background noise comprised of character fragments 
difficult to differentiate from the encoded CAPTCHA 
characters, in contrast to the Microsoft CAPTCHA 
the number of pixels that were black in both columns 
Smooth the break costs obtained in the previous step.  
 
VII. ARCHITECTURE  
 
Now we have to choose Rendom keyword in English 
alphabet.the server select the pessimel noise images. 
A KNW-CAPTCHA generation using Gibb’s re-
sampling algorithm and Scatter algorithm,using  ibb’s 
re-sampling algorithm we have to generatethe 
bounding box for CAPTCHA generation.The 
bounded box is generated using following condition.  
Choose a five-letter character string uniformly, with 
replacement, over the English alphabet.2) For our 
identification we have to mark the black and white 
pixels. Select the Vertical Displacement have a 
different width. Select the horizontal displacement in 
same width and font. Finally, we are ready to 
generate the KNW-CAPTCHA. 

Verification is used to verify the KNW-CAPTCHA 
password is correct or not. Using Scatter algorithm 
we have to choose the Scatter letter pieces and re-
sumulate the string on Gibb’s Sampling. Generate the 
random ScatterType-based noise as described above. 
Select 250 sites in the same manner as choosing R, 
and re-simulate each of those sites using only the 
marginal probabilities Take this to be the background 
noise. Apply the modified Gibbs sampling. 
 
VIII. THE PROPOSED ALGORITHM  
 
Gipps sampling:  
Gibbs re-sampling algorithm is used to create the 
KNW-CAPTCHA word,is used to avoid online 
password guessing. Gibbs sampling is named after 
the physicist josiah willard gibbs, in reference to an 
analogy between the sampling algorithm and 
statistical physics. The point of gibbs sampling is that 
given a multivariate distribution it is simpler to 
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sample from a conditional distribution than to 
marginalize by integrating over a joint distribution. 
Suppose we want to obtain samples

from a joint

 
It is common to ignore some number of samples at 
the beginning (the so-called burn-in period), and then 
consider only every th sample when averaging values 
to compute an expectation. For example, the first 
1,000 samples might be ignored, and then every 
100th sample averaged, throwing away all the rest.  

 Then an alternative method of calculating the 
marginal densities is to create a markov chain on the 
space by repeating these two steps:  

Scattered algorithm:  
Scatter algorithm is used to re-simulate the Scatter 
letter pieces on Gibb’s Sampling. A type of 
mathematical diagram using Cartesian coordinates to 
display values for two variables for a set of data. The 
data is displayed as a collection of points, each 
having the value of one variable determining the 
position on the horizontal axis and the value of the 
other variable determining the position on the vertical 
axis. This kind of plot is also called a scatter 
chart,scattergram, scatter diagram, or scatter 
graph.Scatter search (ss) was introduced by glover in 
a heuristic study on Integer linear programming 
problems which also provides a number of formative 

Ideas of tabu search. Scatter search is an evolutionary 
method that combines Solution vectors by linear 
combinations to produce new ones through 
Successive generations. Scatter search general 
procedure. initial phase: a set of solutions is 
generated and the best solutions are Chosen to 
become part of the reference set.  
 
CONCLUSION  
 
We developed and implemented a new technique of 
creating casual CAPTCHAs, called KNW-
CAPTCHAs, using casual field simulation that 
outperforms accepted CAPTCHAs now a days. and 
also creating the vedio format CAPTCHA. we used 
an efficient algorithm to reproduce a new KNW-
CAPTCHA based on these parameters in a Gibbs-like 
manner. the KNW-CAPTCHA is easy to readable by 
human. we are generating more number of block and 
white pixels used for our identification when creating 
samples and also create the bounded box using 
Gibb’s re-sampling algorithm. the KNW-CAPTCHA 
is difficult for computer programs to crack the OCR 
attacks. Here we established that the Scatter letter 
pieces used to avoide the online CAPTCHA 
password guessing. In additional proposed new 
technic is called PGRP.As a Future Enhancement 
Video captcha is proposed and the user information 
stored in encrypted format. CAPTCHA generation as 
correlated random field simulation. Search Image 
pixel using Scatter Search algorithm and create video 
format captcha. Finally in this paper we creating the 
KNW-CAPTCHA in video formet. This method can 
be used to generate KNW-CAPTCHA, While the 
original intent of the Scatter Type algorithm was to 
produce CAPTCHAs that were human readable but 
difficult to crack, Scatter Type CAPTCHAs that are 
clearly unreadable to humans yet “readable” to 
computers. in this paper in such a way that maintains 
or improves readability.  
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