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Abstract - The rapid proliferation of wireless networks and mobile computing applications has changed the landscape of 
network security. The nature of mobility creates new vulnerabilities that do not exist in a fixed wired network, and yet many 
of the proven security measures turn out to be ineffective. Therefore, the traditional way of protecting networks with 
firewalls and encryption software is no longer sufficient. We need to develop new architecture and mechanisms to protect 
the wireless networks and mobile computing applications. In this paper, we focus on to review the previous work done in 
intrusion detection system to improve the new proposed one. 
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I. INTRODUCTION 
 
Nowadays Network security is a fast growing and 
emerging research theme. [1, 2]. Different types of 
network topologies such as star, tree, mesh etc.are 
used for communication in WSN. In a cluster based 
hierarchical approach, concentration of sensor nodes 
forms a cluster and one node among them acts as a 
Cluster Head (CH). The CH assumes to have a larger 
battery and acts as a supervisor node for 
communication between other nodes. All CH in the 
network are connected to a Base Station (BS), which 
is a single decision making authority. One of the 
cluster topology is depicted in figure 1 

 
Fig. 1 Cluster in a sensor network 

 
A special sensor node in the Cluster Head perform 
special task of receiving, processing, storing and 
forwarding the data collected from one to other 
specific node. Depending on the deployment of 
schema in the wireless sensor network, the regional is 
associated with the cluster head.  
 
Due to the resource, specific nature of the wireless 
sensor network, there is very less deployment 

mechanism of security is not adequate. Encryption, 
VPN, authentication and firewalls are traditional 
security techniques and these are inadequate for 
WSN. So there is a need of more adequate and 
sophisticated technique is required to monitor and 
discovered intrusion detection system.There are two 
types of defensive approaches for intrusion detection; 
these are known as static and dynamic defensive 
approaches [3]. The examples of static technique are 
VPN, authentication and encryption, Firewalls and 
provide security from external threats and called as 
first line of defence. 
 
II. ABOUT INTRUSION DETECTION SYSTEM 
 
Intrusion detection systems (IDSs) are usually used 
along with other preventive security mechanisms, 
such as access control and authentication, as a second 
line of defense that protects information systems. 
There are many reasons behind making intrusion 
detection a necessity for the entire defense system. 
First, many traditional systems and applications have 
evolved without keeping security in mind. In other 
cases, systems and applications were developed to 
perform in a different environment and may become 
susceptible when deployed Intrusion detection 
complements these protective mechanisms to 
improve the system security. Moreover, even if the 
preventive security mechanisms can shield 
information systems successfully, it is still important 
to know what intrusions have taken place or which 
are ongoing, so that we can understand the security 
threats and risks and thus be ready for attacks in 
future. 
 
The attack can happen in term of fast attack or slow 
attack. Fast attack can be termed as an attack that 
employs a large amount of packet or connection 
within a few second. Meanwhile, slow attack is as an 
attack that takes a few minutes or a few hours to 
complete. Both of the attack gives a great impact in 

http://iraj.in
mailto:Sadotramca2k6@rediff.com,
mailto:dr.chandrkant@gmail.com


International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-5, Issue-3, Mar.-2017 
http://iraj.in 

Transformation in Building More Intelligent Intrusion Detection System: A Review 
 

30 

the network environment due to the security breach 
decade., Currently IDS are used as a defensive tool in 
order to strengthen the network security especially in 
detecting the first two phases of an attack either in 
form slow or fast attack. An intrusion detection 
system can be divided broadly into two approaches 
which are behavior based that is anomaly and 
knowledge based that means misuse.  The behavior 
based approach can also known as anomaly based 
system while knowledge based approach is known as 
misuse based systems. The misuse and/or signature 
based IDS is a system that contains a number of 
attack description or signature that are matched 
against a stream of audited data looking for various 
evidence of modelled attack. The audit report data 
can be gathered from network traffic or from and 
application log. This method can be used to detect 
previous known attack and the profile of the attacker 
has to be manually revised when new attack types are 
discovered. Hence, unknown attacks in network 
intrusion pattern and characteristic might not be 
capture using this technique meanwhile; the anomaly 
based system identifies the intrusion by identifying 
traffic or application which is presumed to be usual 
activity on the network or host. The error based 
system builds a model of the normal behavior of the 
system and then looks for erroneous activities such as 
activities that don’t conform to the established model. 
Anything that does not correspond to the system 
profile is marked as intrusive. False alarms produced 
by both systems are a matter of great concern and it is 
taken as a key problem. They also cause 
postponement of further implementation of reactive 
intrusion detection system. 
 
Therefore, it is significant to decrease amount of false 
alarm generated by both of the system. Although 
false alarm is a major issue in developing the 
intrusion detection system especially the anomaly 
based intrusion detection system, yet the system has 
been able to meet fully the organizations’ objective 
compared to the signature based system [10]. The 
false positive generated by the anomaly based system 
is still tolerable even though expected behavior is 
identified as anomalous while false negative is not 
accepted because they do not detect an attack. An 
attack that deploys a large amount of packet or 
connection within a few second scanning attack, DoS 
attack, DDoS attack worm attack are some of fast 
attack Code Red Worm and NIMDA worm are 
another breed of DoS attacks on Internet 
infrastructure after the Morris Worm. Code Red 
Worm has a fast rate of propagation and infection via 
network scanning to detect and automatically exploit 
 
III. NEED FOR INTRUSION DETECTION 
SYSTEM 
 
When most people think of network security, they 
think. Firewall. Firewalls are widely deployed as a 

first level of protection in a multi-layer security 
architecture, primarily acting as an access control 
device by permitting specific protocols to pass 
between a set of source and destination addresses. 
Integral to access policy enforcement, firewalls 
usually inspect data packet headers to make traffic 
flow decisions. In general, they do not inspect the 
entire content of the packet and can’t detect or thwart 
malicious code embedded within normal traffic. It 
should be noted that routers also offer some 
rudimentary protection through packet filtering 
processes.  
 
While firewalls and router-based packet filtering are 
necessary components of an overall network security 
topology, they are insufficient on their own. Network 
IDS products inspect the entire content of every 
packet traversing the network to detect malicious 
activity. This content inspection technique provides 
deeper packet analysis compared to a firewall or a 
router. Intrusion Detection Systems are effective 
when sophisticated attacks are embedded in familiar 
protocols, such as an HTTP session, which would 
normally pass undetected by a firewall. It’s not 
surprising that the processing power required for an 
Intrusion Detection System is an order of magnitude 
higher, when it is compared with firewall product. 
 
Permeable modern networks have made IDS products 
necessary tools for security engineers to detect, 
analyze and defend networks against malicious threat. 
As a result, IDS machines are being deployed outside 
and inside firewalls and are rapidly becoming popular 
in best practice to secure network implementations. 
 
 
IV. LITERATURE SURVEY 
 
I. F. Akyildiz et al., [1] Wireless sensor networks 
consist ofsome cheap and small devices. As they are 
generally deployed in unprotected environment, 
wireless sensor network is vulnerable to various 
attacks. Therefore, security design is one of the 
important factors for wireless sensor networks. 
Thereare two main techniques for security solution: 
prevention based and detection based. Prevention 
based techniques are encryption, authentication etc. 
Prevention based techniques cannot be applied to the 
wireless sensor networks because of the limited 
resources andbroadcast medium. Detection technique 
is to identify the attacks based on the systems 
behaviour. Currently, there are two different kinds 
detection technique: intruder based and signature 
based. In this paper, we will focus only towards the 
intruder based detection technique. re autonomous 
nodes that communicate with each other in a 
decentralized manner through multi-hop routing. 
There are two main types of WAHNs, namely: 
mobile ad hoc networks (MANET) and wireless 
sensor networks (WSN).  
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Li, He and Fu in [2] proposed a group based 
IDSwhich is based on intruder detection technique. 
They have used delta-grouping algorithm to partition 
the network into groups and then run the detection 
algorithm on each group. At first, the whole sensor 
nodes are deployed in the network, then the delta 
algorithm is applied to partition the network, and then 
IDS is applied on each group. Homogeneous 
networks, all the sensor nodes have the same 
capability;on the other hand,sensor nodes may be of 
varyingcapabilities in heterogeneous networks. Inthis 
paper, we have focused on the various threats on 
WSN and then we focused on some existing 
approaches to find out how they have implemented 
their intrusion detection system (IDS)for wireless 
sensor networks. 
 
Michael Brownfield,[3]This creates a need 
toconserve energy. Because of the wireless nature of 
WSNs, security is a fairly difficult issue. Adversaries 
can easily listen to allthe traffic and inject their own, 
especially if the WSN is deployedin a hostile 
environment. It is also important that the WSNbe 
robust to losing some of the sensor nodes, because it 
can be very easy for an adversary to capture any 
given node.The general network topology is a dense 
collection of nodes, randomly distributed over some 
geographic area. Traffictypically goes from all the 
sensor nodes to a single sink, called the base station 
(BS), or broadcast traffic. A lot of work iscurrently 
being done on routing protocols, and not all of the 
details are figured out and agreed upon but, in 
general, routingis multi-hop like an ad-hoc wireless 
network. Cluster-based routing is a popular idea, 
because it is possible to exploit the fact that nearby 
nodes has highly correlated data [10]. In cluster-based 
routing, the network is divided up into clusters, 
whichconsist of a Cluster Head (CH) and member 
nodes (MNs). The MNs send their data to the CH, 
which aggregates the data beforesending it out of the 
cluster toward the base station. 
 
FarooqAnjum, [4]The simplest idea for intrusion 
detection would be to have all nodes monitor each 
other in promiscuous mode, meaning theylisten in on 
all transmissions, even if they are not the recipient, 
but this wastes way too much energy. The other 
extreme wouldbe to only check the packets at the end 
(base station or its neighbours), but by waiting to 
check the packet, we run the risk oftransmitting a bad 
packet far too many times, consuming valuable 
resources. The packet should be checking only a few 
times,and early in the path. They suggest that this 
should occur at the cluster head. All packets should 
be first sent to the clusterhead, which checks their 
authenticity before forwarding them out to the rest of 
the network. But a malicious node can avoidthis by 
neglecting to send its packet to the cluster head first, 
instead opting to send it out to another cluster. To 
compensatefor this, every node should have a 

probability,p, of sending a packet to its cluster head 
to be checked. The higher the p, themore energy 
consumed in checking, and the longer the route is 
made, but the more likely we are to catch malicious 
packets. 
 
Zhang and Lee [5] are among the first to study the 
problem of intrusion detection in wireless Ad-hoc 
networks. They proposed architecture for a 
distributed and cooperativeintrusion detection system 
for Ad-hoc networks; their scheme was based on 
statistical intruderdetection techniques. But the 
scheme need much time, data and traffic to detect 
intrusion.Detecting a moving intruder is a crucial 
application in wireless sensor networks, thus, first 
contact time when the intruder hits the sensing range 
of a sensor belonging to the large sensor cluster. To 
date, most of the existing work focus on the problem 
of network configuration for efficiently detecting the 
intruder within a pre-specified time threshold, under 
the constraints of tight power saving and/or cost 
efficiency. Traditional networks but it cannot be 
applied directly to WSN because the resources of 
sensor nodes are restricted. Ad-hoc and WSNs 
security has been studied in a number of proposals.  
 
Qi Wang et al., [6] have developed a intruder 
detection algorithm of low complexity for static 
wireless sensor network. The intrusion detection 
model includes characteristics that determine the 
average frequency of execution of order. A 
distributed algorithm in which the sensor collects the 
information from the neighbouring nodes to analyses 
the anomalies if any from the neighbours. The 
intrusion detection algorithm on detecting anomalies 
packets received from its neighbours basic alarms to 
report the intruder aver explored the effects of sensor 
mobility on sensing coverage and detection capability 
in a mobile WSN. It is demonstrated that sensor 
mobility can improve the sensing coverage of the 
network, and provide fast detection of targeted 
events. 
 
Xi Peng et al[7] proposed a security management 
model for self-organizing wireless sensor networks 
based on intrusion detection. It can prevent most of 
attacks. Then an analysis of each layer of networks in 
security model is discussed and the security 
management measures in the data link layer and 
network layer are described in detail especially. Such 
a structure is built based on the existing encryption 
and authentication protocols the heterogeneous 
wireless sensor network, the average energy 
consumption for forwarding a packet from the normal 
nodes to the sink in heterogeneous sensor networks 
will be much less than the energy consumed in 
homogeneous sensor networkframework for win. The 
proposed framework has advantages as regard secure 
association and intrusion detection. This also 
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provides the background a win, its security issues and 
requirements. 
 
Demirkol, F. Alagoz, [8]some of the common 
approaches cat log patterns of attacks seen in the past 
and focus on watching the incidence of behaviour 
consistent with these patterns.These include the 
detection of wormhole attacks, routing holes, or 
detection of particular operations, like routing, 
localization, etc. All these approaches tend to be 
taxing in terms of storage and computation which 
isan important issue for sensor nodes with their 
limited storage and processing capacity. Furthermore, 
the patterns that they catalogue tend to be generic 
rather than application specific for example in 
theintrusion detection process consistof a two-step 
approach: In the first step, a profile is created to 
characterize intruder behaviour. In the second phase, 
while the network is operating, the observed 
behaviour is compared with what has been catalogued 
and flagged if it matches catalogued abnormal 
behaviour. 
 
W. B. Heinzelman, [9]Themain idea of LEACH is to 
consider the local data fusion in each cluster. Each 
cluster head, instead of each sensor node, directly 
sends fusion data to the base station. The clustering 
infrastructure is used because of the high 
correlationbetween data from nodes located close to 
each other. This allows all data from nodes within the 
cluster to be processed locally using data aggregation 
techniques, can be used to combine several correlated 
data into a smaller set of information that maintains 
the effective Therefore, much less actual data needs 
to be transmitted from the cluster to the base station is 
another protocol that builds a chain using a greedy 
algorithm to route the data to the leader of all nodes. 
creates a minimum spanning tree by the base station 
to build the routing path and gains more energy 
efficient. 
 
K. Akkaya and M. Younis, [10] is TEEN (Energy 
Efficient Sensor Network Protocol), which is 
reactive, event driven protocol for time-critical 
applications. A node senses the environment 
continuously, but turns radio on and transmits only if 
the sensor value changes drastically, so members only 
send data to the cluster head only if data values are in 
the range of interest. The estimation of the sensor 
node energy consumption is a multi-parameter 
problem, depending on the hardware characteristics 
and the protocol decisions throughout theOSI layer 
range. Microprocessors are considered the primary 
power consumer. The power consumed by the 
microprocessor is related to the frequency of its 
clock, the voltage supply, and the time that is needed 
to perform a given task, which in turn is related to the 
code that is executed, and to the power saving 
features that are implemented is enough to predict its 

energy dissipation rate. This model will be explained 
in details in the next section.  
 
R. A. F. Mini, B[11] they proposed an energy 
prediction model that we adopted in this paper. 
Knowing the states of sensor nodes (sense, send, 
receive, sleep) in the network from the past history, 
and the amount of energy consumed by each state, is 
enough to predict its energy dissipation rate. This 
model will be explained in details in the next section. 
The energy studies in WSN are mostly related to 
designing energy efficient routing protocols in sensor 
networks. For directed diffusion, proposed in [9], all 
communications areneighbour to with no need for a 
node addressing mechanism. It is energy efficient 
because each node can do aggregation and caching. 
data transmitting and processing, and as efficient as 
expensive approaches in terms of catching the 
intruder as early as possible. We are looking for less 
communications back and forth with the cluster head 
or the base station, and less data processing. 
 
CONCLUSION 
 
As Internet usage by human society is increasing 
rapidly same time Intrusion to networks too 
increasing drastically. We have employed Network 
security experts; we developed various kinds of 
Intrusion Detection Systems of various types. 
Technological improvement has enabled us to protect 
our networks from miscreants but this is a never-
ending process because whatever ways we find to 
protect us hackers find a new way to crack it. 
 
We studied various kinds of IDS present in present 
days. Every IDS has its pros and cons and none of 
them is 100 % secured. Use of IDS is indispensable 
in present unprotected networks in order to protect 
them from external threat. Based on the problems in 
the existing IDS, we developed and proposed a new 
application based IDS which will be economical to 
use for everyone and this IDS is one way an 
assurance for better detection of intrusion to network 
thus enabling security experts for better decision 
making and ultimately, we can say it will be 
providing a new dimension to securing our networks.  
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