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Abstract - Freedom of speech is one of the basic human rights, but in today’s world with the boom of technology and use of 
internet, the use of data sharing is correspondingly important. The number of users in the internet has got increased to 300% 
in nine years. Also, more than 60% of today’s data on the internet which is shared, is uploaded in the last three years of time. 
The number of users has increased, so the data usage has increased. The security of data and the individual is equally of 
importance with the part of data sharing. This bring anonymity of the individual to be considered as of prime importance, as 
the saying goes; give a man a mask, and he will tell you the truth. There is no system in place to help with these 
requirements. The PKI system has a bottleneck to support such a vast number of users and their data. The identity based ring 
signature can be used instead to overcome this by excluding the part of certificate verification, as it makes use of identity 
signature instead, which speeds up the process. Forward security is implemented along with identity ring signature to 
advance the data security, which helps to eliminate the flaws of any big data sharing system where the revocation mechanism 
is used. This property helps when a key of a single user is compromised for a specific data, then still the past and future 
signatures for that user will remain valid and secure, also the other users will be unaffected. This is very important as its very 
hard to ask a huge number of users to reauthenticate their data in the time of such crisis. Therefore, to preserve data integrity, 
giving user anonymity, and support notion of forward security we propose an identity based ring signature implemented by 
HMAC with forward security. 
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I. INTRODUCTION 
 
The basic functions or operations performed on the 
internet is sharing data. The share can be one to one 
or one to mass. There are multiple technologies used 
like cloud computing, big data systems, et cetera. In a 
single data system, the system can be in one place or 
broken done into multiple systems but act as one like 
in a distributed form. The users all around the globe 
query the same system for data upload or download 
as shown in Fig. 1. The users can be identified as a 
group or ring of users depending on the setting placed 
in the system. The system provides the access to the 
data to each user depending on their authorization 
level or authentication. The system has to be secure 
enough and provide ease and reliability to the end 
user. The security is important as the system is the 
hub of the data, which is collected from its users. To 
control this all, we have a functionality of identity 
signature in place, were the signature is verified and 
then the certain amount of access to data is provided 
to the end user. Identity signature in a ring or group 
setting is good, but the security factor also has to be 
considered with the number of users in a single ring 
or group. Suppose a new user is added in a group or 
ring today, now there is more chance of leak of 
information or data which is present within the group 
or ring. 
 
II. PROPERTIES 
 
2.1. Data Integrity 
The data needs to be preserved to its true form and 
not to be tampered. The authenticity and the 

originality of the data should be there. In the current 
times its very tough, as duplication of the same data 
have been making the rounds in the internet. Suppose 
an important message has to be passed from one user 
to other, if it gets tampered by some another user in 
the mid-way then the receiver may get another 
message with a whole new meaning. 

 

 
Fig.1. Single system with users around the globe. 

 
2.2. User Anonymity 
Knowledge is everything is today’s world, and data is 
knowledge. A data can be a personal data of a user, or 
it can be a critical data, very sensitive, which may 
cause a chaos in nation-wide. But it is important data 
to be shared. Therefore, to preserve identity of the 
user is of prime importance, as data sharing may 
directly or indirectly affect life of a single user or a 
number of people. 
 
2.3. System Efficiency 
The system with good hardware in place is good but 
not enough. A data sharing system includes a massive 
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number of users actively in play at the run time, 
which is in real time and important to be handled by a 
good system. This involves a good system logic to be 
in place to handle the burden of the system 
effectively and provide more efficiency by providing 
better processing.  

 
III. MODULES 
 
3.1. Identity Based (ID-Based) Ring Signature 
A ring is same as a group, the only difference 
between the two is that a group has a moderator or a 
head which has a power to control the group, where 
as in a ring all members are equal. Fig. 2 shows a 
pictorial view of number of different rings in a single 
system. The digital signature is any unique property 
of a thing, which defines that thing. It can be an 
attribute or an identifier of that thing. Identity 
signature is therefore a signature which is formed by 
the identity of the thing which it has to define. This 
implemented in a ring setting makes it the identity 
based ring signature. 
 

 
Fig.2. Multiple rings in a single system. 

 
3.2. Forward Security 
If in a data sharing system, a key of a user is hacked 
by someone, then to overcome this problem the 
system has to urgently initiate the revocation 
mechanism. This clearly does not solve the problem 
of future duplicate signature generation by the 
comprised key and also with the forgeability of the 
past signatures. Certainly, this is a serious problem to 
be mainly overcome, which can be done now by 
forward security. The forward security helps to 
generate a unique and distinct signature each time, 
which helps even if a single key of a user is 
comprised. Because this won’t affect the past 
signature already generated, future signatures to be 
generated for that specific user, and also the rest of 
the users in the system will be unaffected of any such 
incident. 
 
IV. EXISTING SYSTEM 
 
4.1. Motivation 
The key exposure is the main motivation behind our 
proposed model. The key is very important to be safe 

and flexible and provide ease to the user without 
making the whole process complex. If a key is 
compromised, then it’s a major risk to the system. An 
emergency control has to raise the revocation 
mechanism accordingly. This is very important has 
the intruder can use the hacked key for generation of 
the future signatures and also there is complete risk to 
the past signatures, as they can be forged as well after 
such incident. This gave rise to the use of forward 
secure signature. Because if forward secure is 
implemented then no matter if a single key of the 
single user is affected, reason being, the past and 
future signatures are distant and unique compared to 
the one being comprised and the rest of the members 
are also unaffected, has they has their own unique 
signatures. 
 
4.2. Related Work 
There is various research carried out in this field to 
have a better and a secure system. Use public keys of 
various different signatures to generate 1 out of n 
signatures was in [1], here use of all RSA-type keys 
is done, which reduced both the computational and 
storage cost compared to that of the ring signatures. 
The main drawback of this system was if the key is 
compromised then that could cause forgeability. 
Before ring, the group were popular to be used. 
According to [2] a group signature scheme allows the 
user to sign in anonymously on behalf of the group. 
The system proves secure and coalition-resistant 
under the umbrella of strong RSA in combination 
with the use of random oracle model. But the identity 
of the identity signature originator can be revealed by 
a designated entity. Then there was a concept of TPA 
proposed in [3], were TPA is appointed with a job to 
ring marks to process the check of the metadata, 
which is expected to know the authenticity of the 
shared data. This technique eliminated the burden 
from the user which included the painful and 
expensive task of auditing and also provides relief to 
the user without fear of data leakage, which maybe a 
problem in the outsourcing scenario. [4] technique 
propose to keep a fix public key but to have a secret 
key to be updated in a regular interval. This may be 
prone secure but not efficient, has in a big data 
sharing system it is not feasible to update the secret 
keys of number of users frequently. Trying this they 
try to implement forward security in the random 
oracles environment but the same can be achieved by 
use of short length keys. Equivalent amount of 
security can be achieved by the use of with or without 
random oracles and our proposed model shows that. 
Proposed method of [5] is also quiet complex, has it 
suggests to make use of different distinct clouds 
simultaneously. This maybe a solution but not 
feasible enough to be implemented in reality, as 
manipulation making use of multiple clouds is not an 
easy task. [6] makes use of all three concepts; 
threshold, multi signature, and blind signature which 
is robust and proactive in nature. Then there is [7] 
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which proposes a notion of linkable ring signatures 
which is quite unique in its own way, because this 
model helps to determine if any two ring signatures 
have been signed in by a same ring member at the 
same time. Model of [8] provides an efficient way of 
generating identity based ring signature which needs 
only two pairing comparisons irrespective of the 
group size. This is best and our proposed model 
supports this theory. [9] is one of the work which 
addresses the problem of key exposure and which is 
one of the main motivation in a ring signature 
environment. It is one of the initial papers to suggest 
to make use of forward secure and key insulted ring 
signatures. The basic theoretical foundations given to 
a group signature is in [10]. It introduces the strong, 
formal definitions for the essential requirement of 
anonymity and traceability. This sometimes imply a 
large set of ambiguity existing as informal 
requirements in the literature, in turn unifying and 
simplifying the requirements for such primitive, 
resulting assumption that trapdoor permutations exist. 
A new technique of identity based ring signature was 
proposed in [11], where the use of proxy signature 
scheme is made. This is one of the practical model 
which handles issues of [4] and [10], thereby 
providing anonymity to the signer and respecting the 
first ever scheme proposed in [12], which was based 
on RSA cryptosystem and certificate based public 
key setting. 

 
V. PROPOSED MODEL 
 
5.1. Dashboard 
The dashboard is the screen where the list of files 
available to the user is displayed. The files to be 
listed in the dashboard depends on which ring the 
user belongs. The files listed in the dashboard 
includes the files uploaded by the same dashboard 
user and the files uploaded by the other members of 
the ring to which the dashboard user belongs. 
 
5.2. Sender 
The sender Ui is a user who shares the data by 
uploading a data file Fa. These data files are 
associated with a key Ku,f while uploading, and 
generating signatures for all the members of the 
ring.Fig. 3 shows system flow from sender side. 
 
5.3. Key 
The key Ku,f is a private key used to access a file 
which is available in the dashboard. The proposed 
model can be implemented by either with or without 
random oracles. In without random oracles the sender 
has an ability to choose a key of own while uploading 
the file. In with random oracles the key is generated 
in the background whenever a file is uploaded. 
Irrespective of implementation of any random oracles 
method, the key is unknown to the receivers (other 
members of the ring). The key is therefore distributed 
to all the members of the ring, because especially in 

random oracles the sender is also unware of the key 
which is generated, and to be used to access a file. So, 
each file available in the dashboard can be accessed 
by its own unique key only. The only difference 
between with and without random oracles is that in 
without random oracles the sender is aware of the 
key, as sender only sets the key and the key may be 
easy to memorize. In random oracles, the key is 
completed anonymous and very random. 
 

 

 
Fig.3. Sender side system flow. 

 
5.4. Signature 
The identity based ring signature Su,f is generated for 
all the members of the ring whenever a file is 
uploaded by any member of the ring. The generated 
signature is combination of the identity of each user 
Ui for which the signature is generated, the data file 
Fa because of which the signature is generated, and 
the key of the file Ku,f by which the signature will be 
verified which will provide the access to the file. The 
signature will be generated by HMAC-SHA256 
algorithm. 
 
5.5. Receiver 
The receiver Ui is the member of the ring which has 
access to the file. To access the file the receiver 
enters the key Ku,f which will verify corresponding 
identity based ring signature Su,f and decrypt it. Fig. 4 
shows system flow from receiver side. 
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Fig.2. Receiver side system flow. 

 
VI. BENEFITS 
 
The HMAC-SHA256 makes use of hashing and is 
way faster than encryption algorithm like RSA. Hash 
algorithms are best used for digital signatures itself. 
HMAC-SHA256 makes use of SHA256 which is 
secure and not breakable. It is also very efficient 
compare to encryption algorithm like RSA, as only 
few bits of data are signed in and signing the hash is 
as good as signing the original data. The original data 
file is untouched, safe and unknown till the time 
successfully signed in. 
Since HMAC is used therefore the data integrity is 
always is in check. 
For each user, separate signature is generated and 
also for each data file every time new key is used, 
therefore all the keys and generated signatures are 
different. This nature makes the notion of Forward 
security possible. Where even if a signature of a user 
is comprised then only that single user is affected for 
that particularly data file. The past and the future 
signatures of that particular user are unaffected and 
rest of the users/members of the ring are safe and 
sound. 
 
VII. APPLICATIONS 
 
7.1. Cloud Computing 
The cloud computing being the recent trend is the 
best area to implement. The main aim of the cloud 

computing is to give access to the user from one 
corner of the world to the other with the help of 
internet. Here the data can be shared easily to the 
intended users in the ring form. The anonymity of the 
sender is preserved and data is shared securely. The 
data is to be accessed and used up by the multiple 
users of the ring, which may in turn bring the risk of 
the data manipulation, but the data integrity is kept in 
check by the use of HMAC. The internet day by day 
is populated by the same or similar data with multiple 
occurrences day by day. Implementing the proposed 
model helps to send the original data from sender to 
intended receiver in a very secure level with integrity 
of data in check. Suppose Dan wants to share a file 
with Zoe then he simply uploads the file in the portal. 
Doing this a unique signature is generated for Zoe to 
access this file and the key to it is sent to Zoe via an 
Email or SMS, whichever would be an integrated 
service to the said portal. Whenever Zoe wants to 
access the file she has to enter the key which will 
validate her access to the file, upon successful 
validation the file gets download for Zoe. 
 
7.2. Whistle Blowing 
The proposed model shows a way to implement the 
whistle blowing in a portal or application. The sender 
who shares the leak or breaks the news is unknown to 
anyone, because the perfect anonymity of the sender 
is preserved. The using of ring over group is therefore 
the best thing, as no one to moderate the ring and no 
one to trail back anything to a sender. Suppose a 
congress person has done scam of a hundred million 
dollars and one person from the staff knows about 
this scam. That person wants to share this knowledge 
and make the people aware that the congress person 
is no good person. But the person fears for owns life, 
because if the news is leaked and the congress person 
knows the mole then that staff person from office 
may get killed. But sharing this information with 
people is important, so that people fight back for what 
they lost because of this scam. As they are the ones 
who elected this congress person and are most 
affected by the scam, so sharing this knowledge will 
give a promise for justice and also the same congress 
person won’t be elected next time. If the staff person 
breaks the news in a portal set with our proposed 
method, then the staff person is safe and won’t have 
to fear for his/her life. The other people as members 
of the ring will know about this scam and maybe one 
of the member of the ring being journalist may share 
this news on a national level. 
 
CONCLUSIONS 
 
Giving importance to the current necessity of data 
sharing with data security and user anonymity, the 
proposed model fulfils the needs. The proposed 
model is the first of its kind to implement identity 
based ring structure by the use of HMAC algorithm. 
HMAC being hashing algorithm, suits best for the 
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signature and more efficient in a ring structure 
compared to its competitors. The model also comes in 
with the trendiest notion of forward security. The 
proposed model can be implemented by both, either 
with or without random oracles depending on the 
need of the system design. There is always a room for 
improvement, so we believe more secure 
implementation with similar features can be done, 
also by giving more ease to the end user. We consider 
the same as open problem and motivation for our 
future work. 
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