
International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,     Volume-5, Issue-2, Feb.-2017 
http://iraj.in 

Secure Public Cloud Authorization & De-Duplication Using Signature Based Key Policy and ECC 
 

27 

SECURE PUBLIC CLOUD AUTHORIZATION & DE-DUPLICATION 
USING SIGNATURE BASED KEY POLICY AND ECC 

 
1DIVYA JAIN, 2VIVEK SHARMA 

 
1,2Information Technology Samrat Ashok Technological Institute Vidisha(M.P) 

E-mail: Jaindivya710@gmail.com, Sharma.vivek.1512@gmail.com 
 

 
Abstract- As the rapid data expansion of data most current years, cloud computing has turn out to be one of the furthermost 
accepted area in IT industry with considers to cost, proficient use of computing possessions for example storage space and 
system bandwidth in the cloud computing communications. Data deduplication refers to a method that reduces the 
unnecessary data on the storage and transmitting on the network, and is think about to be one of the most-enabling storage 
technologies that presents well-organized resource exploitation in the cloud computing. On the additional hand, be 
appropriating data deduplication acquires protection vulnerabilities in the cloud storage method so that untrusted entities 
including a cloud server or unauthorized users may break data confidentiality, privacy and integrity on the outsourced data. 
It is difficult to resolve the difficulty of data defense and confidentiality regarding data de-duplication, but positively 
essential for presenting amature and established cloud storage service. Here in this paper for providing Data Security 
Differential human rights of users in the Duplicate ensure. Also a Hybrid Cloud Architecture is implemented in which the 
Duplicate-check tokens of files are generated by the private cloud servers with private keys. The methodology adopted here 
for token creation introduces only minimal overhead during the entire upload process and is negligible for moderate file 
sizes. 
 
Index Terms- Cloud computing, Data Deduplication, Data Storage, Remote Data, Elliptic Curves. 
 
I. INTRODUCTION 
 
Cloud computing has garnered much interest in recent 
years in the computing industry, the media, and 
academia. It is a form of pay-per-use distributed 
computing consisting of data centers providing 
commodity resources for massively scalable units of 
computing and storage for commercial enterprise 
applications as well as scientific computing; these 
facilities are delivered as a service to a global 
population of users over the Internet and wireless data 
networks. Cloud computing is a major area of 
knowledge that efficiently allows data outsourcing as 
a service using Internet methods with expandable 
provisioning and usage-based pricing [1]. Many cloud 
examination vendors present remote data outsourcing 
and encouragement repairs by utilizing storage space 
and network resources on cloud storage 
infrastructures. As the fast growth of data volumes 
increases demand for data outsourcing on cloud 
storage services, pay-as-you-use cloud paradigm 
drives the need for cost-efficient storage, specifically 
for reducing storage space and network bandwidth 
overhead, which is directly related to the financial cost 
savings. 
Data deduplication fundamentally eliminates duplicate 
data copies with the intention of make possible a cost-
effective storage. It is a type of data compression 
technique (as single-instance data storage) that 
employed to avoid data redundancy [1]. There is no 
inconsistency between duplication and distributed 
storage system because the technique has to identify a 
common bytes set inside or among files to allow 
single instance storage of each fragment in each of the 
server on the beginning of the replication based 
erasure coding-based, or network coding-based 

approaches. Data deduplication technique is 
considered to be one of the most-impactful storage 
technologies, and it is estimated that the ratio of 
applying deduplication will increase steadily among 
the storage service providers [2]. Using cloud servers 
the remote data auditing service comprises a set of 
protocols designed to prove the intactness of the 
remote data exist in cloud storage additional 
consistently and proficiently, devoid of downloading 
the complete data. Additionally, the outsourced data is 
also issue to manage by unpredictable third party 
cloud providers [3]. The RDA frameworks use spot 
checking method to authenticate the outsourced data 
in which a small section of entire data only is 
necessitated to be right to use by the assessor. This 
method presents either a probabilistic or deterministic 
declaration for the data intactness [4]. This idea of 
securing data in cloud storage services has attracted 
many researchers to work in this field with the aim of 
constructing a trusted control model of cloud storage. 
Even though the data deduplication method is 
measured to be efficient and useful in storage systems, 
there are several challenging issues of data security 
and privacy in the cloud storage services where the 
data deduplication technique is applied. These issues 
of security and privacy originate from the following 
facts: 
 In the cloud computing environments, cloud 
servers are usually outside of the trust domain of the 
data owners (i.e., users). In fact, a wide range of the 
users are more than willing to put their data 
outsourcing task to a cloud storage provider. 
 Cloud storage services are typically based on 
multi-tenant architecture, where there is no trust 
relationship among users. Chasing efficiency in terms 
of utilizing resources such as the storage space and the 
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network bandwidth leads to applying client-side data 
deduplication across multiple (untrusted) users. 
In the cloud storage system with data deduplication, 
untrusted entities including a cloud server and users 
may cause security threats to the storage system. By 
exploiting some vulnerabilities in data deduplication, 
both an inside adversary, who act as a cloud server, 
and an outside adversary, who act as a user, will 
attempt to break data confidentiality, privacy and 
integrity on the outsourced data. More concretely, for 
cloud storage system with deduplication, we are 
concerned with several security issues that are raised 
by the adversaries: 1) sacrificing data security for 
deduplication, 2) information leakage through side 
channel, and 3) unauthorized arbitrary data access. 
The main aim is enterprise all the network.  To set  the  
data  back  up  and  disaster  recovery applications  for  
reduce  the  storage  space. We frequently go for de-
duplication.  Such  systems  are widespread  and are  
often  more  suitable  to  user  file  backup  and 
synchronization  applications  than  richer  storage 
abstractions. 
 

 
Figure 1: Working of authorized de-duplication [5] 

 
There are three entities define in our system as shown 
in figure 1, those are,  
 Users  
 Private cloud  
 S-CSP in public cloud  
 
De-duplication performed [5] by S-CSP by checking 
if the contents of two files are the same and stores 
only one of them. Based on the set of benefits the right 
to use right of a file is described. The precise 
definition of a benefit diverges transversely 
applications. Even though  data  de-duplication  brings  
a  lot  of reward, security and privacy apprehensions 
happen as users sensitive  data  are  susceptible  to  
both  the  insider  and outsider  attacks.  When 
evaluates the conventional encryption with data 
duplication. It will present data privacy.  In the 
conventional encryption needs dissimilar users to 
encrypt data with their own keys. Thus the same 

copies of different users will show the way to 
dissimilar cipher texts, making de-duplication 
impracticable. 
 
II. LITERATURE SURVEY 
 
In this paper [6], author has to solving efficiently the 
problem of deduplication with differential privileges 
in cloud computing, here they think about a hybrid 
cloud architecture consisting of a public cloud and a 
private cloud. As using existing approach for data 
deduplication the private cloud is involved as a proxy 
to permit data owner/users to strongly achieve 
duplicate check with differential benefits. Such 
architecture is convenient and has concerned much 
awareness from make inquiries from data owners only 
outsource their data storage by utilizing public cloud 
while the data process is deal with in private cloud. A 
new method sustaining differential duplicate ensure is 
proposed under this hybrid cloud architecture where 
the S-CSP resides in the public cloud. The user is only 
permitted to execute the duplicate check for files 
marked with the parallel privileges. 
The main goal of this paper is to provide stronger 
security by encrypting the file with differential 
privilege keys. In this approach, the users without 
corresponding privileges cannot achieve the duplicate 
check. In addition, such unauthorized users cannot 
decrypt the ciphertext even join together with the S-
CSP.  

 
Figure 2. Architecture for authorized deduplication[6]. 

 
As their proposed method has to authorize duplicate 
check and conduct test-bed experiments to calculate 
the overhead of the prototype. Security analysis shows 
that their system is secure in terms of the definitions 
particular in the proposed security model. Here they 
show that the overhead is minimal compared to the 
normal convergent encryption and file upload 
operations. 
To protect the confidentiality author has been 
proposed [7] to encrypt the data before outsourcing. 
To enhanced protect data security this paper makes 
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the initial attempt to officially concentrate on the 
difficulty of authorized data deduplication. Unusual 
from conventional deduplication systems the degree 
of difference privileges of users are additional 
considered in duplicate check as well the data itself. 
Here they also present common new deduplication 
constructions sustaining authorized duplicate check in 
hybrid cloud architecture. Security analysis shows that 
their method is secure in expressions of the 
descriptions particular in the anticipated security 
representation. As a proof of idea, they put into 
practice a prototype of our proposed approved 
duplicate check method and behavior test bed 
experiments using our prototype. We demonstrate that 
our suggested authorized replica check method bring 
upon yourself negligible transparency evaluated to 
normal operations. It keeps the memory by 
deduplicating the data and thus makes available us 
with enough memory. It provides authorization to the 
private firms and protects the confidentiality of the 
significant data. 
To  achieve  a  secure  and dependable  cloud  storage  
service, a secure multi-owner data sharing method is 
proposed [8] according to any user in the group so 
that they can steadily share data with others users by 
the un-trusted cloud. The Group manager is used for 
decrease of the execution time of the key generation 
at the user end or data owner side.  Public-key 
cryptosystem construct constant-size ciphertext as 
efficient delegation of decryption rights for any set of 
ciphertexts are achievable. Anyone can 
comprehensive any set of secret keys and make them 
as compressed as a single key. The private key 
proprietor can generate a constant-size aggregate key 
of ciphertext set in cloud, but another encrypted files 
outside stay behind secret. The aggregate key 
strongly sent to users or keep in a smart card with 
limited storage. We characterize recognized 
investigation of security in the average model. 
In particular, their approach [8] is more flexible than 
hierarchical key assignment which can only save 
spaces if all key-holders share a similar set of 
privileges methods give the first public-key patient-
controlled encryption for flexible hierarchy, which 
was until now to be known. The difficult trouble is 
how to efficiently share encrypted data. Obviously 
users can download the encrypted data from the 
storage, decrypt them then send them to others for 
sharing, but it loses the value of cloud storage. Users 
should be able to delegate the access rights of the 
sharing data to others so that they can access these 
data from the server directly. However, finding an 
efficient and make safe way to share unfinished data 
in cloud storage is not insignificant. An inadequacy 
of their work is the predefined bounce of the number 
of maximum ciphertext classes. In cloud storage, the 
number of ciphertexts more often than not produces 
quickly. So we have to hold back an adequate amount 
of ciphertext classes for the upcoming expansion. 

In this paper, author [9] presents a new privacy-
preserving security solution for cloud services. Here 
in this method deal with user unspecified access to 
cloud services and shared storage servers using non-
bilinear group signatures to ensure anonymous 
authentication of cloud service client’s user. Users 
use tamper resistant devices during the generation 
and storing of user keys to protect against collusion 
attacks. Here the solution provides registered users 
with anonymous access to cloud services and also 
offers anonymous authentication. This signifies that 
user’s personal attributes (age, valid registration, 
successful payment) can be proven without make 
knowing user’s identity. Consequently, users can use 
services without any threat of profiling their 
performance. On the other hand, if users break 
provider’s rules, their access rights are withdrawn. 
Here we analyze modern privacy preserving solutions 
for cloud services and summarize our explanation 
based on advanced cryptographic components it also 
offers anonymous access, unlink ability and the 
confidentiality of transmitted data. Due to this fact, 
cloud service providers using our solution can 
authenticate more clients in the same time. 
Additionally, there method gives output the 
experimental results and measure up to the 
performance with related solutions. 
Li et al. [10] observed that secure deduplication 
schemes based on convergent encryption suffer from 
managing an enormous number of convergent keys, 
since both encrypted data chunks and their convergent 
keys should be handled together. To address this key 
management problem, they proposed Dekey, which is 
an efficient and reliable key management scheme in 
secure deduplication. This construction makes cloud 
storage users to distribute their convergent key shares 
across multiple cloud storage servers instead of 
managing the keys on their own. 
In this paper author, Harnik et al. [11] aimed at 
weakening the correlation between deduplication and 
the existence of files in the storage, and proposed a 
randomized approach that obfuscates the occurrence 
of deduplication. Given a security parameter d, a 
threshold value is randomly generated and assigned 
for each file in the cloud storage. When a client 
uploads a new copy of the file, the cloud server checks 
whether the accumulated number of file uploads 
exceeds the threshold. If the number is at least as high 
as the threshold, the server performs data 
deduplication at client side and the copy of that file is 
not sent over the network. Otherwise, deduplication is 
performed at server side, in which the actual file 
content is sent to the server. 
 
III. PROPOSED METHODOLOGY 
 
The Methodology Proposed here is for the High 
Level of Scalability, Availability, and Durability by 
storing more than One Copies of their Data on 
multiple servers of the cloud. Here in this approach 
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Linked List based demonstrable multi copy Active 
Information possession scheme is implemented. The 
Methodology Implemented works on the Subsequent 
Stages with number of features such as a) the model 
is fully trusted where Data Owner and Key 
Generation Center and Server and Receiver is used. 
B) it delivers an indication to the clienteles that the 
CSP is not cheating by storing fewer copies. C) it 
rope subcontracting of active information, i.e., it 
provisions block-level processes, such as chunk 
alteration, supplement, obliteration, and attach. D) it 
permits official operators to flawlessly admittance the 
folder reproductions stowed by the CSP. E) Data 
owner  encrypts file  (key generation center & 
TPA) generate key and re-encrypt the data  stored 
on multiple servers  access by the authorized users. 
F) Includes Message Verification also: 
 
1. First of all Create Data Owner and CSP 
(Server & Data Center) and Receiver and Brokers and 
Key Generation Center. 
2. Data Owner Starts Sending Files. 
3. Create Dynamic Copies of the File. 
4. Encrypt each of the file and send to the 
Server. 
5. Server and Crucial Cohort Center creates a 
Master Secrete key and Re-encrypts the encrypted 
file and store to various Data Centers. 
6. Receiver request to server to access the 
shared data. 
7. Server is authenticating receiver. 
8. If genuine server decrypts the dossier and 
send the scrambled file to the receiver. 
9. Receiver finally decrypts the file. 
10. Verification is done by the receiver. 
 
IV. UNDERLYING ALGORITHMS 
 
The Planned Work implemented here contains the 
functions to be performed for the complete 
operations. The Data Owner uses KeyGen, CopyGen, 
TagGen, PerpareUpdate functions. The Third Party 
Auditor uses ExecUpdate and MasterSec and Prove.  
Key Generation Center runs the Algorithm 
MasterSec. While Verifier runs Verify algorithm. 
KeyGen(Pk,Sk) – Here this algorithm is implemented 
at the Data Owner end as well as receiver’s end. Here 
Pk and Sk denoted Public Key and Private Key 
respectively. This Funtion generates a pair of Keys 
using Elliptic Curve Cryptography. The private Key 
Generated is kept private or secrete by the Data 
Owner, while Public Key Pk is shared publicly. 
CopyGen(Ci,Fi) – This Function is used by the Data 
Owner for the generation of ‘N’ number of Copies to 
be shared to the Third Party Accountant to be stowed 
at  various Cloud data Centers. Here the Quantity of 
Copies ‘Ci’ to be divided a File ‘Fi’ with ‘N’ copies 
as F={F1, F2,F3…..Fn}. The Generated files are then 
Encrypted by the Data Owner and send to the Third 
Party Auditor for Storing in the Cloud Data Centers. 

TagGen(Sk,Fi) – This Function is Performed by the 
Data Owner on the Quantity of Files ‘Fi’. Data 
Owner uses each of the Secrete Key Sk and the File 
Copies ‘Fi’ and Outputs a separate Tag Block set. 
Here each of the Tag block to be encrypted is linked 
with the Second Block Set by some ordered 
collections. The Linked List Generated by the Data 
Owner is then Send to the Third Party Auditor along 
with their Authenticating Sets. 
PrepareUpdate(D,UpdateInfo) – This Function is 
track by the Information Owner to Update the Block 
Sets stored at the Data Centers. The Function takes an 
input D as Metadata that is stored at the Data Owner 
side and the Dynamic Operation to be achieved on 
the Specified Block Set. The Various Operations to 
be achieved on the Block set are Insertion or new 
Block File or deletion of some existing copy of File 
or Updation of existing File. 
ExecUpdate(Fi, Tag,UpdateReq) – This Procedure is 
track by the Third Party Accountant where the 
request from the Data Owner with Input such as File 
Copy number and the authenticator Tag and Update 
Request. Third Party Auditor first Decrypt the Copy 
to be stored at the Data Center and the Query the 
requested block and update the request and again Re-
encrypt the File Block and stored at the data center. 
MasterSec(R) – This Function is route by the Third 
Party Examiner for the generation of Master Secrete 
Key with the help of Random keys generated by the 
Third Party Auditor and Key Generation Center.  
Prove(Fi,Tag,chal) – This Algorithm is used by Third 
Party Auditor which Takes an input Parameters such 
as File Copy Number and Tag and Challenge value 
for Verification.  
Verify(Pk,P,D) – This Function is used by the 
Verifier on the basis of Input Request. Third Party 
Auditor check the Integrity of the receiver and 
Decrypt the Requested block and on the basis of 
identity copies are accessed and decrypted using 
Pubic Key. 
 
KeyGen(Pk,Sk) 
Here the generation of Public and Private key pairs 
using elliptic Curve is done. Suppose the General 
Elliptic Curve Equation is defined by: 

y = ax + bx + c 
Where, 4a + 27b ≠ 0 
Client chooses any random point over elliptic Curve 
E(F) that would be the chosen Secrete key of the Data 
Owner Sk using secrete key and Common Base Point 
P public key Pk is generated. 
Pk=Sk.P 
CopyGen(Ci,Fi) 
This function is performed by the Data Owner for the 
creation of number of Copies to be shared. If ‘Ci  is 
the Number of copies to be created and ‘Fi’ is the file 
number. Suppose Data Owner has the file ‘F’ to be 
shared on Data Centers. 
TagGen(Sk,Fi) 
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The Shared Data File F={m1,m2…mn}, first of all 
choose a random integer ‘u’ and hence generate Tag 
for the Shared Data File F using 

T = name |Nd| u||Sig 
Data Owner Starts generating Signatures Sg for each 
of the block mi, 

S = (H(mi). u )  
The Data Owner Generating of Linked List grounded 
on the signatures and create a First Node of the 
Linked List and the other Nodes are constructed 
consuming H(mi). 
Data Owner Signs the Generated Started Linked List 
Root Node using secrete key sk 

sig H(R) ← (H(R))  
Data Owner Sends {F,Tm,Sg,sig H(R) ) to Third 
Party Auditor (TPA). 
 
MasterSec(R) 
When the Block is received to the TPA, then both 
TPA and Key Generation Center generates a Master 
Secrete Key and Re-encrypts the Message block. 
 

M = H(Sk ||Sk ) 
Verify (Pk,P,D) 
The Receiver when access the shared data and request 
to TPA with his UserID and Password then TPA 
checks the stored ID and Password with the receivers 
ID and Keyword and confirms the genuineness of the 
receiver. 
 
PrepareUpdate(D,UpdateInfo) 
When Data Owner wants to update the stored block 
stored at the Data Centers. The Function takes an 
input D as Metadata that is stored at the Data Owner 
side and the Dynamic Operation to be achieved on 
the Specified Block Set. The Various Operations to 
be achieved on the Block set are Insertion or new 
Block File or deletion of some existing copy of File 
or Updation of existing File. Suppose Data Owner 
wants to delete the block number ‘2’, then he sends 
the request to TPA with the verified Tag identity and 
input request to performed. 
 
ExecUpdate(Fi, Tag,UpdateReq) 
On the basis of request from the Data Owner access 
the Data Center where that particular block is stored 
on the basis of block number ‘2’ from the linked list 
and update the request of the Data Owner. 
 
V. ELLIPTIC CURVE CRYPTOGRAPHY 
 
Elliptic Curve Cryptography is a technique which is 
based on the Concept of Elliptic curve theory which 
is based Hard Logarithmic Problem that can be used 
to create faster, smaller and more effective 
Cryptographic Keys. 
Elliptic Curve Cryptography is used for the 
generation of Keys by using the Elliptic Curve 
Equations. Elliptic Curve Cryptography yields a level 

of Security from 164-bits keys to 1024 bits depends 
on the System Requirements.  
The General Equation of the Elliptic Curves is given 
as: 

 
Figure 3 General Elliptic Curve Equations 

 
Key Generation using Elliptic Curve Cryptography 
Since ECC is based Asymmetric Key Cryptography 
hence is used to generate both pairs of Public and 
Private Keys. The Data Owner uses the receiver’s 
public key for the encryption of the Message and 
receiver uses it private key for decryption. Let ‘n’ is 
the maximum limit and must be a prime number, 
select a number ‘d’(private key) within the range of 
‘n which is the private key for the Data Owner, hence 
using this private key and the Base Point ‘P’ (which 
is any point on Curve) public key ‘Q’ is generated. 

Q = d ∗ P 
 
Encryption using Elliptic Curve Cryptography 
For the Encryption operation to be performed using 
ECC, public and private key pairs are used. Suppose 
a Message ‘M’ needs to be encrypted using ECC, 
take any point ‘m’ on the point ‘M’ on the Elliptic 
Curve ‘E’. Choose any random point on the Elliptic 
Curve ‘r’ within the range from [1-(n-1)].  

C1 = r ∗ P 
C2 = M + r ∗ Q 

Decryption using Elliptic Curve Cryptography 
For the Decryption of the CipherText ‘C1 & C2’ the 
following operations needs to be performed at the 
receiver side: 

M = C2− d ∗ C1 
 
VI. PROPOSED ALGORITHM 
 
The Proposed Methodology here for the Dynamic 
Operations by Data Owner consists of Various 
Notations: 
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Table 1 Various Annotations used in Methodology 

 

 
The methodology implemented here starts from Data 
Owner. First of all both Data Owner and Receiver 
Setup an elliptic Curve Equation and Choose a 
Common Base Point ‘P’ which known both to Data 
Owner and Receiver and is Common. Both these 
Parties select a random number ‘Sk’ which is private 
key for Data Owner and Receiver. Using Their 
Unique Secrete Keys both Data Owner and Receiver 
generates their Public Keys using: 

Pk = P ∗ Sk 
Now Data Owner selects the number of copies to be 
created to be stored on Cloud Data Center. Data 
Owner first divides into ‘N’ number of copies and 
each of the Copy is then encrypted using a separate 
Public Keys and Generate a Meta Tag or Signatures 
for each of the block Set. Data Owner crates a Linked 
List where each of the encrypted Files and their 
respected Authenticated Tag is stored at node and 
hence each node is attached with each other by some 
address or block Number. The Copies are then send 
to CSP which contains Third Party Auditor and Data 
Centers. Data Owner also allots a unique ID and 
Password for Receiver for the Sharing of Data in an 
Authenticated manner. These ID and Password is also 
shared with Key Generation Center. After Receiving 
the Shared Data to the Third Party Auditor, both TPA 
and KGC selects a random secrete key Sk tpa and 
Skkgc respectively and hence on the basis of which 
Third Party Auditor Generates a Master Secrete Key 
using; 

M = H(S ||S ) 
This Master Secrete Key is used for again Re-
encrypting the Encrypted Data from Data Owner and 
is Stored at the Cloud Data Centers. Now if the 
receiver wants to access the Data that is shared by the 
data Owner. Receiver sends the request to the Third 

Party Auditor with his unique ID and Password, TPA 
authenticates Receiver while interacting with KGC 
and authenticates validity if the receiver. Before 
Sending Data to the Receiver, TPA Decrypts the Data 
block using ‘Msec’ and send the Encrypted Data to 
Receiver, Receiver uses his Private Key for 
Decrypting the Data block. 
 
Data Owner is able to update delete and insert any 
new Data block to the Cloud Data Centers. TagGen 
(Sk,Fi) function is Performed by the Information 
Proprietor on the Quantity of Records ‘Fi’. Data 
Owner uses each of the Secrete Key Sk and the 
Sleeve Reproductions ‘Fi’ and Outputs a separate Tag 
Block set. Here each of the Tag block to be encrypted 
is linked with the Second Block Set by some ordered 
collections. The Linked List Generated by the Data 
Owner is then Send to the Third Party Auditor along 
with their Authenticating Sets. ExecUpdate (Fi, 
Tag,UpdateReq) Algorithm is then run by the Third 
Party Auditor where the request from the Data Owner 
with Input such as File Copy number and the 
authenticator Tag and Update Request. Third Party 
Auditor first Decrypt the Copy to be stored at the 
Data Center and the Query the requested block and 
update the request and again Re-encrypt the File 
Block and stored at the data center. 
 
RESULT ANALYSIS 
The table shown below is the analysis and comparison 
of Breakdown Time on the basis of File Size. Here the 
comparison is done on File Size of 10, 50, 100, 200, 
400 MB and hence Breakdown Time is computed. 
Here the breakdown Time Computed is the total 
Breakdown time including all the steps involved in 
Data Deduplication. The Untried results show that the 
planned practice implemented takes less Time as 
compared to the existing methodology. 
 

Table 2. BreakDown Time for Different File Sizes 

 
 

The table shown below is the analysis and comparison 
of Cumulative Time on the basis of Various Number 
of Files. Here the comparison is done on Various Files 
of 2000, 4000, 6000, 8000, 10000 and hence 
Cumulative Time is computed. Here the Cumulative 
Time Computed is the total Cumulative time including 
all the steps involved in Data Deduplication. The 
Untried consequences show that the planned 
procedure implemented takes less Time as compared 
to the existing methodology. 
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Table 3. BreakDown Time for Different Number of Stored Files 

 
The Table shown below is the analysis and 
comparison of Breakdown Time on the basis of 
Deduplication Ratio. Here the comparison is done on 
Deduplication Ratio of 20, 40, 60, 80, 100 % and 
hence Breakdown Time is computed. Here the 
breakdown Time Computed is the total Breakdown 
time including all the steps involved in Data 
Deduplication. The Untried consequences show that 
the planned practice implemented takes less Time as 
compared to the existing methodology. 
 

Table 4. Breakdown Time for Different Deduplication Ratio 

 
 

The Figure shown below is the analysis and 
comparison of Breakdown Time on the basis of 
Deduplication Ratio. Here the comparison is done on 
Deduplication Ratio of 20, 40, 60, 80, 100 % and 
hence Breakdown Time is computed. Here the 
breakdown Time Computed is the total Breakdown 
time including all the steps involved in Data 
Deduplication. The Untried consequences show that 
the planned procedure implemented takes less Time as 
compared to the existing methodology. 

 
Figure 4. Time Breakdown for Different Deduplication Ratio 

The Figure shown below is the analysis and 
comparison of Breakdown Time on the basis of File 
Size. Here the comparison is done on File Size of 10, 
50, 100, 200, 400 MB and hence Breakdown Time is 
computed. Here the breakdown Time Computed is the 
total Breakdown time including all the steps involved 
in Data Deduplication. The Untried results show that 
the planned procedure implemented takes less Time as 
compared to the existing methodology. 

 
Figure 5. Comparison of Time Breakdown for Different File 

Sized 
 

CONCLUSION 
 

Data Sharing is a way of sharing data or resources in 
the obscure so that the user can access the data in an 
easy manner. But During the sharing of data users 
needs to be authenticated, hence a variety of 
procedures are planned to make certain the 
accountability of shared information in the obscure. 
The planned slant implemented here for the sharing 
of data using Message Authentication Code and Key 
Generation using Elliptic Curve Cryptography 
provides well-organized results as compared to the 
existing technique. 
The proposed methodology implemented here 
provides less computational time and security from 
various attacks as well as perform Efficient Dynamic 
Operations on various Copies to be shared. It also 
provides Efficient User revocation and Security from 
Escrow Problem. 
The Methodology is tested for Various Dynamic 
Operations Including Insertion, Deletion and 
Updation of Multiple Copies at Various Servers of 
the Cloud and found to be more efficient as compared 
to the existing Work in stipulations of Computational 
Time and Proof Computational Time and Verification 
Time. 
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