
International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,     Volume-5, Issue-2, Feb.-2017 
http://iraj.in 

An Intelligent Firewall Agent Design Against Network Attacks 
 

12 

AN INTELLIGENT FIREWALL AGENT DESIGN AGAINST 
NETWORK ATTACKS 

 
1ORHAN TORKUL, 2ISMAIL HAKKI CEDIMOGLU, 3MUHAMMET RASIT CESUR, 4HAFUSWA 

NAKATO 
 

1,3Industrial Engineering Department Sakarya University Turkey, 
2,4 Information Systems Engineering Department Sakarya University Turkey 

E-mail: 1torkul@sakarya.edu.tr, 2cedim@sakarya.edu.tr, 3rcesur@sakarya.edu.tr, 4hafswa22@gmail.com 
 
 
Abstract- A number of transactions like e-banking, e-commerce and e-taxations are carried out over the internet today. 
Some of these transactions pose security risks and have made various people and organizations become targets of attacks 
there by exposing them to lots of business liabilities such as data leakages and compliance. Today the most common forms 
of attacks are DOS and Spoofing attacks and this is mainly due to the availability of a number of open source software which 
can be used by attacker’s to easily gain unauthorized access to company resources. As reported by IBR 15% of businesses 
were faced with cyber-attacks in year 2014 which led to estimated loss of business revenues and as a result numerous 
systems have been victims of these network attacks [1]. 
Since firewalls and intrusion detection systems have been effective tools against network attacks most organizations’ are 
deploying them to defend against attacks. Despite deploying all these measures, networks are still prone to attacks because of 
system failures and deficiency of coordination among security systems. Firewall systems do not have the ability to 
differentiate between legitimate and illegitimate packets. Intrusion detection systems also can detect attacks but they give out 
false alarms. Therefore, an integrated and dynamic system is required to defend against network attacks. This study proposed 
an intelligent firewall agent as an efficient defensive mechanism against denial of service and spoofing attacks. A simulation 
experiments is performed for validating the system. 
 
Keywords- Network security, intelligent agent, intrusion detection system, firewall, denial of service. 
 
I. INTRODUCTION 
 
In this era, most organizations and individuals are 
highly conducting transactions via the internet and 
this has left all day to day activities highly depending 
on internet. With this, the use of internet is growing at 
an exponential rate in the last decades and continues 
to develop in terms of dimension and complexity [2]. 
The United Nations released report whıch states that 
nearly 3 billion people had access to the Internet by 
the end of 2014 [3], Sanou reports that globally 3.2 
billion people are using the Internet by end of  2015 
[4]. With increased reliance on internet, complexity 
of network attacks has also increased significantly 
[5]. 
 
Nevertheless, the network security threats increase 
with internet evolution. For instance a mere 171 
vulnerabilities were reported in 1995 which increased 
to 7,236 in 2007, already the number for the same for 
merely the third quarter of 2008 has gone up to 6,058. 
Apart from these a large number of vulnerabilities go 
unreported every year [2]. In most of these cases it 
takes time to discover a real crime maker and until 
this moment some of these attacks are still registered 
as unknown for example state that big companies like 
Sony group and Google were penetrated by 
sophisticated attacks by some computer hackers who 
called themselves "Anonymous" in 2011 [6].    
Traditional security mechanisms like firewalling, 
intrusion detection and prevention systems are 
deployed at the internet edge are used to protect the 
network from external attacks. However, they are no 

longer enough to secure the next generation internet 
[7]. IDS have got false alarms, also firewalls cannot 
differentiate between legitimate and illegitimate 
packets and there a lot of security vulnerabilities 
discovered every year with just about firewall on the 
market [8]. Since organizations require a systematic 
approach for securing their networks therefore the 
study proposed an intelligent firewall agent so that to 
address the flaws and draw backs in the existing 
traditional firewall systems. So this research’s major 
focus was to specifically address the prevailing 
problems in the traditional firewall systems. As it’s 
evidenced that the traditional firewalls cannot fully 
defend the network thus an intelligent one is required. 
 
II. LITERATURE REVIEW 
 
Traditional firewalls have degenerated in terms of 
ability to resist an attack against them and protect 
hosts behind them [9]. More challenges like the 
management of manually configured firewall rule is 
complex, they are error prone [10]. They also rely on 
topology restrictions and controlled network entry 
points to enforce traffic filtering [11]. Schultz 
emphasizes  firewall testing as a very vital step to 
discover and exposure faulty points plus 
vulnerabilities existing in the firewall [9]. 
Langendoerfer et al. proposed an integrated firewall, 
which uses firewall management plane (FMP) and 
cross layer mechanism and this approach managed to 
gather data about malicious or suspicious packets and 
also update the IP packet filter table whenever a 
certain malicious source was identified [12]. 
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However the approach cannot detect whether an 
incoming packet is malicious or not, the approach can 
only check if the packet belongs to an existing 
connection and if the source address is already 
blocked therefore the approach didn’t fully solve the 
challenges faced with traditional firewalls. 
Intrusion detection and prevention process requires 
set of different systems to be integrated. To 
contribute towards the integration, Pranschke et al. 
proposed an automated firewall rule set generation 
system which increased on the accuracy of generated 
rule sets, solved time wastage which was faced when 
creating rule sets however useful rule sets can be 
neglected [13]. Similarly, Bsufka et al. suggested 
combination of firewalls, antivirus monitoring tools 
and IDS to be put in place in order to detect attacks 
on a network [14]. In both studies, the proposed 
method can detect packets on the network but a lot of 
negative and positive false alarms can be generated 
and genuine packets can be denied to go through the 
network.  
 
Detection of any attack is a decision making process. 
Complexity of the process requires intelligent 
mechanisms to make successful decisions. Saied et al. 
proposed the use of an artificial neural network 
(ANN) algorithm to analyze traffic and the approach 
managed to detect attacks and also separate genuine 
traffic from DDOS attacks basing on specific features 
(patterns) [15]. Alfantookh also integrated IDSs and 
an intelligent mechanism as a denial of service 
intelligent detection system (DoSID) in a similar way 
[16]. Another important study was carried out by 
Kumaranayaka et al. and the study proved fruitful 
because it added intelligence to firewall systems by 
using firewall logs and neural networks to analyze 
traffic on a network [5]. Though the method used is 
different from the existing traditional firewall, more 
studies are required to fully work on the challenges of 
traditional firewall. Method of an agent based early 
warning system (A-EWS) as Bsufka, Kroll-Peters et 
al. aimed at detecting any attacks or intrusions on a 
network as early as possible. By using IDS 
successfully managed to detect any attacks or 
intrusions on a network as early as possible [14]. 
Even though different systems and mechanisms are 
developed against threads, Kaur and Alm conducted a 
study to typically utilize firewalls to be used as the 
main layer of security in the network framework [17].  
This study proposed designing an intelligent firewall 
agent to address two issues; that is to add intelligence 
to the traditional firewall and also provide an 
effective defensive mechanism against network 
attacks. IDS and the agent will be integrated for 
increasing performance of decision process. 
 
III. NETWORK ATTACKS 
 
Attacks can be categorized into active and passive 
attacks. Active attacks; the unauthorized attackers 

monitors, listens to and modifies the data stream in 
the communication channel [18, 19]. Passive attacks 
do not disrupt the normal operation of network. 
Passive attacks only snoop the data which is 
exchanged in network. They also capture information 
about structure of network and types of topology. 
Passive attack doesn’t alter or modify package but 
perform eavesdropping, traffic analysis and 
monitoring [20]. Some active attacks are spoofing, 
fabrication, wormhole attack, denial of services 
attack, sinkhole attack, and Sybil attack [21]. 

 
a)Spoofing: When a malicious node miss-

present its identity so that the sender can change the 
topology. 

b)Fabrication: A malicious node generates 
the false routing message. This means it generate the 
incorrect information about the route between devices 
[18]. 

c)Wormhole attack: An attacker receives a 
packet at one point and tunnels it to another malicious 
node in the network [21]. This way the beginner 
assumes that he found the shortest path in the 
network.  

d) Denial of service attack:  DOS attack is 
an unambiguous effort by a horrible user to get 
through the capital of a server or a network, thereby 
preventing rightful users from availing the services 
provided by the system. 

e) Sinkhole attack: A malicious node 
attracts the traffic of its neighbors by pretending that 
it has the shortest path to the base-station [22]. 

f) Sybil: A compromised sensor node tries 
to influence the information to it from each and every 
neighboring node making the sensor node 
eavesdropping every data from neighboring sensor 
nodes [23]. 

 
Some of the forms of passive attacks includes the 
following below; 

a) Monitoring: Here an attacker can read 
the confidential data, but he cannot edit the data or 
modify it [18]. 

b) Traffic analysis: Here an attacker tries to 
sense the communication path between the sender 
and receiver but there is no alteration in data by the 
traffic analysis [21]. 

c) Camouflage Adversaries:  One can 
insert their node or compromise the nodes to hide in 
the sensor network so that to attract the packets, 
misroute them, then conducting a privacy analysis 
[19].  
 
IV. INTRUSION DETECTION SYSTEM 
 
An IDS is a security system that monitors computer 
systems and network traffics and analyzes that traffic 
for possible hostile attacks originating from outside 
the organization and also for attacks originating from 
inside the organization [16]. IDS inspects all inbound 
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and outbound network activity and identifies 
suspicious patterns that may indicate a network or 
system attack by someone attempting to break into or 
compromise a system. IDSs use traffic analysis and 
advanced algorithms to determine if a probe has been 
conducted [24]. 
There are two general approaches to IDSs namely; 
misuse detection and anomaly detection [16, 25]. 
Misuse or signature based IDS is a system which 
contains a number of attack description or signature 
that are matched against a stream of audit data 
looking for evidence of modeled attack. Anomaly 
based system builds a model of the normal behavior 
of the system and then looks for anomalous activity 
such as activities that do not confirm to the 
established model. Anything that does not correspond 
to the system profile is flagged as intrusive [26]. 
Furthermore, IDSs can be divided into two systems 
depending on where the IDS is placed. The IDS can 
be either a network based IDS (NIDS) or host based 
IDS (HIDS). NIDS monitors IP and transport layer 
headers with behavior being compared with 
previously observed behavior in real time. HIDS 
monitors and analyses log files, security access and 
user login information to detect intrusive behavior. 
 
V. FIREWALL 
 
A firewall is a device or software that controls the 
traffic of a network to block or allow the packets 
[27]. Depending on the protocol layer they operate at, 
firewalls can be classified into packet filters, circuit 
proxies, and application level proxies [28].  However, 
only two types of firewalls dominate the market 
today; application proxies and packet filtering 
gateways (and some hybrid combination of both) [8]. 
Application level firewalls, these goes one step 
beyond a packet filter.  
A packet filtering gateway is a firewall technique 
used to control network access by monitoring 
outgoing and incoming packet and allowing them to 
pass or half based on the source and destination 
internet protocol (IP) addresses, protocols and port 
[29]. Application level firewalls these check the data 
that is being sent and authenticate that the particular 
protocol is being used perfectly [29]. 
 
VI. SYSTEM DESIGN 
 
The proposed system consists of four components; 
first component detection of attacks, second 
component applying prevention, thirdly end of attack 
component then lastly cancel prevention as illustrated 
below. 

 
Fig.1. The Decision and Prevention Process 

An IDS and a network sniffer applied to detect and 
check whether there is any attack on the system. The 
IDS is used in a way that whenever any attack was 
launched on the network, the detection engine could 
send an alert to the agent. The alert could provide all 
the relevant information concerning the attack type, 
time attack happened, IP address of the attacker. 
Sniffing was also used to analyze the sniff output so 
that to the intelligent agent could check whether IDS 
alert is ok or not. After detecting the attack, required 
firewall rules are set. When it is understood that the 
attack ends, applied rules are cancelled for increasing 
the performance of system. 

 

 
Fig.2. Design of Intelligent Firewall 
 

Once packets have been handled by all enabled 
preprocessors, they are handed off to the detection 
engine. The detection engine is the meat of the 
signature-based IDS. The detection engine takes the 
data that comes from the preprocessor and its plug-
ins, and that data is checked through a set of rules. 
After detection of attack, intelligent agent examines 
whether there is an anomaly or not. A forward 
chaining expert system is used for anomaly detection. 
When the agent detects the anomaly (that the alarm is 
not false), prevention mechanism is triggered by the 
agent.  
 
Prevention mechanism consists of a rule generator, 
firewall and the intelligent agent. Rule generator has 
rule definitions for preventing various attacks. It 
generates firewall commands which are specified for 
the firewall (netcat, iptables, and ios) installed on the 
system. After applying firewall configuration to the 
firewall, it should be detected whether the attack is 
ended or not. In here, the attacks were cut off so that 
to analyze the data in the firewall logs. This involved 
analyzing the logs so that see whether there any form 
of anomalies in the packet headers sent inform of 
time they were delivered. And the intelligent firewall 
could understand whether there is any attack 
regarding to the logs of the firewall. Finally the 
system will cancel the rule sets and the firewall will 
be left without any rules to validate the packets on the 
network. 
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VII. SYSTEM TEST 
 
The experimental setup was made via Snort, Hping3, 
Iptables and Ettercap software on two virtual 
machines running Ubuntu server version and Kali. To 
evaluate the performance of the proposed model 
(intelligent firewall) DOS and ARP spoofing attacks 
which are common, were carried out and the 
performance of prevention was analyzed. The first 
step of the system procedure was detection of attacks 
on the network. Since the core point of this study lies 
in detection and prevention of attacks, for this 
purpose Snort rules were written to help in detection 
of attacks.  
 
We preferred using misuse based detection to gather 
certain results. The second step of the system is the 
analysis result gained from IDS by an expert system, 
if it is false alert. Later the firewall is deployed to 
prevent attacks on the network. Using firewall, in 
Linux to filter packets, “iptables” commands were 
written and they filtered packets by fields in IP, UDP, 
ICMP and TCP packet headers. And these rules could 
tell the “iptables” whether to allow or deny the 
network traffic depending on the traffic rate of any IP 
address of the computer sending the packets. 
 
The process from beginning with the attack to ending 
by applying firewall rules is analyzed as time for the 
test of system. At most, approximately, 164 packets 
are send as the system is detecting the DOS attack 
regarding the data given Table 1. It is gained by 
dividing the maximum time the prevention process 
requires to the average time of single attack. 0.154 
seconds of packet traffic (approximately 20 Mb data) 
is controlled by the attacker via ARP poisoning which 
is difference between the maximum time the 
prevention process requires and the average time of 
single attack.  

 
Table 1: System Performance as Time Under 99% Confidence 

Level 

 
 
CONCLUSIONS 
 
Security incidents are rising at an alarming rate every 
year. With increased complexity of attacks, a more 
systematic approaches and measures to address and 
guard against these attacks are needed to be put in 
place to protect networks. The study propose an 
intelligent firewall agent as providing the dynamic 
response against network attacks. Because the 
function of firewall is to block or allow packet traffic, 
it may not provide complete protection for the 
system. We integrated an IDS system and an 
intelligent agent to the firewall to make it work 
dynamically. However, IDS systems may have false 

alert. The intelligent agent eliminates the false alerts 
of IDS system, and it configures the firewall 
dynamically when it detects an attack.  
 
Our approach provides elimination of firewall rules 
against attacks, and contributes the performance of 
network in this way. Implementing only necessary 
rules to firewall dynamically provides less control in 
network. Global rules should not be eliminated, but to 
provide an IDS level network security, there must be 
many numbers of rules and disallowances on firewall. 
It will influence the performance of network 
negatively as time and flexibility. However our 
system has a gap as not providing protection in the 
time between detection of attack and applying the 
firewall rule. This gap occurs for transferring packets 
to application level immediately of not waiting the 
detection process, especially increasing the 
performance of internet gateways. In addition to that, 
firewalls cannot make the attacks end. They only 
isolate the system against the attacks. It brings the 
intelligent firewalls, in which should be developed a 
mechanism for counter acts. In the future study, the 
gap and counter act issues will be held. 
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