
International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-5, Issue-1, Jan.-2017 
http://iraj.in 

An Efficient Synchronization Scheme For Maritime Cloud Security 
 

11 

AN EFFICIENT SYNCHRONIZATION SCHEME FOR MARITIME 
CLOUD SECURITY 

 
1 DONGHYEOK LEE, 2 NAMJE PARK  

 
1,2Department of Computer Education, Teachers College, Jeju National University, Korea 

E-mail: 1bonfard@jejunu.ac.kr, 2namjepark@jejunu.ac.kr 
 

 
Abstract- In the cloud environment, data synchronization is a widely-used element technology, which aims to synchronize 
data of different pieces of equipment through information exchanges. There have been many studies on synchronization 
methods. Maritime cloud is different from general storage cloud, and its synchronization should be performed by taking into 
account geological areas based on geocasting. Therefore, to synchronize data corresponding to characteristics of the 
maritime cloud, a new synchronization method is required. The method proposed in this paper enables geocasting based 
synchronization between vessels, which is suitable for maritime conditions, and does not expose information in the course of 
synchronization even in the case of broadcasting through an unsafe channel. In addition, the method ensures integrity based 
on block ID and supports delta update, thereby minimizing bandwidth and boosting performance. 
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I. INTRODUCTION 
 
The maritime cloud, proposed as communications 
infrastructure of e-Navigation, is one of the most 
optimal infrastructure systems in the smart 
surveillance environment. To maintain the safe 
maritime environment, security in the distributed 
smart surveillance environment is critical, but 
research on security of the maritime cloud, which will 
be adopted as major communications infrastructure in 
the smart surveillance system, is still in the fledging 
stage. In this regard, this paper suggested a safe 
synchronization method of Almanac, which is 
necessary to provide unimpeded maritime cloud 
service. Almanac plays a role of a telephone directory 
and it should be shared in the latest version in 
communicating between vessels or a vessel and land. 
In response to the demand, International Maritime 
Organization (IMO) has recently proposed the 
maritime cloud. 
 
This infrastructure facilitates offshore centers to 
collect video information from on-board distributed 
smart camera, thus allowing effective utilization of 
distributed smart surveillance system through server. 
Maritime cloud is a major communications-based 
technology in e-Navigation. This is different from 
general storage cloud and aims to support smooth 
information exchange between various systems in the 
maritime domain, and a number of communications 
links. Research on the maritime cloud is in the initial 
stage and, in particular, there have been lack of 
studies on information security. 
The maritime cloud provides basic functions like 
confidentiality and integrity, but it is still vulnerable 
to a range of attacks including impersonation attack, 
information disturbance, authority seizure, service 
rejection attack, message tapping attack, message 
hacking attack, access to illegal information, and 
insider attack. 

 
Fig.1. Synchronization of almanac in maritime cloud 

 
Those problems also affect the distributed smart 
surveillance environment, which is based on the 
maritime cloud, with vulnerability of security being 
exposed. Smart cameras may have sensitive 
information of which security is critical, so safe 
transmission and reception of video information 
should be ensured. Compromising security of the 
distributed smart surveillance system can be 
connected to safety of vessels, offshore, and even the 
general public. Therefore, study on the safe 
distributed smart surveillance environment is highly 
required. This paper proposed a method for 
synchronization of almanac on the maritime cloud, 
major communications infrastructure to build a safe 
distributed smart camera environment. The method 
features geocasting-based synchronization, which 
enables synchronization even when disconnected 
with server, and low bandwidth through delta update-
based minimized information delivery[1]. 
 
II. RELATED WORK 
 
2.1. Maritime Cloud 
Maritime cloud is utilized as a communications 
means in the e-Navigation structure and enables 
smooth transmission of information among a number 
of communications links. In addition, the 
infrastructure allows parties concerned to exchange 
information through gateway, in order to mitigate 
complexity of selecting specific communications 
system or channel. Using this communications infra 
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enables smooth communication between different 
systems, simple shift to future technology and system, 
and easy utilization of the existing systems. 
The maritime cloud has three major components: 
maritime identity registry to safe authentication in 
maritime communications; maritime portfolio registry 
to provide maritime services without problems; and 
maritime message service (MMS), a message hub that 
can be used by the operator and also other agents. 
Based on the components, the maritime cloud 
performs identification and authentication when a 
maritime actor accesses an authorized maritime actor 
community, provides a safe data access environment, 
and offers location detection information through 
smooth roaming. Fig.2 shows the major components 
of the maritime cloud.  
As an integral component of maritime portfolio 
registry, Almanac is the offline version of part 
disclosed from maritime identity registry and 
maritime portfolio registry and plays a role of a 
telephone directory by name and business sector. 
Through Almanac, users can perform automatic 
search for MMSI number for digital selective calling 
(DSC) and email addresses, telephone numbers, and 
other contacts of VHS operating channels or VTS 
center ports, and adjacent MRCC or other vessels that 
need to contact. Basically, Almanac is a digital 
publication that can be downloaded and includes 
registered identifiers, contact information, service 
instances, and open key for encryption. This Almanac 
enables registered parties to communicate each other 
without online access to central registry, providing 
high availability[2]. 
 

 
Fig.2. The major components of the maritime cloud 

 
Vessels on the maritime cloud can realize unimpeded 
roaming between communications links by using 
maritime messaging service, which is an international 
interoperability service. Leveraging Almanac, vessels 
can use a number of services in a faraway port and 
MSI service providers can broadcast MSI geocast to 
vessels in the MSI service coverage, through MMS. 
In other words, the maritime cloud enables 
commercialized data links to provide geocast MSI 
service, and users may make or hear a broadcast 
logically in the area adjacent to them, regardless of 
communications link used to make or hear the 
broadcast. This paper aims to utilize geocasting for 
efficient synchronization of Almanac. Even though 

disconnected with the maritime cloud for some 
reasons, synchronization can be achieved based on 
data from adjacent vessels through geocasting[3]. 
 
2.2. Data Synchronization 
In the cloud environment, data synchronization is a 
widely-used element technology, which aims to 
synchronize data of different pieces of equipment 
through information exchanges. There have been 
many studies on synchronization methods including 
synchronization between PDA and PC; HotSync 
running on Palm OS for synchronization between 
devices; and Active Sync operating based on 
Windows CE. However, these methods are dependent 
on a single platform and inefficient in the cloud 
environment as the entirety of data is transmitted in 
the event of synchronization. To overcome the 
drawbacks, studies on various subjects like similarity 
overlapping check, delta update, and multi device 
synchronization have been conducted. This section 
examines the synchronization method based on 
SyncML and Rsync[4] as a major synchronization 
method applicable to the cloud environment. 
 
2.2.1. SyncML 
SyncML is an open standard developed to support 
data synchronization between different platforms in a 
heterogeneous environment. In SyncML protocol, 
various commanders and mechanisms required for 
synchronization are defined. SyncML 
Synchronization protocol, which defines methods of 
synchronization commands and status messages 
being exchanged; and transport bindings protocol 
used to send messages. SyncML has high scalability 
and can support a variety of platforms and devices, 
but it involves high overhead and does not specify 
partial synchronization through delta update. 
2.2.2. Rsync 
Rsync is used to synchronize the changed part only, 
considering data overlapping. Identifying overlapping 
data, Rsync uses the rolling checksum algorithm. 
This algorithm enables copy of data for changed part 
at synchronization. The method is highly efficient in 
saving bandwidth when synchronizing. However, in 
case of synchronizing a file without redundant data, 
the method involves high overhead. In addition, when 
changing file name, the algorithm should apply to 
each and all files[4]. Given the characteristics of 
Almanac data on the maritime cloud, it is not 
desirable to check the status of synchronization based 
on file name and revision date as Rsync does. The 
method proposed in this paper does not bring about 
overhead even though file name is changed. 
 
III. PROPOSAL OF NEW 
SYNCHRONIZATION METHOD 
 
3.1. Abbreviation 
This dissertation provides abbreviations and their 
definitions in Table 1 to explain the proposed method. 
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Table 1: Notation 

 
 

3.2. Extracting Block ID 
In the block ID extracting stage, data is split into 
blocks and ID corresponding to each block is 
extracted. Fig.3 illustrates block ID extracting 
process. First is to split original data by block in 
certain size. Block size can be changed, and in case of 
changeable-sized block, ID and size should be 
managed together. After then, a hash value for each 
split block is set to be a block ID. 
Handling original data in the unit of block is to raise 
efficiency and detect partial changes. In case part of 
data is changed, only the changed part should be 
synchronized and there is no need to synchronize the 
entire data. To identify which part is changed in data, 
block ID is used. If block C is changed, a hash value 
of block C, which is a block ID, will be changed. In 
this case, the user compares the changed block ID 
with his block ID and if they are different, it is 
confirmed that block C is changed and implement 
synchronization for the corresponding data. 
 

 
Fig.3. Block ID Extraction 

 
3.3. Data Transmission 
In the data transmission stage, block IDs are 
distributed to authorized vessels, based on geocasting. 
Here, it is assumed that secret key KS between 
maritime cloud server and authorized vessels are 
shared in advance. For each block ID, encryption is 
implemented with ephemeral key KT, which is based 
on KS and nonce, as a key, and this value and nonce 
are set to message M to implement geocasting for 
authorized vessels. The vessel that received 
information can create KT based on KS that was 
shared in advance. Then, decoding of each value for 
message M is implemented to acquire all block IDs, 
and the user should compare these block IDs and 
saved block IDs and identify block ID showing 
difference. 
If part of data is changed, block ID will also change. 
In other words, in case received block ID is different 
from block ID on the vessel side, synchronization for 

the relevant block is required. Data transmission 
procedure is as follows.  
① The server creates key KT based on nonce and KS 
that was shared in advance. 
② The server implements encryption for each block ID. 
③ The server delivers all of the encrypted block IDs 
and nonce to the client through geocasting.  
④ The client (vessel) creates key KT based on nonce 
and KS that was shared in advance. 
⑤ Extract each block ID by implementing decoding. 
⑥ Determine whether or not each block ID is 
identical to saved block ID in the vessel. 
In the course of geocasting, message M is safe even if 
it is exposed to many unspecified individuals. It is 
because all data is encrypted, and decoding is 
available for authorized vessels possessing secret key 
KS. Fig.4 illustrates the data transmission process. 
 

 
Fig.4. Data Transmission 

 
3.4. Data Synchronization 
The data synchronization stage includes detection of 
changes in data based on block ID and reception of 
data for the changed part. Request of client for data is 
made by block ID and the server encrypts the 
requested block and delivers it to the client. Integrity 
of data can be checked by comparing a hash value 
and block ID, and when the checking is completed, 
the client saves the received block data, and then 
synchronization is completed eventually. Data 
synchronization procedure is as follows: 
① The client shall compare block IDs to detect which 
block is changed. 
② The client shall request the server for nonce and a 
set of blocks in which changes were made.  
③ The server sets KT as a key for requested block 
and transmit the encrypted actual data to the vessel. 
④ The client shall check that the hash value of the 
received data and block ID are identical. 
⑤  The client shall save the received block data. 
 
IV. ANALYSIS 
 
4.1. Analysis of Safety 
All data is encrypted and then transmitted in the 
course of carrying out protocol of the suggested 
method. In particular, nonce is updated as per each 
transmission, and ephemeral key is created based on 
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nonce, so the result value of data encrypted with 
ephemeral key is accordingly changed. Therefore, 
each time different data is broadcasted through 
geocasting, which makes it difficult to estimate what 
change was made on a specific block. In other words, 
it is hard for attackers to guess any information based 
on broadcasted data if they do not know the secret 
key KS which was shared in advance.  
If data is changed, ID value of the relevant block is 
also changed. If mapping and saving block ID and 
data, self-detection for information change is 
possible. In addition, comparing broadcasting block 
ID and the vessel’s internal block ID enables 
checking that Almanac on the server side and that 
retained by the vessel are identical and more detailed 
analysis in the unit of block. Through block ID, data 
between server and client is synchronized and the 
characteristic assures data integrity. If loss or damage 
occurs to a specific part of data, the vessel will ask 
the server or other vessel to update information for 
the corresponding block. 
4.2. Analysis of Efficiency 
The proposed method supports delta update, which 
enables saving bandwidth and efficient transmission 
of synchronization information. Based on block ID, 
information on a specific block can be updated, and 
thanks to this feature, it does not need to update all 
files for synchronization. Meanwhile, synchronization 
speed is enhanced. It is not that the entire data is 
updated but that data is partially updated for the 
changed block, resulting in saving of synchronization 
of bandwidth and time to complete synchronization. 
4.3. Experiment Result 
We have conducted experiments to show the validity 
and the effectiveness of the architecture proposed in 
this paper. We studied the speed of the extracting of 
block ID in our mechanism. We conducted tests with 
increasing size of block ID. The experiments were 
conducted on IBM Intel-based personal computers 
with i5-3470 3.2Ghz processors with 4GB RAM. To 
hash the block ID, we used the SHA-1 algorithm 
implemented in C++.  

 

Fig.5. Time per block size(in milliseconds) required to extract 
block ID 

 
CONCLUSIONS 
 
The maritime cloud is a major infrastructure system 
applicable to a distributed smart surveillance 
environment. As a newly proposed concept, the 
maritime cloud has been studied in the fledging stage. 
Before the development of the maritime cloud, 
security should be taken into account. The security 
issue greatly affects not only communications 
availability but also safety of vessels. In this regard, 
this dissertation proposes a method of synchronizing 
Almanac data for a safe maritime cloud environment. 
The method features geocasting-based synchronization and 
assurance of data integrity and confidentiality in the 
course of synchronization. In addition, the method 
supports delta update, enhancing efficiency. 
Research on the maritime cloud is still in the initial 
stage, and there have been lack of studies on its 
security issue. Since security in the maritime cloud 
greatly affects the safety of vessels, research on the 
security should be actively conducted. 
 
ACKNOWLEDGMENTS 
 
This paper is extended and improved from accepted paper 
of WISA2016 conference. This research was funded by 
the MSIP(Ministry of Science, ICT & Future 
Planning),[Project-2016-15, G20160053]), and This 
research was supported by Basic Science Research 
Program through the National Research Foundation of 
Korea(NRF) funded by the Ministry of Education 
(2016918513,"Authentication and Security Framework 
for Secure Marine Safety System and Maritime Cloud"). 
Corresponding author: Namje Park (namjepark@jejun 
u.ac.kr) 
 
REFERENCES 
 
[1]. Lee Donghyeok and Namje Park, "Geocasting-based 

synchronization of Almanac on the maritime cloud for 
distributed smart surveillance" The Journal of 
Supercomputing, 11 August 2016 

[2]. Lee Donghyeok and Namje Park, "Geocasting-based 
Almanac Synchronization Method for Secure Maritime 
Cloud" Proceedings of World Conference on Information 
Security Applications(WISA) 2016, pp.85-86 

[3]. https://imo.amsa.gov.au/iala-aism/e-nav/enav16/9-24.pdf 
[4]. A. Tridgell, "Efficient algorithms for sorting and 

synchronization", PhD thesis, The Australian National 
University, 1999. 

 
 
 
 

 


