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Abstract- Digital image is one of the most common media used by the Society. Digital watermarking is one of cryptography 
methods which hide data into digital image so that the data sent cannot be recovered by the unauthorized people. Digital 
watermarking came as a technique to overcome shortcomings of current copyright laws for digital data. There are so many 
digital data falsification has occurred. The Primary objective of this paper is to overcome the falsification problem of digital 
data by applying the watermarking using LSB method (Least Significant Bit), DCT (Discrete Cosine Transform) and DWT 
(Discrete Wavelet Transform). The experiment demonstrate that on the basis of PSNR (Peak Signal to Noise Ratio) and 
COC (Coefficient Of Correlation) the DCT achieves better results as compare to other methods. 
 
Index Item- Digital watermarking, Least Significant Bit, Discrete Cosine Transform, Discrete Wavelet Transform. 
 
I. INTRODUCTION 
 
The internet success and popular digital recording 
storage devices, the quality of services and promise 
of higher bandwidth for both wired and wireless 
networks have all made it possible to create, replicate, 
transmit, and distribute digital content in an effortless 
way [1]. The important issue in digital watermarking 
is the protection and enforcement of intellectual 
property rights for digital media. Digital 
watermarking, which allows of embedding copyright 
information into the digital document has become 
increasingly in dispensable. A digital watermark is a 
kind of marker covertly embedded in a noise-tolerant 
signal such as audio or image data. It is typically used 
to identify ownership of the copyright of such signal. 
"Watermarking" is the process of computer-aided 
information hiding in a carrier signal; the hidden 
information should, but does not need to contain a 
relation to the carrier signal [2]. Digital watermarks 
may be used to show the identity of its owners and 
verify the authenticity or integrity of the carrier 
signal. It is prominently used for tracing copyright 
infringements and for banknote authentication. Like 
traditional watermarks, digital watermarks are only 
perceptible under certain conditions, i.e. after using 
some algorithm, and imperceptible anytime else. It is 
of no use if a digital watermark distorts the carrier 
signal in a way that it becomes perceivable [3]. 
Traditional Watermarks may be applied to visible 
media (like images or video), whereas in digital 
watermarking, the signal may be audio, pictures, 
video, texts or 3D models. A signal may carry several 
different watermarks at the same time. Unlike 
metadata that is added to the carrier signal, a digital 
watermark does not change the size of the carrier 
signal. 
 
The needed properties of a digital watermark depend 
on the use case in which it is applied. For marking 
media files with copyright information, a digital 

watermark has to be rather robust against 
modifications that can be applied to the carrier signal. 
Instead, if integrity has to be ensured, a fragile 
watermark would be applied [4]. 
 
II.        DIGITAL WATERMARKING LIFE 
CYCLE 
 
The information to be embedded in a signal is called 
a digital watermark, although in some contexts the 
phrase digital watermark means the difference 
between the watermarked signal and the cover signal. 
The signal where the watermark is to be embedded is 
called the host signal. A watermarking system is 
usually divided into three distinct steps, embedding, 
attack, and detection. In embedding, an algorithm 
accepts the host and the data to be embedded, and 
produces a watermarked signal [5]. 
 
Then the watermarked digital signal is transmitted or 
stored, usually transmitted to another person. If this 
person makes a modification, this is called an attack. 
While the modification may not be malicious, the 
term attack arises from copyright protection 
application, where third parties may attempt to 
remove the digital watermark through modification 
[6].  
There are many possible modifications, for example, 
lossy compression of the data (in which resolution is 
diminished), cropping an image or video or 
intentionally adding noise. Detection (often called 
extraction) is an algorithm which is applied to the 
attacked signal to attempt to extract the watermark 
from it. If the signal was unmodified during 
transmission, then the watermark still is present and it 
may be extracted. In robust digital watermarking 
applications, the extraction algorithm should be able 
to produce the watermark correctly, even if the 
modifications were strong. In fragile digital 
watermarking, the extraction algorithm should fail if 
any change is made to the signal [7]. 
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Figure.1: Process of adding watermark message. 
 
A) LSB (Least Significant Bit) 
The LSB is the simplest spatial domain watermarking 
technique to embed a watermark in the least 
significant bits of some randomly selected pixels of 
the cover image. Example of least significant bit 
watermarking:  
Image: 11001010 00110101 00011010 00000000 ...  
Watermark: 1                  1                  1                          
0…..  
Watermarked Image: 11001011 00110101 00011011 
00000000…  
LSB Least significant bits are frequently employed in 
pseudorandom number generators, hash functions and 
checksums [8][9].  The steps to embed watermark 
image are given below. 

1) Take gray scale image. 
2) Make double precision for image. 
3) Sift most significant bits to low significant bits 

of watermark image. 
4) Make least significant bits of host imag e to 

zero. 
5) Add shifted version (step 3) of watermarked 

image to modified (step4) host image. 
 
The main drawback of LSB technique is its poor 
robustness to common signal processing operations 
because by using this technique watermark can easily 
be destroyed by any signal processing attacks. It is 
not vulnerable to attacks and noise but it is very much 
imperceptible. 
 
B)DWT (Discrete Wavelet Transform)  
A wavelet-based watermarking approach is proposed 
in which a visually recognizable watermark is added 
to the wavelet coefficients of an image. In case of 
two-dimensional image, after a DWT transform, the 
image is divided into four corners, upper left corner 
of the original image, lower left corner of the vertical 
details, upper right corner of the horizontal details, 
lower right corner of the component of the original 
image detail (high frequency). You can then continue 
to the low frequency components of the same upper 
left corner of the 2nd, 3rd inferior wavelet transform 
[10]. 

 
Figure.2: Decomposed Image 

 
Phase 1- Embedding of watermark-  

[1] A host Image is divided into 4 Bands using 
DWT: LL, HL, LH, HH (Diagonal).  

[2] Embedding of watermark is done in HH 
Band.  

[3]  Block in which embedding is performed is 
found out using quard tree decomposition, 
and then DWT is performed on host image. 

[4]  Watermark is resized and encoded by 
convolution coding. 

[5]  Outputs of step 3 and 4 are combined 
together and adding of key for security is 
optional.  

[6] After modifying values of HH Band, apply 
IDWT, and obtain watermarkedimage. 
  

 
Figure 3:DWT Watermark embedding 

 
Phase 2- Retrieval of watermark- 

[1]  Perform DWT on Watermarked Image. 
[2]  Perform DWT on HH band of the image.  
[3] Extraction of Watermark Can be done using 

formula Watermark=(Watermarked image-
key)/host image  

[4] Perform Inverse Transformation on 
Watermarked Image and put the right Value 
of key if inserted to extract watermark. 

 
Figure 4: DWT Watermark Extraction 
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Disadvantages of DWT  
1. The cost of computing DWT as compared to DCT 
may be higher and has longer compression time. 
2. The use of larger DWT basis functions or wavelet 
filters produces blurring and noise near edge regions 
in images or video frames. 
 
C) DCT(Discrete Cosine Transform) 
A DCT domain watermarking technique based on the 
frequency masking of DCT blocks While embedding 
watermark in image using DCT, low and mid 
frequencies are considered because during image 
compression process, high frequencies are 
disappeared. In image watermarking using DCT, 
initially DCT coefficient of original image is 
calculated. After performing this calculation, DCT 
coefficient of watermark image is calculated. And 
then different Alpha and Beta values are assigned to 
this DCT coefficient respectively [11]. After 
embedding this watermark image into original image, 
we get Watermarked image as a output in frequency 
domain. And hence to get watermarked image in 
image (time) domain, we have to compute inverse 
DCT of watermarked image. This above DCT 
technique of embedding watermark is applied on 
image by partitioning original image into various 
blocks [12][13]. And then Alpha and Beta values are 
allocated to each block. 
                       Iij = Xij + Wij  
 
Where Xij is DCT coefficient of original image and 
Wij is embedding factor.  
 

 
Fig 4: Frequency Bands 

 
Algorithm for watermark embedding:  
1. Read host image.  
2. Apply DCT.  
3. Embed the watermark components in to the 
frequency subcomponents.  
4. Apply IDCT.  
5. Get watermarked image. 
 

 
Figure 5: DCT Watermark Embedding 

 
Algorithm for watermark extraction:  
1. Read Watermarked image.  
2. Apply DCT.  
3.Extract the watermark components from frequency 
subcomponents.  
4. Get watermark image. 
 

 
Figure 6: DCT Watermark Extraction 

 
Advantages of DCT  
1. Semantically meaningful watermark pattern.  
2. Good perceptual invisibility.  
3. Acceptable robustness.  
4. Various user-selected options.  
5. Reasonable complexity/execution time. 
6. Fast and Suitable for robustness against JPEG 
compression. 

 
III. EXPERIMENTAL RESEARCH 
 
a)Peak Signal Noise Ratio(PSNR) 

 
 It is used to measure the similarity between images 
before and after watermarking [12]. 
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							푀푆퐸 =
	
∑ ∑ 푔 , − 푓 , 									  (3.1)     

       푃푆푁푅 = 20. 푙표푔 	
√

                     (3.2) 
 
       b) Coefficients of Correlation (COC) 

            퐶푂퐶 =
∑( ) 	 ̂

∑( ) ∑ 	 ̂
                     (3.3)                            

 
Where, s and ŝ are original and denoised images, 
respectively 푠	 and 푠̅̂ are the mean of original and 
denoised images. The value of COC should be near to 
unity for good quality image [11].   
 

 
Figure.7: Watermarking result on image “Lena” using LSB, 
DWT, DCT Plotting of PSNR versus Noise Density for LSB, 

DCT and DWT 
 

 

Table.1 Image Performance 

 
 
CONCLUSION 
 
The Comparative study of various watermarking 
techniques shows that DCT outperforms the LSB and 
DWT. The watermarks that are embedded using LSB 
technique can easily be removed without visually 
degrading the quality of image. Wavelet based 
approach has more computational requirements as 
compared to other two techniques .DCT domain 
based technique has been proved to be highly robust 
for all types of attacks except rotation and cropping. 
It works really well specifically for JPEG 
compression. The watermark embedded using DCT 
technique will not be destroyed by any type of attack 
as the watermark is embedded into the middle 
frequency coefficients and hence visibility of image 
is also not get affected [14] [15]. The combination of 
DCT and Wavelet domain must be one of the 
promising techniques in this area.  
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