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Abstract— Now days, Trust management schemes are widely used in decision making process for access control, secure 
routing and Intrusion detection. Sometimes unintentional errors are possible, trust management must consider some 
redemption schemes so that nodes will be able to recover trust again. It is possible for malicious node that it can falsify the 
misbehavior as unintentional temporary error to misguide redemption scheme and due to which malicious node can get more 
chances to attack system by disturbing redemption scheme. Existing trust management schemes that consider redemption 
scheme to recover trust fail to distinguish between temporary errors and malicious behaviors where attackers behave well 
and bad alternatively. This paper presents disadvantages of existing redemption scheme describes a trust management and 
redemption scheme that can distinguish between temporary errors and malicious activities with some design.  
 
Index Terms— On-Off Attack, Wireless Sensor Network, Predictability Trust. 
 
I. INTRODUCTION 
 
Trust is an important but complex concept in social 
science. Trust helps people to make decisions in 
unpredictable circumstances by reducing the 
uncertainty. Research on trust management schemes, 
which manage trust and decide policies, has emerged 
as a challenging issue. Trust management schemes 
aim to improve collaboration between the entities in a 
distributed system by predicting future behaviors of 
peers based on their previous behaviors. A trust 
management scheme typically does this using the 
following steps. First, each node observes and stores 
the neighbouring nodes’ behaviors. Second, each 
node collects and stores the warnings or reports from 
other nodes about its neighbouring nodes. Third, each 
node calculates the trust based on the behaviour 
information collected and stored for each 
neighbouring node. Last, based on the trust and the 
policies that use the trust, each node decides the best 
node or group of nodes with which to collaborate. 
 In some systems, trust management schemes allow 
trust redemption in order to allow a node to regain the 
trust of its neighbours. For instance, a Wireless 
Sensor Network (WSN) [1] is composed of sensor 
devices that have constrained resources and 
unreliable radio for wireless communication. Thus, 
there exists a possibility that unintentional temporary 
errors might occur. When a node performs a bad 
behavior, like a dropped packet, it could be 
considered malicious even if the behavior was 
temporary and unintentional. When the trust 
management scheme isolates the node from the 
network based on the security policies, the node may 
not be used again even after it returns to normal 
behavior. This is a waste of the system resources, 
thus it would reduce the system efficiency. 
By allowing a redemption scheme, the system may 
avoid a faulty detection, that is, the erroneous 
identification of anode as malicious. A redemption 

scheme provides further opportunities to these nodes 
by recovering the trust based on subsequent good 
behaviors or based on time elapsing. 
Unfortunately, existing redemption schemes are 
vulnerable to an On-off attack, which is specifically 
designed to disrupt the trust management and 
redemption schemes. By behaving well and badly 
alternatively, the On-off attack aims to make the trust 
management scheme consider a bad behavior as a 
temporary error. Thus, the malicious node would 
remain active and would have more opportunities to 
attack the network. Moreover, there may be 
circumstances under which an On-off attacker should 
be allowed to remain in the system.  That is, if the 
cost of removing the attacker is higher than the cost 
that the attack imposes on the system, then it may be 
better to leave it alone.  
This paper presents a trust management scheme that 
uses a new kind of trust, called Predictability Trust, 
which is able to predict future trust values based on 
past behaviors with an efficient and flexible design. 
 
II. TRUST MANAGEMENT SCHEME  
 
We define trust as the probability that an object 
performs a given action as expected. A trust 
management scheme manages the trust by integrating 
the notions of credentials, access control, security 
policy, availability, and authentication. Distributed 
trust based intrusion detection approaches are also 
possible with trust scheme [2]. By using the 
integrated information, a trust management scheme 
can be used to aid an automated decisionmaking 
process for an access control policy. Trust can be 
evaluated in a variety of ways. Direct observation 
evaluates neighboring nodes by observing their 
behavior. For example, in a WSN, a node is able to 
detect malicious neighbors by monitoring how many 
packets were forwarded to the next node. Moreover, 
if a source node compares the contents of the packets, 
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it can detect fabrication or modification [3]. With 
indirect observation nodes publish their direct 
observations to their neighboring nodes to warn about 
malicious nodes or to report recovered nodes that 
were previously evaluated as malicious. In a WSN, a 
warning message from other nodes will exclude the 
malicious node from the network. On the other hand, 
recovery reports from other nodes can allow nodes to 
rejoin the network [4], [5], [6], [7]. 
 
A) Trust Redemption Scheme  
Because unintentional temporary errors may occur a 
redemption scheme is required to allow an untrusted 
node to recover its trust value. Redemption schemes 
can be classified in two ways. Behavior Based 
Redemption (BBR) recovers trust based on 
subsequent behaviors. Time Based Redemption 
(TBR) recovers trust periodically. If both BBR and 
TBR are used together, we refer to this as Combined 
Redemption. In the following subsections, we classify 
existing trust models by these redemption schemes.   
 
III. ON-OFF ATTACK  
A smart attacker may attempt to disturb a trust 
redemption scheme by behaving well and badly 
alternatively so that trust is always redeemed just 
before another attack occurs. This type of attack is 
referred to as an On-off attack [8]. Most trust 
redemption schemes fail to effectively discriminate 
between an On-off attack and temporary errors, 
especially when the majority of the attacker’s 
behavior is good. Therefore, an attacker may be able 
to remain active in the system by disguising the 
attacks as temporary errors. In general, if the 
malicious node performs n good behaviors and m bad 
behaviors alternating, we refer to this as an nG-mB 
On-off attack. For example, 4G-1B attack node 
means the node behaves well 4 times and behaves 
badly 1 time alternatively. This can also be called a 
80%G-20%B On-off attack. An On-off attack does 
not work alone, but associates with another type of 
attack.  
For example, a malicious node in a WSN may 
associate a selective forwarding attack with the On-
off attack where most of the time it forwards all 
packets but occasionally it drops most or all of the 
packets.  There are two states [8], [9] in an On-off 
attack; the On state and the Off state. An On state is 
referred as an attack state. When a malicious node is 
in the On state, the node attacks the target nodes with 
the associated attack. An Off state is referred to as a 
normal state. When a malicious node is in an Off 
state, it behaves normally. When the ratio of the Off 
state to On state is high, the trust management system 
may have difficulty detecting the malicious 
behaviors. There is a trade-off for the attacker 
between remaining active in the system and 
performing highly efficient attacks. The higher the 
Off-to-On ratio, the longer the attacker can remain in 
the system, but the less efficient the attack. 

A) On-Off Attack Defense 
There exist trust management schemes that address 
Onoff attack in various types of networks, such as 
Traditional Networks [10], Cognitive Radio 
Networks [11], Peer-toPeer Networks [12], Ad-hoc 
Networks [13], and Wireless Sensor Networks [14], 
[15]. However, no trust management scheme is able 
to discriminate between temporary errors and On-off 
attacks.  In [16] and [12], the authors propose 
evaluating neighboring nodes by using direct and 
indirect trust values. The solution described in [16], 
uses a compilation of direct and indirect evaluations 
to reduce the trust of an On-off attacker to be lower 
than the trust of other neighboring normal nodes, so 
the network will detour around the On-off attack 
nodes in the system. However, in the simulation, they 
did not consider when a source node was surrounded 
by malicious nodes and had only one normal path to 
traverse. Therefore, since there were many good 
options to take, the On-off attacker did not have an 
opportunity to continue its attack. In our work, we 
have considered a harsher WSN environment in 
which a node may be surrounded by malicious nodes 
and only have one possible normal path to the base 
station. The scheme described in [12], also used an 
integration of direct and indirect evaluation to reduce 
the trust of an Onoff attack to be smaller than a 
threshold. The trust management scheme was tested 
in a simulation against an Onoff attack with 50 good 
behaviors and 50 bad behaviors, thus with an Off-to-
On ratio of 1:1. This is a rather simple On-off attack 
that can be easily detected because it is hard to 
disguise the bad behaviors as temporary errors and 
because it has many bad behaviors in succession. 
Moreover, since both of these trust management 
schemes employ TBR, there still exists the risk to 
recover the trust of an On-off attack node to greater 
than the threshold. This scheme was not tested 
against more sophisticated On-off attacks with lower 
Off-to-On ratios. Our work considers various Off-
toOn ratios.  In fact, it allows the system designer to 
choose the allowable ratio in the system 
 
IV. PREDICTABILITY TRUST 
 
In this section, we present a new efficient and flexible 
trust management scheme that detects and defends 
against On-off attacks. This trust management 
framework relies on two key concepts: Predictability 
Trust and Dynamic Sliding Windows. Predictability 
Trust works with some other type of trust to detect 
On-off attacks.  It uses sliding windows to keep track 
of previous behaviors so that it can determine how 
quickly to redeem trust.   
 
A) Predictability Trust Calculation  
Predictability Trust (PT) is computed based on how 
well a node’s behavior meets expectations. For 
example, if a node’s current forwarding trust is 0.9, 
we predict that this node will forward at least 90% of 
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the packets that are sent through it. Then in the next 
round, if this node forwards more than 90% of its 
packets, it meets the prediction, and is considered to 
have conducted a Good Predicted Behavior (GPB). If 
the node forwards fewer than (90−Δ)% of its packets, 
it does not meet the expectation, and is considered to 
have conducted a Bad Predicted Behavior (BPB). 
Here, Δ is a tunable parameter depending on the 
application scenarios. In our experiments, we set 
Δ=0.1. We will count the number of GPBs and BPBs 
conducted by node i (denoted by GPBi and BPBi 
respectively). The PT of node i is computed as in (1), 
using a beta reputation system Bayesian formulation 
[17].   
푃푇푖 = (1) 

 
The PT of node i describes whether the current trust 
can accurately predict the node’s future behavior and 
whether a node’s behaviour is consistent with his past 
behavior. A low PT indicates that (a) the current 
Overall Trust value is less “trusted” and therefore 
should be lowered, and (b) this node’s behavior is not 
consistent and therefore should be suspected for On-
off attacks, which requires an adjustment in the trust 
redemption.   
 
B) Individual Behavior Trust  
A node can be monitored for its various behaviors, 
such as data forwarding and responding to requests 
from neighbor nodes [18]. For each behavior, a trust 
value is calculated, describing whether this node 
honestly conducts this behavior. We call these trust 
values as Individual Behavior Trust values. Let Tik 
denote the individual behavior trust value for the kth 
type behavior of node i. Many methods have been 
developed to compute Tik, based on the history of 
node i in terms of conducting behavior k [11], [19], 
[20], [21]. 
 
C) Overall Trust 
Based on the individual behavior trust, we define 
Overall Trust to evaluate if a neighboring node is 
malicious or not. The Overall Trust is calculated from 
the individual behavior trust, using the methods such 
as these in [18], [21].The concepts of PT  can work 
with any methods that calculate individual behavior 
trust or Overall Trust. 
The first way that PT is used is in setting the 
maximum value of the Overall Trust using (2) 
 
푂푇푖 = 퐶푇푖	× 푃푇푖 (2) 
 
where the CTi represents the Compiled Trust of node 
i computed by combining the various individual 
behavior trust values of node i. Since the ranges of 
CT and PT are between 0 and 1, the Overall Trust can 
be at best 1.0 by (2). This allows us to use a node’s 
predictability as a factor in the Overall Trust 
computation. A system designer can set a certain 
threshold for Overall Trust that excludes a node from 

being used in the system if it has a trust value below 
the threshold. If PT is low enough, our mechanism 
can lower the Overall Trust so that it is below the 
threshold. Thus, PT has an effect on Overall Trust 
that is independent of the specific trust behaviors. 
Equations (1) and (2) are computed after every 
transaction in which a node is used, thus employing 
Behavior Based Redemption. 
 
D) Redemption Speed Adjustment  
Redemption Factor (RF) is also referred to as a 
forgetting factor as well as a fading factor. This helps 
to give a second chance to a node, which has been 
evaluated as malicious, by recovering a trust value 
based on time. The other way in which PT is used 
allows it to control the redemption speed by 
computing a RF of node i. We compute a RF using a 
current trust value with the current PT value, so a 
node can dynamically recover the trust value of 
neighboring node i depending on the current 
trustworthiness. RF is calculated by (3) and is used by 
(4) to allow trust to be redeemed at the calculated rate 
 
푅퐹푖 = 푇 		 × 푃푇푖 × 훼 + 1.0                 (3) 
푇 , = 푇 , × 푅퐹푖                        (4) 

 
where, the 푇 ,  and 푇 ,  represent the 
individual kth type of trust before and after the 
adjustment of node i. Since 푇 		 is used for calculating 
RFi, each trust type can be recovered at a different 
speed. In (3), 0< α ≤1, and it represents a mechanism 
to allow a system designer to control the tolerance of 
a system. If a system needs to be strictly secured, α 
would be smaller than that in a more tolerant system. 
When PTi is low because a node has behaved 
unpredictably, the redemption will take more time 
than for a more predictable node. Equations (3) and 
(4) are computed periodically, thus employing time-
based redemption. 
 
V. ON-OFF ATTACK DETECTION  
 
Using the equations described in Sections IV (C) and 
IV(D), we can reduce the effectiveness of On-off 
attacks. In particular, the technique in Section IV 
(C)reduces the Overall Trust of the On-off attackers, 
and Section IV (D) reduces the redemption speed of 
the trust values of the On-off attack nodes. However, 
if we only depend on the above two techniques, the 
On-off attackers will not be detected in a short time. 
Since the trust of the attacker is reduced, the attacker 
may have fewer opportunities to be used in the 
system and fewer observations will be made. It will 
take a long time to collect sufficient evidence to mark 
a node as malicious and the problem exists in many 
trust-based schemes. There are two ways to address 
this problem. The first way is to give more 
opportunities to low-trust nodes to act. This is why 
we allow trust redemption. The second way is to 
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adjust the method of evidence collection based on the 
PT, using Sliding Windows. 
 
A) Sliding Windows  
The main purpose of a Sliding Window (SW) is to 
keep track of the past behaviors of a node. It would 
be best if we could observe the entire history of each 
node, but this is unattainable when a system has 
limited storage and processor speed, as in a WSN. 
For these reasons, we implemented a SW to allow a 
certain number of behaviors to be stored for 
calculating trust. A SW updates and stores the latest 
behavior history. When an event is observed and the 
SW is full, the SW removes the oldest behavior in its 
memory and stores the latest behavior. We use two 
types of SW in our trust computation: a fixed sliding 
window for good behaviors (GBW) and a dynamic 
sliding window for bad behaviors (BBW).  
 
a) Good Behavior Window: The purpose of the 
GBW is to count the good behaviors among the most 
recent behaviors. It stores both good behaviors and 
bad behaviors, but counts only the good behaviors. 
This makes it possible to consider only the fresh good 
behaviors, while keeping in mind the overall pattern 
of behaviors in the recent past. A system designer is 
able to provide a specific number of opportunities for 
bad nodes by setting the size of GBW. 
Fig. 1(a) shows how the GBW works. The top part of 
the figure shows the window status with a size of five 
with four good behaviors and one bad behavior. The 
bottom part of the figure shows the  
 

 
Figure1. Sliding Windows 

 
same window after four more behaviors. In this 
figure, the GBW is represented by the white boxes, so 
it forgets any behaviors in the shaded boxes. The 
boxes on the left of the “Current” arrow are the past 
behaviors that it remembers. The box that the arrow 
points out is the latest behavior, and the boxes on the 
right side of the arrow represent space for future 
behaviors that have not occurred yet. In this example, 
the number of good behaviors changed from four to 
three after four behaviors in 2G-1B attack.  
 
b) Bad Behavior Window: We are more interested 
in the bad behaviors than the good behaviors because 
they are harmful to the system, and the primary 
purpose of PT is to isolate malicious nodes. However, 
to avoid erroneously labeling nodes as malicious, we 
need to be cautious in discriminating the malicious 
nodes. For these reasons, we developed a BBW that 
allows us to observe more previous bad behaviors 
depending on the current trust value. So as trust 

decreases the size of BBW increases. The BBW 
stores good behaviors and bad behaviors, but counts 
only the bad behaviors. The size of the window 
changes dynamically as the trust of the node changes, 
and a system designer is able to set a maximum 
window size for the BBW. We have performed a set 
of analytical tests that indicate the tolerance to attack 
for a given maximum window size and we discuss 
these tests in Section 4. Thus, it is up to the system 
designer to determine how much damage the system 
can tolerate, and set the BBW maximum size 
accordingly. 
 

 
 
While the maximum and minimum BBW size is set 
by the system designer, the dynamic size of the BBW 
is computed by (5) and (6), where 0.0≤Min 
Trust≤MaxTrust ≤ 1.0, and 훽 and 훾 are computed 
using simultaneous equations. By adjusting the values 
of MaxTrust and MinTrust the designer can affect the 
range of size for the BBW.  When a node observes a 
bad behavior by one of the other nodes, the current 
Overall Trust for that node gets lower. Thus, we want 
to consider more previous behaviors, so the BBW 
size is increased. In Fig. 1(b), we see on the top a 
window size of five with one bad behavior. Later, as 
represented in the window on the bottom of the 
figure, two more bad behaviors have occurred, so the 
BBW size has increased so that it keeps all three bad 
behaviors in the calculation of trust. 
 
B) Predictability Trust Based Redemption (PTR) 
 PT counts the number of the behaviors that did and 
did not satisfy the designer’s expectation. In these 
simulations, we considered a 100% forwarding 
transaction as a good behavior. The Overall Trust of a 
node is calculated based on the forwarding behaviors 
and is shown in (7). 
 

 
and every six seconds, each node updates the trust of 
its neighbouring nodes by using (8). 
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whereSBi represents satisfied behavior of node i and 
DBi represents disappointed behavior of node i. 
When the behavior satisfied the designer’s 
expectation, SBi is set to 1 and DBi is set to 0. 
Otherwise, SBi is set to 0 and DBi is set to 1. 
 
CONCLUSION 
 
Predictability Trust is a concept that allows for 
accumulation of previous behaviors to compute trust 
of a node in a system.  When a smart attacker knows 
that the collaborating entities in a network allow for 
trust redemption, the attacker can try to plan attacks 
in such a way to fool the system into regaining trust 
after time or after subsequent good behaviors. With 
the use of Predictability Trust, the previous behaviour 
of attacker will make a collaborator more wary of 
working with it again, and will redeem trust more 
slowly. If the accumulated behaviors prove to be bad 
enough, the collaborator will choose not to work with 
the attacker again. We have demonstrated how PT 
with sliding windows can allow for flexible design in 
which a system designer is able to decide the number 
of opportunities a node should be allowed before 
being eliminated from the system. 
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