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Abstract— Within this paper, we advise a safe and secure distributed dynamic IP configuration (IPv6) protocol called 
Secure and Distributed Robust Address Configuration(SDRAC) protocol for address allocation inside a handled MANET 
employed for mission critical programs where authentication of nodes is essential. Within this paper, we advise a minimal-
overhead identity based distributed dynamic address configuration plan for secure allocation of IP addresses to approved 
nodes of the handled mobile random network. A brand new node will get an Ip from a current neighbor node. After that, 
each node inside a network has the capacity to generate some unique IP addresses from the own Ip, so it can further assign to 
more new nodes. Our suggested protocol takes proper care of these problems incurring less overhead as it doesn't require any 
message flooding mechanism within the entire MANET. Performance analysis and simulation results reveal that despite 
added security systems, our suggested protocol outperforms similar existing methods. Because of insufficient infrastructure, 
aside from security issues, this particular systems poses several design challenges for example high packet error rate, 
network partitioning, and network merging. 
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I. INTRODUCTION 
 
Mobile Random Network (MANET) is really a self-
configuring infrastructure-less network of mobile 
nodes connected by wireless links. Each node inside a 
MANET is free of charge to maneuver individually in 
almost any direction, and can therefore change its 
links frequently. Nodes which are within one 
another's radio range can immediately communicate, 
while nodes that aren't in every others radio range 
communicate via intermediate nodes in which the 
packets are relayed from source to destination [1]. 
Manual or static address configuration generally is 
inapplicable because the nodes in MANET are highly 
mobile resulting in partitioning/merging of systems. 
Therefore in this kind of network a distributed 
approach is really a prime requirement to ensure that 
a node can acquire a previous address dynamically in 
the network. Mobile random systems could be pure 
(open) or handled. Pure (open) MANETs are created 
with no prearrangements or pre-needs. These random 
systems are created automatically and therefore are 
self-organized. The nodes in this network do not need 
any prior registration. Handled MANETs possess the 
provision of pre-registered or approved nodes and 
also have the chance for pre-deployed exchange of 
security parameters like public keys, session keys or 
certificates. Numerous dynamic address configuration 
methods happen to be suggested for MANET in 
recent occasions. Hence, for setting an Ip in MANET, 
a typical IP addressing protocol must have the next 
objectives: Distributed Dynamic Ip Configuration, 
Uniqueness, Sturdiness, Scalability, and Security. 
Within this paper, we advise a safe and secure 
distributed dynamic IP configuration (IPv6) protocol 
for address allocation inside a handled MANET 

employed for military communications, disaster 
management, outside conferences in remote areas, 
critical area surveillance, sensitive task monitoring, 
healthcare and lots of such related programs where 
authentication of nodes is essential. 
 
II. EXISTING SYSTEM 
 
Mobile Random Network(MANET) is really a self-
configuring infrastructure-less network of mobile 
nodes connected by wireless links.  Each node inside 
a MANET is free of charge to maneuver individually 
in almost any direction, and can therefore change its 
links frequently [2]. Nodes which are within one 
another's radio range can immediately communicate, 
while nodes that aren't in every others radio range 
communicate via intermediate nodes in which the 
packets are relayed from source to destination. 
Manual or static address configuration generally is 
inapplicable because the nodes in MANET are highly 
mobile resulting in partitioning/merging of systems. 
Mobile random systems have two sorts: Pure (open) 
MANETs are created with no prearrangements or 
pre-needs. These random systems are created 
automatically and therefore are self-organized. The 
nodes in this network don't need any prior 
registration. Handled: In mission critical programs, 
e.g., military communications, critical area 
surveillance, sensitive task monitoring, etc., only 
approved nodes are permitted within the network. It's 
not easy to include such authorization/authentication 
features in pure MANETs and therefore we want 
handled MANET’s. Handled MANETs possess the 
provision of pre-registered or approved nodes and 
also have the chance for pre-deployed exchange of 
security parameters like public keys, session keys or 
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certificates. It's been proven for the reason that the 
Centralized Dynamic Host Configuration Protocol 
(DHCP) isn't an appropriate solution, because it 
needs to maintain configuration information of all of 
the hosts within the network [3]. Therefore the 
current implementations to date to aid a sizable scale 
Handled MANET’s are afflicted by following 
problems: Address Redundancy Inspections, Manual 
Address Allocations (DHCP), Insufficient Security 
Parameters Exchange. Therefore in this kind of 
network a distributed approach is really a prime 
requirement to ensure that a node can acquire a 
previous address dynamically in the network while 
upholding the above mentioned parameters. 
 
III. THE PROPOSED ALGORITHM 
 
Within this paper, we advise a safe and secure 
distributed dynamic IP configuration (IPv6) protocol 
called Secure and Distributed Robust Address 
Configuration(SDRAC) protocol for address 
allocation inside a handled MANET employed for 
mission critical programs where authentication of 
nodes is essential. By using this protocol any existing 
node within the network will have the ability to 
generate unique IP addresses from the own Ip for 
brand new approved nodes. The next SDRAC 
optimization calculations were needed to do this 
combined with the following functions. Unique IP 
Generation, Graceful Switch Off, Graceful Switch off 
Children. Therefore, a brand new node can acquire an 
Ip from the neighbor nodes without broadcasting any 
message within the entire MANET during address 
allocation process. The protocol can also be highly 
robust and scalable inside a large network. 
Furthermore, it is capable of doing handling the 
issues that could arise because of node failures, 
message deficits, mobility from the hosts and network 
partitioning or merging. Such random systems are 
most appropriate for police force, wide scale relief 
procedures during disasters and military set-ups that 
have prior understanding of forthcoming needs. 
These constitute a sizable area of the MANET’s 
application. We think about a handled mobile random 
network that could have gateways or connections 
towards the exterior world [4]. To facilitate the 
authentication process, we think that the approved 
nodes have predefined IDs. The formula for secure 
distributed address configuration where IP addresses 
are allotted towards the network nodes dynamically. 
We refer to this as suggested technique Secure and 
Distributed Robust Address Configuration (SDRAC) 
formula. The SD-RAC formula is split into a double 
edged sword, one for any new node (Nn) and yet 
another for any proxy node that assigns the Ip. 
Throughout the address allocation process, the proxy 
along with a new node (Nn) may sometimes lose 
synchronization as a result of funnel error or due to 
their high mobility. In this situation the concerned Ip 
could get wasted or it might be designated to a 

number of nodes if proper steps aren't taken. SD-
RAC utilizes a timer to resolve this issue. During the 
time of address allocation, SD-RAC confirms the 
authentication of the new node Nn and also the proxy 
node, using either the signature plan or even the 
Message Authentication Code (MAC) plan can be 
used for message authentication. Signature plan can 
be used once the allocation messages are broadcast 
messages. Ideas describe the formula succumbed 
Function unique ip generation that creates unique Ip 
for any new node. IPv6 addresses are designed in 
eight groups. Of 4 hexadecimal (HEX) numbers 
separated by colons. These addresses are realistically 
split into a double edged sword, one 64-bit network 
prefix, and yet another 64-bit interface or host 
identifier. Within this formula each node keeps its 
allocation status the worth of count to record the final 
designated address. Here, exactly the same Ip can't be 
produced through the nodes serving as proxies, and 
therefore eliminates the necessity of Father along the 
way of address resolution. Therefore, the suggested 
SDRAC plan is scalable and distributed, also it 
provides unique IP addresses towards the new nodes 
dynamically. A node may join or leave a MANET 
anytime. If your node really wants to switch-off 
beautifully, message using its allocation status to the 
parent node to ensure that it’s Ip could be reused [5]. 
Every node keeps recycle LIST to record the 
allocation status because of its children that are 
looking to beautifully switch-off. After finding the 
RELEASE message from the children, parents 
inspections the authentication tag of RELEASE 
message. A node may leave the network either 
beautifully or gracelessly. In elegant departure, a 
node needs to inform its parent before departing the 
network. Just in case of graceless departure, a node 
may escape from the network unintentionally or 
perhaps deliberately. Inside a MANET it's very hard 
to keep an eye on a graceless departure as soon as a 
node leaves the network as it may need continuous 
monitoring of each and every node within the 
network resulting in unnecessary bandwidth and 
consumption [6]. As IPv6 supplies a large address 
space, it's also not too essential for a previous address 
to become reused. Therefore, within this act as a 
compromise between reuse of Ip and proper usage of 
energy/bandwidth from the network we considered 
only elegant departure of the node. Because of its 
dynamic and unpredictable nature, a MANET can 
partition and again merge anytime. Within our 
suggested SDRAC protocol, there won't be any 
address conflicts within the network even when a 
network partition happens. The resulting split 
MANET requires a new root only and may follow the 
same Network ID (NID). It is because the IP 
addresses from the nodes which are partitioned in the 
network won't be allotted holiday to a nodes. Further, 
using our suggested SD-RAC protocol there won't be 
any duplication in allocation of address once the 
network originates from one node and progressively 
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develops as more nodes will get added up. It might be 
noted here that the node, which have exhausted its 
available addresses, may also assign addresses 
through its parent node. When the network is 
partitioned into two groups, still both partitions have 
a large address spaces where it may assign addresses 
to new nodes. 
 
IV. PROCESS AND RESULT 
 
In this project we have to provide security to files. 
For that we have to select internet protocol version 
6.For this we have to select gracefull-switch-off or 
graceless switch off options. The difference between 
this two is only time variation. Next we have to select 
number of nodes. After selecting nodes we  have to 
click reset button. Then after allocate address to the 
selected nodes. In this main hub is default. The main 
hub gives adderess to adjacent nodes. That adjacent 
nodes gives address to remaining nodes until all the 
nodes are allocating address. These addresses 
are high secured. In this we are also eliminating the 
nodes. In this grace less switch off model the total 
network will be collapsed. In grace full switch off 
model the particular node will be collapsed. 

 
CONCLUSION 
The protocol doesn't need flooding of messages 
within the entire MANET throughout the address 
allocation process saving considerable bandwidth 
and. Within this paper, we've presented an ID based 
secure address allocation protocol named SD-RAC 

for handled mobile random systems. SD-RAC makes 
each node within the network behave as proxy that 
may assign addresses with approved new nodes 
within the network. Performance analysis and 
simulation results reveal that SD-RAC has low 
addressing latency and fewer overhead in comparison 
with popular existing methods for MANET. The 
addressing latency and overhead doesn't increase 
much with rise in the amount of nodes within the 
network. Further, it may withstand network 
partitioning and merging that may take place in a 
MANET atmosphere. Thus the suggested SD-RAC 
protocol is robust and scalable. 
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