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Abstract— The entire process of reconstructing original values from anonymized values could be turned away using a 
number of random values varying from 1 to 4 levels. This is often called as negative understanding. The negative 
understanding implementation prior systems is really a hypothesis and doesn't offer any evidential truth on its influence over 
k(m,n)-anonymization procedure. To sustain the efficiency of k(m,n) anonymization procedure, we attempt to demonstrate 
the hypothesis using real-time implementation. The paper defines k(mn)-anonymity, which supplies protection against 
identity disclosure and proposes a greedy anonymization heuristic that has the capacity to sanitize large datasets. The 
formula and the caliber of the anonymization are evaluated experimentally. Collections of real-world data will often have 
implicit or explicit structural relations. Within this work, we concentrate on tree structured data. Such data originate from 
various programs, even if your structure isn't directly reflected within the syntax, e.g. XML documents. An attribute situation 
is really a database where details about an individual is scattered among different tables which are connected through foreign 
keys. 
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I. INTRODUCTION 
 
Data anonymization techniques are planned so as to 
permit process of non-public knowledge while not 
compromising user’s privacy. during this paper, we 
have a tendency to specialize in the anonymization of 
tree-structured personal records wherever values 
square measure connected through structural links. 
Personal info seldom contains simply one tuple in 
fashionable info systems. the data regarding one 
individual typically spans over many tables or it's 
unbroken during a exceedingly in a very} additional 
versatile illustration as an XML record. the matter of 
anonym zing tree structured knowledge has solely 
been addressed  in existing analysis literature, within 
the context of multirelational k-anonymity [1]. In our 
approach we have a tendency to take into account a 
additional general case for tree structured knowledge 
and that we propose associate anonymization 
methodology that doesn't swear exclusively on the 
generalization of values. we have a tendency to 
specialize in identity revelation for 3 main reasons: a) 
in several sensible cases there square measure strict 
utility needs that can't be met once additional 
powerful guaranties square measure applied, b) 
there's typically inability to characterize attributes as 
sensitive or no sensitive and c) the privacy protection 
law in most countries typically focuses on identity. 
The anonymization procedure doesn't solely 
generalize values that participate in rare item 
mixtures however additionally simplifies the structure 
of the records. The simplification is performed by 
removing nodes from long ways and making new 
smaller ways. we have a tendency to propose 2 
anonymization algorithms during this direction [2] 
[3]. Our 1st AllCutSearch (ACS) algorithmic rule 
explores during a top-down fashion the lattice of all 
attainable mixtures useful generalizations, and for 

every completely different generalization it explores 
the attainable structural transformations. we have 
a tendency to propose a additional aggressive greedy 
heuristic (GCS) that prunes the answer search-space 
by choosing on-the-fly the foremost promising 
candidate solutions. Our experimental analysis shows 
that GCS scales well with the dimensions of the 
dataset, and finds an answer terribly near the one 
found by ACS in most tested cases. we have a 
tendency to outline the matter of anonym zing tree 
structured knowledge and that we justify intimately 
however the record structure will act as a quasi-
identifier. we have a tendency to introduce a 
completely unique knowledge transformation, 
structural disassociation, that simplifies the structure 
of the records and provides additional flexibility to 
the anonymization procedure. we have a tendency to 
propose a completely unique anonymization 
algorithmic rule and a replacement info loss metric 
that takes under consideration each structural and 
price generalizations. we have a tendency to outline 
the k(m;n)-anonymity privacy guarantees and 
explains however it's economical in concrete attack 
situations. 
 
II. OVERVIEW OF THE SYSTEM 
 
The advised anonymization techniques address 
datasets like D. The initial information possessed 
through the author could also be within a distinct 
type. we expect a couple of assortment D of records 
that have a tree structure with nodes that take values 
from the domain I. every record t corresponds to a 
brand new individual. we do not take into account 
duplicate brother or sister nodes or order between 
brothers and sisters, therefore our trees area unit 
unordered attribute trees. we have a tendency to take 
into account attackers who've partial understanding 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-4, Issue-11, Nov.-2016 

A Greedy Generalized Heuristic Approach to Protect Identity Disclosure 
 

39 

with reference to an individual. we expect that 
associate degree wrongdoer solely has positive 
understanding concerning values and structural 
relations for around any user record. we do not take 
into account attackers who've negative understanding. 
The aggressor might use her background 
understanding of node values and structural relations 
to filter the records [4]. we have a tendency to advise 
a fresh privacy make sure that safeguards the identity 
from the folks who're connected with tree records 
from attackers mistreatment the same skills by 
stretching the km-anonymity guarantee to influence 
structural understanding. Km-anonymity guarantees 
that associate degree aggressor you ne'er recognize 
the maximum amount as m aspects of an archive, will 
not have the power to spot underneath k records at 
intervals the written information. The advised 
anonymization procedure adopts a worldwide secret 
writing approach towards generalizations. Whenever 
a worth is generalized, then its appearance at intervals 
the dataset area unit modified through the new, 
generalized price. what is more, whenever a worth is 
generalized then its brothers and sisters area unit 
generalized towards a similar item. Our elementary 
plan would be to appraise the reduced expressivity 
from the anonymized trees. For this end, we've 
chosen a straightforward metric overturn path domain 
(RPD), that captures the decrease within the domain 
of generalized and structurally disassociated 
pathways. 
 
III. METHODOLOGY 
 
To capture the info loss, we have a tendency to build 
use of AN estimation perform consistent with RPD. 
for each generalization cut we've multiple completely 
different structural disassociations. the whole 
resolution house contains all of the mixtures of 
generalization cuts and structural disassociation 
changes. Locating the optimum possibility would be 
NP-Hard. This follows from the reality that the 
problem to search out the proper k-anonymization of 
the relative table, that is proved  to be NP-Hard, can 
be reduced to some specific scenario from the k(mn)-
anonymization of tree records. The outline tree 
facilitates deciding round the k(mn)-anonymity of the 
dataset by tracing not simply the support of item 
mixtures from I, however the support of pathways 
that contain them. The word support refers back to 
the amount of records that contain the road [5]. The 
outline tree may be a quite tree tree, very similar to 
FP-tree and it's 2 primary parts: A tree structure that's 
made by superimposing all records of D. each 
record’s root node is planned one node, the most rs 
from the outline tree. The outline tree includes data 
from the input dataset within a compressed kind. It's 
enough for conniving expeditiously the support of 
mixtures of original product and pathways. whereas 
anonymization we've to provide a outline tree for 
every projection of D to some cut C. fortuitously, we 

do not ought to project each record once that turn out 
the outline tree for cut C. The RPD sort of a heuristic: 
the info loss metrics outlined, ar utilized to judge the 
caliber of the end result and they are calculated 
among the information. RPD is also the typical RPD 
of every and each record from the dataset, ML2 and 
dML2 need mining the initial and additionally the 
anonym zed dataset. Candidate resolution Check: 
This technique is applied in two phases: the 
generalization check and additionally the structural 
relation check. Anonymization formula: we have a 
tendency to advise a high-lower formula that explores 
the solution house starting from the condition 
wherever all nodes ar generalized towards the reason 
behind the hierarchy tree, with no structural 
disassociations occurred, once that yield by brooding 
about less generalized cuts and structural 
disassociation rules for that forecasted dataset [6]. To 
address larger and far additional vital datasets, we 
have a tendency to advise the Greedy Cut Search 
Formula GCS, that performs AN incomplete best 
initial traversal from the generalization cut graph. the 
whole method of reconstructing original values from 
anonym zed values can be turned away employing a 
range of random values variable from one to four 
levels. usually this can be} often referred to as as 
negative understanding. The negative understanding 
implementation previous systems is absolutely a 
hypothesis and does not supply any evidentiary truth 
on its influence over k(m,n)- anonymization 
procedure. To sustain the potency of k(m,n) 
anonymization procedure, we have a tendency to 
arrange to demonstrate the hypothesis victimization 
period implementation. For your we have a tendency 
to advise AN impulsive knowledge Perturbation 
(RADP) model to use negative understanding among 
the written k(m,n) anonym zed knowledge. By 
victimization this procedure we have a tendency to 
evidentially prove the potency of k(m,n)-
anonymization procedure. 
 
IV. PROCESS AND RESULTS 
 
To catch the information misfortune, we make 
utilization of an estimation work as per RPD. The 
whole arrangement space involves the greater part of 
the blends of speculation cuts and basic 
disassociation changes. Finding the ideal alternative 
would be NP-Hard. This takes after from reality that 
the issue to discover the ideal k-anonymization of the 
social table, which is ended up being NP-Hard, could 
be lessened to some particular circumstance from the 
k(mn)- anonymization of tree records. The 
summation tree encourages deciding around the 
k(mn)- obscurity of the dataset by following not only 
the support of thing blends from I, however the 
support of pathways which contain them. The 
Synopsis tree is a sort of tree, much like FP-tree  
also, it has two essential parts: A tree structure that is 
created by superimposing all records of D. Each 
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record's root hub is arranged one hub, the primary rs 
from the outline tree. The summary tree incorporates 
data from the information dataset inside a compacted 
frame. While anonymization we need to deliver a 
rundown tree for every projection of D to some cut C. 
We exhort a discretionary Data Irritation (RADP) 
model to apply negative comprehension inside the 
printed k(m,n) anonymized information. By utilizing 
this method we evidentially demonstrate the  
effectiveness of k(m,n)- anonymization method. 
 
CONCLUSION 
 
The issue of anonymizing tree structured data only 
has been addressed in existing research literature, 
poor multirelational k-anonymity. Within our 
approach we think about a more general situation for 
tree structured data so we propose an anonymization 
method that doesn't depend exclusively around the 
generalization of values. Within this paper, we're 
addressing the issue of anonymizing tree structured 
data in the existence of structural understanding. We 
advise k(mn)-anonymity privacy guarantee which 
addresses background understanding of both value 
and structure. We demonstrate experimentally the 

suggested greedy formula has the capacity to scale to 
large datasets and outshine, when it comes to 
information loss, techniques which are based 
exclusively on value generalization. We produce an 
anonymization formula which has the capacity to 
create k(mn)-anonymous datasets, by using value 
generalization along with a novel data transformation, 
which we term structural disassociation. 
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