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Abstract—  A micropayment scheme is designed for providing efficient and secure  solution for online payment 
ecosystems.   Micropayment applications  has turns to be general usage in electronic payment due to the fasted development 
of the Internet and the improving sophistication of electronic commerce. It is specifically designed for the  customer to make 
the safe payment. Assaulters commonly aim to stealing  the customer data by using the Point of Sale  i.e. the point at which a 
retail first gathers customer information. During the payment, in cases of network failure, attackers tires to steal the 
password from the customers so there may be no secure transaction On-line payment is possible. In our paper, we propose 
secure and privacy off-line micro-payment solution for the resilient attackers due to the PoS data breaches. We utilize the  
FRoDO  protocol to make the secure and safe payment against attackers which not only analyze the customers coins but also 
verify the identity of the customer using identify element which enhances flexibility and security and improves the 
effectiveness of the system by providing the secure micro-payment between the customers and vendors.  
 
Index Terms— Micropayment Scheme, Point of Sale , resilient attackers, FRoDO  protocol, and secure micro-payment. 
  
I. INTRODUCTION 
 
In 1997,  research work was started for the   Mobile 
payment research  later on the first payment  
transaction was performed  on the mobile device. It is 
held on the Finland, at first Coca Cola company was 
started performing with vending machines that    
proved SMS payments. Then later on  of research 
work carried out by Dahlberg et al. (2008)  who was 
established, his ideas  in the journal of Electronic 
Commerce Research and Applications [1]. Several 
authors has reviewed his approach and accepted the 
reflected the authors’ excogitated understanding of 
payment through the mobile devices, therefore, it had 
independently evaluated  in various continents and 
countries for so many years. Then, some authors has 
submitted a fair  report by doing literature on this 
specific area s, the authors felt that there was a 
required to give the support for future research [2]. 
Their main goal was that mobile payment problems 
were not completely discovered  by the educational 
community. In despite, a certain number of the 
publications concentrated particularly on two 
problems: consumer adoption and technology. 
Fascinatingly, at the certain time duration, some 
customers were able to gone through  mobile 
payments. Thus, it results to a  huge number of 
mobile payment initiatives, but failed before they 
attain their specific end-users. As, there is higher 
complexity of this phenomenon, it describes about the 
analysis of the consumer adoption in isolation would 
only result a restricted users in the  mobile payments 
[3]. 
Micropayment applications  has turns to be general 
usage in electronic payment due to the fasted 
development of the Internet and the improving 
sophistication of electronic commerce. In contrast to 
this applications is macro payment systems, like 

electronic cash, micropayment was commonly 
introduced to underline transactional efficiency. 
Hence, it is specifically considered for common 
small-value transactions in terms of the audio 
streaming and  pay-per-view movies, video 
conferencing [1,2]. 
Previous research work on micropayment did not 
concentrate on the fairness  and anonymity mobile 
payment so there is appreciation for the higher  
advancements in technology and the developed in 
computing power, it is now very common to include 
these properties to micropayment. Micropayment  
technique can be divided into two class: prepaid  
method and postpaid method. While prepaid method, 
users can make the payment before doing any 
purchase in the online  services. A postpaid  method 
used to permit users to do payment after they do 
purchasing [3]. Due to this cause, a  most of the 
electronic payment becomes flexible to large number 
of users an obtains more transactions, with the using 
the scheme of interest  in the delayed payment, the 
postpaid scheme is obviously more  flexible for the 
users [4]. User anonymity is difficult to 
accomplishing in a postpaid  method as it needs a 
trace scheme for redemption, that is in conflict to 
most  user anonymity. Therefore, proposing an 
anonymous postpaid micropayment technique is very 
hardest in the mobile payment. Majority of the 
anonymous micropayment  mechanisms was 
introduced  in the literature study of the [2,3] are 
prepaid ones. 

 
Fig.1 PayWord Scheme 
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In this study, Fairness  terms to the primary element 
in which the vendor and the user both obtain their 
expected material or neither of their party gets any 
additional data about the other’s item after a 
completing the transaction [4]. In previous 
micropayment method did not obtain fairness as they 
considered the poor performance which is 
insignificant. Moreover, this turned to be a serious 
issues in bigger systems with longer tine periods. For 
example, if a vendor  frequently        
    

 
Fig .2 Multi agent for E-Market transaction 

 
cheats by stealing one cent per transaction data, it can 
obtain more than one million dollars per year [5]. 
Therefore, a micropayment mechanism should be 
requirement to obtain higher fairness without any loss 
that should not affect the efficiency of the system. 
 
1.1 Contribution  
This paper proposes and analysis the FRoDO, a 
secure off-line micro-payment approach utilizing 
multiple physical unclonable functions. FRoDO 
special features analysis coin element and the identity 
element to make secure authenticate for the customer, 
and a coin element where digital coins are not locally 
stored in the devices. The FRoDO protocol utilized 
for the making the secure  transaction payment which 
not only analyze the customers coins but also verify 
the identity of the user using identify element.  
 
II. LITERATURE SURVEY 
 
This study aims to make detailed analysis of the 
micro payment for detection attackers and made 
exclusively survey of various authors which is 
described in this section.   
The PayWord is refers to the  micropayment  
mechanism introduced by author Rivest and Shamir 
in 1997 [4]. It describes about the technique of the 
postpaid offline strategy that significantly 
performances on the  micropayment by applying hash 
chains. Most of the  successive research  work have 
been developed from the same strategies  likewise 
PayWord. Then after, it is modified as PayFair as 
another method  prepaid micropayment was  

demonstrated by Yen [6]. It does not required any 
public key signature computation in this scheme, if a 
trusted bank can be  considered. Nevertheless, it 
cannot accomplish exact fairness as determined in 
[4].  
Yang et al. [7] has illustrated about the a prepaid 
offline strategy  in that it utilize a hash chain can be 
applied for online transactions for the various  
vendors. Therefore, if a user requires to execute 
transactions with various vendors and like to 
withdraw money only based on the permission , the 
access is provided to conclude where and what to 
purchase things before withdrawal of the amount. 
This is almost inflexible in most of the cases. The  
mechanism of a double PayWord chain was 
illustrated by Fan et al. in 2007 [8],  had described  
about exactness of the  fairness can be accomplished. 
In contrast to this concept of PayWord, it turns to the 
an online strategy as the user has to perform the 
normal the registration process in the sub-protocol 
with holding again the broker when  user requires to 
execute transactions with another vendor.  
Zhao et al. [9] had described about  the prepaid cards 
for developing the secure scheme with full 
anonymity. In this concept, when the user decides do 
the  purchases with a  fresh vendor,  user have to 
execute the exchange phase with the broker. Hence, 
this would also be assumed to be an online concept. 
In this study, an anonymous one-time certificate 
protocol was generated and  utilized to 
micropayments, with which user, who has complete 
anonymity in a postpaid micropayment mechanism 
will be obtained. In their concept, they almost  get the 
exact fairness by applying  double hash chains 
scheme [8]. Thus, the benefits of PayWord are stored 
in terms of effectiveness of an offline broker and the 
privilege of a postpaid scheme to users. To the best of  
their knowledge in this domain , the proposed 
mechanism is the first introduced as micropayment 
technique  for satisfy the online users   
This  is the important cause during the last  decades 
of years, various schemes has been introduced by, 
most of the authors to obtain the  flexible offline 
payment method. Even though various works has 
been established, they are concentrated on the a 
anonymity transaction and the coin unforgeability.  
Nevertheless,  earlier outcome was lack a  tough 
security mechanism in this online payment. While 
they concentrated on  only theoretical attacks, 
described on real world attacks like as data 
vulnerabilities,  scrapers and skimmers.  
In association to the physical unclonable functions 
[10], they described about the important features  of 
proposed solution, various applications like banking  
sector have been recently proposed in the[12]. 
Moreover,  such strong functions are commonly 
utilized  for security purpose like authentication only. 
As such, they only support and discuss about that data 
whether it has  computed on the perfect device but 
they cannot obtain any proof regarding the data  
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trustworthiness. In an advancement to support an 
integrated  outlook on mobile payment which related 
with business models and addressed the issues in the  
RQ22 of Dahlberg et al. (2008), 
According to the  Pousttchi et al. (2009) had 
introduced an improvement to the ‘Business Model 
Canvas’  of the author Osterwalder et al. (2005). 
Their  method describes how much complexity on the 
platforms of the mobile payment and how much it is 
required to  consider an inter-dependencies between 
the market factors, human, and technology. 
Through the usage of such older three existing 
methods, Ondrus et al.  (2009) had evaluated number 
of   Swiss initiatives but failed to obtain the details.  
However, to overtake such static method of earlier 
methods, author has proposed a dynamic scheme to 
cover  various  diffusion levels, which covers the 
notion of time and  sequence of happening. By 
performing in this manner, their system are able to 
understand betterclear;y about the platform in the  
mobile payment and its reason for the failure and get 
guidance  for future design.  
Hedman and Henningsson et al (2012) had discussed 
about the effectiveness of the technological in the 
online  payment along with their new innovations 
which has greater impact the payment ecosystems. 
They described about the digitalization of payments 
has been the major cause for the  ecosystem 
instability by influencing  the collaborative and 
competitive dimensions of ecosystems. On the 
another hand, this digitalization introduces an unique 
arena for competition and  needs fresh collaboration 
technique between stakeholders. 
By utilizing the institutional theory analysis, author 
Magnier-Watanabe (2014) has introduced the 
advanced mobile payment  scheme for the 
development of the country-level institutional 
restrictions, involving the resource-dependent and 
compliance with industry-based scheme.  By 
implying a renewed resource-based scheme, author 
Gaur and Ondrus (2012) had gathered at what 
strategic pluses utilizes with the help of banks and 
financial institutions compulsory in mobile payment 
environment. They represented the  how certain 
important resources can give the advantage 
competitive to the banks. 
Kazan and Damsgaard (2013)  had developed a 
framework to  analyze the digital payment 
mechanism and to  evaluate  the  scheme of current 
market actors. They studied three conditions utilizing 
the multi-sided platform in the payment. The 
important factors includes network failures, switching 
costs and homing and bundling and envelopment 
were taken into consideration  to be important for the 
development of a feasible payment platform. In a 
upcoming process of , Kazan and Damsgaard (2014) 
had modified an current version of the proposed 
framework, which merges technology, business 
analysis and design views.  
 

In their analysis, they have discussed how on nascent 
mobile payment makes and emerge, Ozcan and 
Santos (2014) described how firms from  several 
companies  struggled to agree on the architecture 
design of a mobile payment in the e-market and how 
that causes to provide resource allocation deferment. 
They exposed that the taking parts companies had a 
record of dominance in their respective  firms and 
suffered from the deficiency of experience in 
collaboration. 
In same manner, author Reuver et al. (2015) had 
discovered that differences in strategic objectives and 
interests between mobile network operators and  
banks and causes to the dissolution in the platform of 
mobile payment in the Netherlands. Later on, 
Hedman and Henningsson (2015) had created a 
multi-level study on the architecture, including of 
micro, macro and meso stages to describe cooperation 
scheme in mobile payment environment. Their 
methodology is developed on business ecosystems, 
technology environment  theory and market 
cooperation theories. To analysis  their method, 
Hedman and Henningsson (2015) had performed a 
case study in Denmark area. The final decision was 
that ‘‘market cooperation scheme in mobile payment 
environment  can be clearly described by the 
association  between offensive and defensive 
technology-depend scheme”  
According to the Ondrus et al. (2015) had analyzed 
the factors that influences  the openness  mechanism 
on the market currently  in the  platforms, of implying 
a multi-level method. Various research  influences on 
the experiences of various cases from several mobile 
payment platform. It describes the total number of 
technological, user-related decisions and  mechanism 
have to be concluded before the launch of a new 
platform in the mobile payment in order not to restrict 
its diffusion potential level. The revealed cases are 
required but not enough for achieving the success.  
 
III. PROPOSED SYSTEM  
 
The proposed system deals with introducing,  
FRoDO, is depend totally on the  physical unclonable 
functions [13] whereas that does not needed any pre 
determined computed challenge-response pair 
mechanism [29]. Physical Unclonable Functions, it 
referred as (PUFs) was proposed by [14]. They 
demonstrated about  the working process and their 
flows  as well as the process variations, in each and 
every transistor in an integrated circuit considered in 
the physical properties. It may meager variation and 
various  physical properties that causes to identifiable 
differences in relation to  electronic properties. As 
these process variations are not measurable while it is 
manufacturing so therefore device  the physical 
properties cannot be cloned or copied. Since, it is 
very important to have authentication process in the 
device. As such, they are unique to that device and 
can be used for authentication purposes.  
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As an solution that neither it needs the  trusted 
devices nor bank accounts or requires trusted third 
parties to obtain the privacy re-siliency scheme 
against frauds depend on the on data breaches which 
is totally depend on the off-line payment systems in 
the banking sector. By  utilizing FRoDO customers 
can be visible from having account in the bank, it also 
makes  attractive features in regards to the customers 
privacy.  In despite, FRoDO utilizes two important 
element they are coin and identity element. The coins 
are utilized in FRoDO as an digital version of using 
the real cash, that  they are not associated to  anyone 
else expect the holder of both the coin and the 
element. It is presented in the Fig . FRoDO can be 
utilized to any conditions  which is applicable to 
payee/vendor and payer/customer device. All the 
considered devices can be affected by an attacker and 
are taken in the untrusted pasties without taking any 
storage device, it is assumed that vendor is secure 
physically.   
 
3.1   Pos System of Breaches  
Any assaulters against PoS (Point of Sale 
architecture)  systems  are referred as infiltration in 
the multi networks. The vendor improve the  access 
level  immediately to card-holder who has the 
confidentially data. It is very important to install 
antivirus  software to prevent the data from the 
attackers who tries to steal data from the system. PoS 
system  can provide the  additional support to the 
network access, in order  to  stolen data waiting 
assaulters which is referred as  exfiltration. POS 
system  would easily have n shared connections with 
any networks especially open network for getting or 
cracking the password of the merchant’s network. 
Hence, networks  should be protected and supervised 
against assaulters performances. Infiltration is one of 
the common attack in the  network. The proposed  
comprises of two important stages, they are 
authorization and the settlement. The authorization  is 
process where the payment  is accessed when the 
purchase is confirmed and verified as well as 
finalized. The settlement is consists of all  stages 
occurring once after the authorization process. 
Therefore, it is processed at the first stage during the 
authorization  process, it still  contains the 
information regarding the money transactions  to the 
customers in terms of security and the privacy and 
therefore it has to be secured. 

 
Fig. 3: Point of Sale architecture 

3.2 Threat Models 
Depend on the capabilities and on the transactions of 
the money in terms of devices that can performed 
during the attackers are listed below;   
• Ubiquitous:  
It is an internal assaulter they can permission to 
perform in any devices. 
• Collector: 
It is an external assaulter that exchange data  between 
vendor device and customer  
• Malicious Customer: 
This is an internal assaulter can neither it can include 
misbehavior node or physically customer device 
inside the customer device to crack the data of the 
customer. 
• Ubiquitous 
It is also an internal assaulter with full access to 
perform in any devices. 
    
3.3 System Model  
It needs the  trusted devices nor bank accounts or 
requires trusted third parties to obtain the privacy re-
siliency scheme against frauds depend on the on data 
breaches which is totally depend on the off-line 
payment systems in the banking sector. By  utilizing 
FRoDO customers can be visible from having 
account in the bank, it also makes  attractive features 
in regards to the customers privacy. In despite, 
FRoDO utilizes two important element they are coin 
and identity element. The coins are utilized in 
FRoDO as an digital version of using the real cash, 
that  they are not associated to  anyone else expect the 
holder of both the coin and the element. 
Apart from the various other payment solutions, it 
depend on the tamperproof hardware, FRoDO 
considers that not only the PUFs but also on chips  to 
consume the benefits of the tamper evidence feature. 
As a correlations, our consideration are very much 
limited than other techniques. As depicted in Figure 
4, it can be utilized to any conditions  which is 
applicable to payee/vendor and payer/customer 
device. All the considered devices can be affected by 
an attacker and are taken in the untrusted pasties 
without taking any storage device, it is assumed that 
vendor is secure physically 
However, it is very urgent to indicate that FRoDO has 
been proposed to be a reliable and secure 
encapsulation technique in terms of digital coins. This 
makes FRoDO also applicable to various bank 
scenarios. Despite, as for debit and credit cards where 
trusted third 

 
Fig. 4: FRoDO model 
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parties ( TTPs) such as card issuers includes  the 
support the cards which is in validity, some common 
standard protocol can be utilized in FRoDO to ensure 
banks capable to generate and market their own coin 
element. In such bank has the capacity  of asserting 
digital coins delivered by some other banks by 
needing vendors and banks  to accept on the same 
standard protocol. 

 
Fig. 5: FRoDO  architecture. 

 
3.4 FRoDO Protocol 
This FRoDO protocol analysis about the payment 
protocol which is utilized in this section. It is 
completely depend on the Pairing and Payment 
phases   
 
3.4.1 Pairing Phase 
It depend upon standard pairing protocols  like as the 
Bluetooth passkey  which is very normal pairing 
process (SPP) [38]. At the final stage of the pairing 
protocol requires both the vendor and customer 
devices will share their own public keys that will be 
utilized for  authenticity and data integrity. 
 
3.4.2 Payment Phase 
For providing the complete clarity in the FRoDO 
payment protocol, it is analyzed from different points 
of views to in order to make the secure transactions. 
At the first, it is encrypted by using the private key 
values and then data will be exchanged between the 
customer and the vendor which is described in the 
above section. Then, from the next point of view, 
customer device contains the specific data which can 
be exchanged between the coin element and identity 
element.  
Thus proposed standard protocol is only suitable for 
the generation and verification of payment 
transactions. Once after the success transaction and 
all the coins elements related with the process are 
asserted in such way that all coins will be later on 
spent/redeemed by the vendor to advance the goal of 
the proposed protocol 
     

CONCLUSION 
 
In this paper we have propose FRoDO, to make 
secure and privacy transactions off-line 
micropayment  scheme in against of PoS such as 
fraud resiliency attackers. The FRoDO utilizes 
multiple physical unclonable functions. FRoDO 
special features analysis coin element and the identity 
element to make secure authenticate for the customer, 
and a coin element where digital coins are not locally 
stored in the devices. The FRoDO protocol utilized 
for the making the secure  transaction payment which 
not only analyze the customers coins but also verify 
the identity of the user using identify element. Our 
analysis demonstrates that FRoDO enhances 
flexibility and security and improves the effectiveness 
of the system by providing the secure micro-payment 
between the customers and vendors.  
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