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Abstract— During the last decade, the demand of mobility support over the Internet is increasing which could be seen from 
an increase in a use of the Internet through mobile devices. Mobile users suffer from connection disruption when they are 
moving around.  When a device changes from one IP network to another IP network or changes point of attachments between 
different wireless technologies, then the IP address changes, and the TCP session breaks.  This work examines how IP 
mobility can be established using the end hosts only, without changing the current infrastructure. However, the current 
Internet Protocol (IP) does not design to support this feature. This thesis shows that ILNP provides mobility support, and is 
implemented in the Linux (Redhat6) kernel. This work demonstrates ILNPv6,an instance of ILNP ,is a superset of IPv6 and it 
can be implemented in the Linux kernel by extending the current IPv6 code. It shows the improved control and performance 
of ILNPv6. 

 
Index Terms— ILNP, Locator, Vertical Handoff, Mobility. 
 
I. INTRODUCTION 
 
The communication between computing systems 
across networks currently becomes an integral part of 
everyday life. The usage of file transfers, video 
streaming etc.across networks is increasingly popular. 
Apart from the applications, the variety of the end 
devices also constantly increase from the fixed 
location systems such as a desktop computer to the 
handheld computing devices such as tablets and smart 
phones. One of the main issues of using these mobile 
devices in network communications is mobility. 
Mobility in networking is increasingly important in 
the real life situation. A Use of the internet via mobile 
devices such as smart phones, tablets and laptops 
becomes very common. However, the current 
network protocol, IP, was not originally designed to 
support mobility. It can be seen that many times that 
mobile connections such as file transferring or video 
calling were disrupted and lost end-to-end 
connectivity when the location is changed. This is 
because a change of IP addresses while changing a 
location. The main issue is the IP address has been 
used for two purposes, that is, to represent the 
identity and the location of the host. This may not 
cause problems to a fixed host since the location of 
the host is usually the same as well as its identity. 
However for a mobile host, its location can be 
changed any time, while its identity remains the 
same.The movemet from one IP network to another 
IP network or movement from one wireless 
technology to another technology is called vertical 
handoff.The movement across same technology is 
called horizontal handoff. There are several 
mechanisms to solve this problem by separating a 
host's identity and location. Some examples of this 

kind of techniques are HIP(Host Identity Protocol),  
LISP(Locator Identifier Network Protocol). However, 
these having high complexity to implement in the real 
network. This work aims to solve the mobility issue 
with reduced complexity using an instance of 
ILNP[3] called ILNPv6,which is the superset of IPv6.  
 
II. RELATED WORKS 
 
This topic will provide information about related 
works in mobility support of the current internet. 
There are many proposed solutions to solve the 
mobility issue. 
 
2.1 Mobile IP 
Mobile IP enables routing of IP datagram’s to mobile 
nodes. The mobile node's home address always 
identifies the mobile node, regardless of its current 
point of attachment to the Internet or an 
organization's network. When away from home, a 
care-of address associates the mobile node with its 
home address by providing information about the 
mobile node's current point of attachment to the 
Internet or an organization's network. Mobile IP uses 
a registration mechanism to register the care-of 
address with a home agent. 
The home agent redirects datagrams from the home 
network to the care-of address by constructing a new 
IP header that contains the mobile node's care-of 
address as the destination IP address. This new 
header then encapsulates the original IP datagram, 
causing the mobile node's home address to have no 
effect on the encapsulated datagram's routing until it 
arrives at the care-of address. This type of 
encapsulation is also called tunneling. After arriving 
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at the care-of address, each datagram is de-
encapsulated and then delivered to the mobile node. 
Any traffic destines to the mobile host must be passed 
through the home agent. The foreign agent is 
represented by the care-of-address and is responsible 
for forwarding the packets to the mobile host. The 
problems of deploying the Mobile IP come from  its  
complexity.  First of all,  home  agents  and foreign 
agents need to be implemented and deployed in the 
networks that required mobility in order to redirect 
the data via tunneling. Furthermore, the tunneling 
causes difficulty in managing of some scenarios such 
as configuring the firewall to allow those 
communications. 
 
2.2 Host Identity Protocol (HIP) 
The Host Identity Protocol (HIP) [7] introduced a 
new network architecture that separate identity of the 
host from the IP address by using public and private 
key pairs. The transport protocol and IPSec protocol 
use the identity for binding. Whereas, IP address is 
used for only packet forwarding. When a host change 
the location, it updates the IPaddress (Location) to the 
correspondent nodes to allow the packets to be routed 
to the correct network.  
 
2.3 Locator/Identifier Separation Protocol (LISP) 
LISP divides the IP addresses into two spaces: 
Endpoint Identifiers (EIDs) and Routing Locators 
(RLOCs)., unlike other previously mentioned 
schemes, an IP address itself is not separated into two 
values, but the value of an IP address can be different 
(i.e. either EIDs or RLOCs)during a communication. 
 
First, when a host wants to transmit data, the certain 
value of EIDs is used as destination IP address. When 
the packets travel out of the LISP site, an Ingress 
Tunnel Router (ITR), which is a border router in 
LISP site, performs a mapping between EIDs and 
RLOCs. Then, the ITR encapsulates the packet by 
another IP header by using the value of EIDs as the 
destination IP address, which will be used by routers 
to forward the packet to the correct LISP site. When 
the packets arrive at the destination site, an Egress 
Tunnel Router (ETR) verifies that the RLOCs is a 
correct value (i.e. representing its own site), then 
strips the outer header and forwards to the destination 
based on the EIDs value inside. It is noted that the 
mapping information between EIDs and RLOCs is 
stored in a separate database module.  
 
In the case of the destination node change a location, 
the value of RLOCs associated with its EIDs will be 
updated so that the ITR can use that updated value 
and the packets can be forwarded to the proper LISP 
site. 
III. ILNP: OVERVIEW 
 

The basic concept of ILNP is dividing of an Internet 
address into two 64 bits blocks called Locator (L64) 

and Node Identifier (NID). The Node Identifier 
represents an identity of a node which is tied to the 
whole node, not its interface. It is used for supporting 
end-to-end connectivity in the transport layer. 
Whereas, the Locator is used to identify a location of 
the certain node. The value of the LI represents a 
single IP sub-network. The routing of packets 
depends on a value of the Locator. When the mobile 
device change a location, the value of LI will be 
updated to allow the received data being rerouted 
appropriately. The location update message will be 
sent to correspondent node. The value of NI remains 
the same in order to maintain the end-to-end  session 
connectivity. 
 

4.1 ILNPv6 
It could be implemented by modifying the IPv6 
header, known as ILNPv6. The ILNPv6 splits the 
128-bit address field to 64-bit Locator  and 64-bit 
Node Indicator, while other fields are still the same. 
In this case, ILNPv6 could be simply deployed over 
current network infrastructure that supports IPv6. The 
Locator acts as a nowadays network prefix which 
allows the data destines to the correct sub-network. 
For the packet delivery , both values of Identifier and 
Locator are used to send the packets to the correct 
host. 
 

 
Figure 1.  ILNPv6 address format 

 
The Locator serves as the name of a single IP sub-
network and not any specific host on the network. It 
is 64 bits in size and analogous to the address prefix 
for routing in IPv6. The unique Identifier is derived 
from the MAC address of the MN’s interface in the 
form of IEEE Extended Unique Identifier (EUI) 64 
address [9]. 
 

 
Figure 2. Usage of IP vs. ILNP address usage on TCP/IP 

protocol stack 
FQDN-Fully Qualified Domain Name 

 
In this implementation the transport layer session must 
maintain a single Identifier throughout the lifetime of 
the session and the subnet changes are detected in the 
network layer. So only identifier part is used in 
transport  layer and Locator part is  used in network 
layer instead of using full IPv6 address .The 
application layer uses Fully Qualified Domain  Name 
as shown in Figure 2. 
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VI.   IMPLEMENTATION OF ILNPV6 IN LINUX 
KERNEL 
 

4.1 Encoding NID and L64 values. 
The IPv6 address space is divided in to two blocks. 
The top 64 bits, LI, locator of the node and its value 
is obtained from router advertisement. The lower 64 
bits, NI, represents a whole node, not a specific 
interface of the node. The NI value can be 
constructed from the MAC address of the Ethernet 
interface of the host.  
 

4.2 Name Resolution 
For the ILNPv6 implementation we can use modified 
versions of /etc/hosts and getaddrinfo ()[2]. /etc/hosts 
contains the hosts address and its name for resolving. 
Then separate NI and LI values are obtained from the 
getaddrinfo () and these values are stored in to the 
ILCC cache, a new data structure in the kernel [3][5]. 
 
4.3 ILNP communication cache (ILCC) 
The ILNP Communication Cache  (ILCC)[3] stores 
all active ILNPv6 communication sessions of the 
host. The main entries in ILCC are:  
 

 
Figure 3.   ILCC entries 

 
4.4 Locator Erasion/Refilling 
A big challenge in implementing ILNPv6 is how to 
maintain transport-layer session state. As specified in 
[1], transport layer on an ILNP node uses only the 
node identifier value ( first 64 bits of IPv6 address) 
for the transport-layer session state, while current 
transport protocols  uses  the entire IPv6 address as 
the session state. As in Figure 2, the transport layer 
uses the NI only for the session state maintenance. So 
we have to hide the locator values (last 64 bits of 
IPv6 address) from the transport layer by using 
locator erasion/refilling[1]. Then the transport layer 
will stay untouched while modifications done on the 
network layer. 
Locator erasion requires in  the network layer to erase 
the locator of received ILNP packets (zero the 64 bits 
prefix) before sending them to the transport layer. 
The transport layer considers this  packets with as 
ordinary IPv6 packets and processes them normally. 
Since the transport layer contains only node identifier 
information, Locator changes in the network layer 
will never affect the session states of transport layer 
protocols. 
Locator refilling requires the network layer to refill 
the locator identifier of outgoing ILNP packets from 
the transport layer. The locator information is 

obtained from ILCC introduced in [3]. After this 
process, ILNP packets will be forwarded normally as 
ordinary IPv6 packets.  
 

4.5 Packet Sending 
Locator erasion functios are processed on the IP 
addresses maintained in socket and then it will it 
become equivalent to node identifiers. Thus data 
packets reached to the transport layer will not contain 
Locator information. Then the ILNP packets get 
through the unmodified transport layer and reach the 
network layer. To handle these packets from the 
transport layer, modifications  are made  in the 
network layer. For each ILNP packet,  the network 
layer. looks up in the ILCC  to  get  available Locator 
set and  fills the  locator     identifier  of   the  IPv6   
address    in   the  packet  header.  In   this  
implementation  Locator  refilling  is  achieved   
using  Netfilter  Hooks  namely 
NF_IP_LOCAL_OUT and 
NF_IP_POST_ROUTING.  After the refilling, ILNP 
packets will be forwarded as normal IPv6 packets. 
 
4.6 Packet Receiving  
For each incoming ILNP packet, the network layer 
decides whether it should be delivered to upper layer 
protocols for further processing. For each packet who 
destines to local socket, the network layer sets the 
locator identifier of the IPv6 address in the header to 
zero and transmit it to the transport layer. Locator 
erasion is also achieved using Netfilter Hooks 
NF_IP_PRE_ROUTING and NF_IP_LOCAL_IN. 
The packet will be handled by the transport layer and 
then go to the corresponding socket and finally reach 
the destined application. 
 
V. EVALUATION 
                           

 
Figure 4. The topology for the experiment 

Based on the topology in Figure 4, analyzed the 
packet flow between MN (Mobile Node) and CN 
(Correspondent Node).CN is nothing but the 
communicating partner of MN. R1 intercepts the 
packet from CN and forwards to the MN through 
R2.As soon as the MN got the NID and L64 values of 
the CN from the ILCC, the data session is establishes 
between MN and CN .Once the mobile node roams to 
a foreign network(via. R3), MN notifies this 
information to CN, then  the transmission between 
CN and MN will continue through other routers (R3 
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in this implementation).   The routers R1,R2 and R3 
are the Linux machines running routing daemon 
Quagga. Using ping6 command, the communication 
between MN and CN can be verified and analyzed  
the packet transmission  using Wireshark. 
   
CONCLUSION 
 
Mobility in network is a current active research area. 
Many ongoing works and works in the past attempt to  
solve the problem, but none of them are widely used. 
ILNP is one of the ongoing works that aims to solve 
the mobility issue. Based on the concept that the 
protocol can be deployed in the current IP network 
without many changes, ILNP is a viable solution to 
solve the mobility problem. The project confirms that 
ILNPv6  well supports  the mobility in the network, 
since there are no extra packet loss or delay when a 
host move between networks apart from the natural 
loss and delay. 
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