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Abstract— Attacks and intrusions in computer networks are topics of permanent interest. Every day new attacks appear, 
countermeasures are generated for them, and new techniques are developed to evade the countermeasures. The research to 
develop new mechanisms for intrusion detection is very intense, as is the research to create new methods to evade the detection 
mechanisms. Generally, the attacks have several phases, of which the initial phase of network scanning is particularly 
important. The main objective of this phase is to discover the computers of the network and obtain useful information about 
them. This work presents a method to evaluate the maximum capability of a Network Intrusion Detection System (NIDS) to 
detect scanning, and complementarily, the capability of a scanner to evade the surveillance of a NIDS. The evaluation is carried 
out while the network is operating normally, and the method allows to determine the maximum (optimal) detection capability, 
when the NIDS only process the scanning traffic. The method has been tested in several sub-networks of a university, using 
Snort as NIDS and Nmap as scanner. The results obtained are documented in the article. 
 
Index Terms— Network Scanning, Intrusion Detection Systems, Scan Detection, Scan Profiles, Detection Capability 
Evaluation. 
 
I. INTRODUCTION 
 
Currently, the detection of attacks and intrusions in 
computer networks is a topic of great importance and 
interest [1]. For that reason, the research on network 
intrusion has been intense for over 20 years. However, 
in spite of the research efforts developed, there are 
many issues that remain unsolved or that have not 
been analyzed. For these reasons, new reviews appear 
continuously which study several issues in a very 
detailed [2] or in a summarized manner [3]. 
The attacks and intrusions on networks are often 
developed in stages. Generally, the initial phase 
focuses on the discovery of the computers making up 
the network, followed by the discovery of the services 
provided by each computer [4]. This crucial phase of 
any attack can consume more than 80% of the total 
time spent preparing and performing an attack. 
Normally, to make this discovery, the network is 
scanned [5] and subsequently the specific computers 
of the network selected as the targets of the attack [6] 
are also scanned. To defend against these attacks 
Network Intrusion Detection Systems [7] (NIDS) are 
commonly used. 
 
Generally, a NIDS consists of one or more computers 
placed at strategic points in a network, that capture and 
analyze traffic to detect anomalies. For each detected 
anomaly, the NIDS generates an alert and records the 
information associated with the alert. 
The methods and technologies used by NIDS are quite 
diverse. The NIST has published an extensive 
summary of them [8] but there are also much shorter 
summaries [9] [10]. Taxonomies on IDS [11] [12] [13] 
are of great help to classify and compare the methods 
used by such systems. Of special interest are 
specialized research works on specific detection 
methods, for example those based on traffic anomalies 

[14], which are of particular relevance for the 
detection of scans. 
Within the broad field of research of the attacks and 
intrusions in networks, this paper focuses on the initial 
phase of the network scan, particularly in evaluating 
the capabilities of a NIDS to detect scans depending 
on its configuration parameters and also depending on 
the scanning profile. Using sophisticated scanning 
profiles, a scanner can evade the detection of the 
NIDS. The objective of the evaluation is to determine 
the capability of evasion of a scanner as a function of 
the configuration of a NIDS. 
The following section analyzes the state of the art and 
related work on the available methods for the 
evaluation, configuration and optimization of NIDS, 
providing special attention to the methods that focus 
on network scanning.  
 
II. RELATED WORK 
 
The evaluation of IDS in a systematic way and using 
some sort of methodology first arose in 1998 when the 
Defense Advanced Research Projects Agency 
(DARPA) began the evaluation program of intrusion 
detection systems [15]. 
 
The DARPA test is based on capturing sessions of the 
normal network traffic (background traffic) which are 
later re-injected in the network mixed with malicious 
traffic. With this test, the evaluation is done off-line. 
The developers of the DARPA test, from the Lincoln 
Laboratory of MIT, extended it and created the test 
environment LARIAT [16] which generates 
background traffic and superimposes attacks to 
evaluate an IDS in real-time. 
There has been no further development of these 
environments, but other simpler tools and test 
environments have been developed [17]. A good 
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review of the first attempts to systematize the process 
and methods of evaluation of IDS and their associated  
tools is provided in [18]. 
An important aspect of any evaluation is the definition 
of the metrics that indicate the capabilities of any IDS 
and the challenges to be faced. NIST has provided an 
overview of these aspects [19] also proposing four 
strategies on the use of the background traffic. The 
report of NIST also mentions that there are no data sets 
(traces) well documented and of free access to assess 
IDS. Hence, researchers have developed tools to 
generate traffic traces and their associated 
documentation for various attack scenarios [20]. Other 
tools allow to assess the behavior of an IDS using 
traces generated previously. These tools do not use 
background traffic as their initial aim is to evaluate the 
accuracy of the detection of an IDS. 
But the detection capability of any IDS always faces 
the evasion capability of the tools and techniques used 
to perform attacks. One of the first studies to address 
this issue was developed by Ptacek and Newsham 
[21]. Subsequently, security companies continued to 
research into the confrontation of detection techniques 
against evasion techniques, carrying out general 
studies [22] and also studies for specific protocols 
[23]. The armed forces also conducted research on this 
confrontation [24], and of course, universities 
continued to research this issue: in [25] a detailed 
study of the existing techniques and tools for evasion 
and their countermeasures is presented. 
Other researchers developed more complex tools and 
frameworks to evaluate the performance of intrusion 
prevention systems (IPS) [26], which are intrusion 
detection systems (IDS) operating in real-time, 
through which the traffic passes, so they have the 
ability to block traffic considered as malicious, thus 
preventing an attack. The techniques for the evaluation 
of IPS are more complex than those of the IDS, and 
although of great interest, they are not the focus of this 
work. 
 
Furthermore, there are other works that evaluate 
complementary aspects to what could be considered 
the fundamental aspect: the detection accuracy. For 
example in [27] the ease of administration of an IDS is 
evaluated, and in [28] [29] [30] the performance and 
scalability are evaluated, usually comparing two IDS. 
Due to the great diversity of the research on the 
evaluation of the detection of network intrusions and 
the evasion of the detection, this work has focused on a 
particular type of intrusion: the scans performed in the 
initial phase of any attack. Next, the specific state of 
the art for this type of intrusion is briefly reviewed. 
Staniford [31] performed an analysis of the techniques 
for port scan detection and designed a technique called 
Spice. It uses logs of event likelihood to detect 
anomalies, and then uses correlations to determine 
whether or not an anomaly is due to a scan. Later, 
Zhang [32] proposed a technique to compare 
algorithms for scan detection and analyzed his 

technique using two different algorithms. Ashfaq [33] 
compared eight anomaly detection algorithms with 
two traces captured at two sites of the Lawrence 
Berkeley National Laboratory in USA. Finally, a 
recent overview of port scanning techniques and 
methodologies for their detection can be found in [34]. 
In addition to the general works on port scanning 
techniques mentioned above, other works on 
techniques oriented to specific types of scans can be 
considered. 
The distributed scans, in which several computers 
cooperate to obtain information about a network or 
about a computer of the network, have been analyzed 
by several authors. Kang [35] analyzes the evasion 
techniques that can be used in distributed scans and 
proposes both evasion methods and countermeasures 
to prevent evasion. Singh [36] provides a good 
introduction to the problem of detecting distributed 
scans and shows how to use a simulation environment 
based on OMNeT++ to evaluate the potential of 
distributed scans. 
Slow scans can evade detection techniques used in 
NIDS, and therefore, researchers have developed 
some specific techniques [37] to detect them. 
When traffic is very intense, it is virtually impossible 
for a NIDS to process all traffic. Kudo [38] addresses 
the problem of detecting scans with packet samples 
captured randomly, and without having all traffic for 
the analysis. 
From the analysis of the state of the art it can be 
concluded that the development of new techniques for 
detecting scans and the consequent development of 
new evasion techniques is ongoing and will be 
maintained over time. In addition, as the topic of 
network scanning involves many research aspects, 
there will always be aspects not researched, or at least, 
not sufficiently researched, and therefore, network 
scanning will remain as a permanent active research 
topic. 
 
The following sections of this article explore one of 
these aspects, which is the evaluation of the scan 
detection capabilities of a NIDS (Snort), and 
simultaneously, the detection evasion  capabilities of a 
scanner (Nmap). The objective is to evaluate them as 
they are provided as standard software tools, without 
integrating new algorithms in them. In the specialized 
literature there are very few such evaluations, which 
are very useful for all network administrators who 
need to install a NIDS. 
In addition, this article provides a method to 
systematically evaluate the influence of the 
configuration parameters of the detector and the scan 
profile used in the detection and evasion capabilities. 
 
III. EVALUATION METHOD  
 
Fig. 1 shows a diagram of the classic method to 
evaluate the detection capabilities of a NIDS and the 
evasion capabilities of a scanner. 
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Fig.1. Classic method to evaluate the capabilities of a NIDS. 

 
The main element to evaluate is the NIDS and the 
factors (inputs) whose values can change during the 
evaluation process are the configuration parameters of 
the NIDS itself and the network traffic captured and 
analyzed by the NIDS. 
The traffic analyzed by the NIDS is composed of the 
base traffic, which is the ingoing and outgoing traffic 
due to the normal operation of the network and the 
superimposed traffic due to the scanning activities. 
The scanning traffic is bidirectional, as it is composed 
of the queries sent by the scanner to the computers of 
the network and the answers of the computers returned 
to the scanner. 
The design of the experimental method should 
minimize the influence of the base traffic, because it is 
specific for each network, and the method must 
provide evaluation results of general applicability, and 
therefore, independent of any particular base traffic. 
The following section explains how to select an 
appropriate configuration of the experimental 
environment to minimize the influence of the base 
traffic. 
In any experiment to be performed, several scans 
could be superimposed on the base traffic, but to 
develop the evaluation as simply as possible, only one 
scan will be performed in each experiment. 
When configuring scan profiles, it is important to 
define profiles that allow evading the detection of the 
NIDS, but the profiles should also generate useful 
results. 
A very light scanning profile, which is not detected by 
the NIDS, but does not discover the computers in the 
network either, is not useful for the scanner and does 
not represent a serious problem for NIDS, since it does 
not reveal information about the network. 
A result of any evaluation experiment will be the 
detection of the scanning by the NIDS, or the lack of 
detection. 
It is important to consider the utility in the evaluation 
process, because a scan profile that is able to evade or 
bypass a NDIS, but cannot find the equipments 
contained in the scanned network is useless. 
 
IV. EXPERIMENTAL ENVIRONMENT 
 
Experimental environments aim to emulate the 
operation of real systems with a certain degree of 
detail. 
Firstly, the actual system is analyzed, in this case, a 

computer network. To detect the attacks on a network 
from the outside, the NIDS must be installed in the 
router that provides access to the network. 
All traffic between the network and the outside passes 
through the access router, and therefore a NIDS 
connected to a promiscuous port of the router can 
inspect all traffic passing through the router, that is, all 
traffic entering or leaving the network. 
Scanning traffic arrives at the access router through 
intermediate routers. Fig. 2 shows a typical installation 
of an SDIR in a network. 
 

 
Fig.2. Typical installation of a NIDS to protect a network. 
 

With the installation of Fig. 2, each time a scan is 
performed, the traffic captured by the NIDS will be 
different, as it will depend on the conditions of 
operation of the network at the time of scanning. 
To make a set of controllable and repeatable 
experiments, a trace of the traffic passing through the 
access router during a certain time period is captured. 
Later, the traffic trace is mixed with the traffic 
generated by the scanning of the network, and the 
NIDS analyzes the mixture to detect the scan. Another 
option is to use the installation shown in Fig. 3. 

 

 
Fig.3. Simplified configuration of the experimental 

environment. 
 

The configuration of Fig. 3 is the simplest possible and 
has many advantages. First and foremost is its extreme 
simplicity, which allows use with networks of any 
type or size. 
The second advantage is that the detector only 
processes the scan traffic, including the queries sent by 
the scanner and the answers returned by the scanned 
equipments. It also processes further broadcast traffic 
that can reach the network interface of the computer, 
in which the scanner and detector are running. This 
greatly facilitates the analysis of detections and 
evasions, since the analyst will not need to develop 
complex analysis of the file in which detections of 
scans are recorded, because the file size is very small. 
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V. EXPERIMENTS DEVELOPED 
 
In each experiment, a scan profile of Nmap is 
confronted with a configuration of Snort, as shown in 
Fig. 4. 
The sequence of experiments begins with a standard 
scanning profile, the profile E of Fig. 4, which is 
initially confronted with the configuration 1, with 
lowest detection capabilities. 

 
Fig.4. Strategy to confront scanning profiles against detection 

configurations. 
 

The component of Snort that detects the scans is the 
preprocessor sfPortscan, which has the following 
parameters in the configuration file: 
 

preprocessor sfportscan: proto  { all } \ 
scan_type { all } \ 
memcap { 10000000 } \ 
sense_level { low | medium | high } \ 
include_midstream \ 
detect_ack_scans 

 
The protocols to analyze and the types of scans to 
detect are always kept to "all", in order not to restrict 
the detection capability due to the configuration. The 
memory capacity is always maintained at the 
predefined level. The parameters for determining 
which IPs are inspected and which are excluded are 
not considered, and therefore, traffic of all IPs is 
analyzed. This configuration for IPs is used because 
the experimental environment minimizes the traffic to 
be processed. Therefore, three configuration 
parameters are used: sense_level, which admits one of 
three possible values, and another two, 
include_midstream and detect_ack_scans, which can 
be included or not in the configuration. 
 
A. Configuration of low sensibility 
This configuration uses sense_level{low} and it does 
not use include_midstream or detect_ack_scans. The 
standard scan profile used is the following: 

nmap -sn -T3 -v -PE -PP -PS -PA  1.2.3.0/24 
The first three digits of the IP address are fictitious, to 
hide the true IP address of the scanned network. The 
option -T3 indicates to Nmap that it must use the 
default timing template. With -T3, Nmap does not 
include minimum waiting time between the queries 
(probes). 
This scan discovers all the hosts of the subnet in less 
than 10 seconds and it is not detected by sfPortscan. 
A new experiment was performed with a configuration 
that uses sense_level {low} and also uses 

include_midstream and detect_ack_scans. The scan 
profile is the same. This scan also discovers all hosts 
on the subnet in less than 10 seconds and it is not 
detected by sfPortscan. 
These experiments indicate that sfPortscan does not 
detect scans for discovering the hosts of a network 
when it is configured with low sensitivity. A network 
administrator should only use a "low" sensitivity if 
Snort generates many false detections using a 
configuration with greater sensitivity. 
 
B. Minimal configuration of medium sensibility 
This configuration uses sense_level {medium} and 
does not use the include_midstream or 
detect_ack_scans options. The standard scanning 
profile used is as follows: 

nmap -sn -T3 -v -PE -PP -PS -PA  1.2.3.0/24 
This scan takes less than 6 seconds, but sfPortscan 
detects an ICMP Filtered Sweep and a TCP Filtered 
Portsweep. 
The first action of evasion is to slow the scans down. 
The simplest method is to use timing templates -T2, 
-T1, and -T0. These templates only allow to send a 
request after receiving the response of the previous 
request, without parallelism (equivalent to using the 
option --max-parallelism 1). In the following 
paragraphs, each scanning profile used is shown and 
its results are then explained. 

nmap -sn -T2 -v -PE -PP -PS -PA  1.2.3.0/24 
This is a standard scan with a timing template -T2, 
which includes a minimum of 400 ms between 
successive requests to the same host (equivalent to 
using the option --scan-delay 400). This scan takes 
about 700 seconds and sfPortscan detects 8 ICMP 
Filtered Sweep and 8 TCP Filtered Portsweep. In the 
next scan, the time between probes is increased to 
avoid detection. 

nmap -sn -T1 -v -PE -PP -PS -PA  1.2.3.0/24 
This is also a standard scan with a timing template  T1, 
which includes a minimum time between requests of 
15 seconds. The scan takes 6.8 hours, discovers the 51 
hosts in the network, and sfPortscan detects 10 ICMP 
Filtered Sweep, but no TCP Filtered Portsweep. As 
sfPortscan has detected the scan only because of ICMP 
packets, the scan is performed again, but using only 
TCP packets. 

nmap -sn -T1 -v -PS -PA  1.2.3.0/24 
This scan takes 3.5 hours, discovers 46 hosts, and 
during the whole scanning period, sfPortscan 
generates no detection. 

 
C. Maximum configuration of medium sensitivity 
This configuration uses sense_level {medium} and 
also uses detect_ack_scans and include_midstream 
options. The initial scan profile is the last profile used 
with the minimal configuration of medium sensitivity. 

nmap -sn -T1 -v -PS -PA  1.2.3.0/24 
This scan takes 3.5 hours, discovers 48 hosts, and 
generates only 2 detections TCP Filtered Portsweep. 
Instead of testing the timing template -T0, which 
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would severely slow down any scan, the effectiveness 
of the options of evasion is analyzed. 

nmap -sn -T2 -v -PE -PP -PS -PA --badsum 
--randomize -hosts 1.2.3.0/24 

This scan profile uses the --badsum option to request 
Nmap to send packets with incorrect checksums to the 
hosts of the network. This scan takes 34 minutes and 
does not generate any detections, but only discovers 4 
hosts. Therefore, using the --badsum option in 
discovery scans is useless, because well configured 
hosts do not respond to packets with errors. 

nmap -sn -T2 -f -v -PE -PP -PS -PA 
--randomize-hosts 1.2.3.0/24 

This scan profile uses the -f option to request Nmap to 
fragment queries in packets of 8 bytes. It discovers 51 
hosts in 13 minutes, but generates 8 detections ICMP 
Filtered Sweep and 6 detections TCP Filtered 
Portsweep, so fragmentation is not very useful as a 
measure of evasion. 

nmap -sn -T2 -v -PE -PP -PS -PA 
--randomize-hosts --data-length 32  1.2.3.0/24 

This scan profile uses the --data-length option to add 
32 random bytes to all queries sent by Nmap. It 
discovers 55 hosts in 13 minutes, but generates 9 
detections ICMP Filtered Sweep and 7 detections TCP 
Filtered Portsweep. 
Given the lack of effectiveness of evasion measures 
applied independently, they are used in combination in 
a new scanning, and also with a slower timing 
template. 

nmap -sn -T1 -v -PS -PA --randomize-hosts 
--data-length 32  --mtu 16  1.2.3.0/24 

This scan profile finds 42 hosts in 3.6 hours and 
generates no detections. Depending on the number of 
routers between the scanner and the scanned network, 
it may be necessary to reduce or eliminate the added 
data and reduce the level of fragmentation. 

nmap -sn -T1 -v -PS -PA --randomize-hosts 
--mtu 32 1.2.3.0/24 

This profile finds most network hosts and produces no 
detections, but to obtain these results, the added data 
have had to be removed and the level of fragmentation 
reduced. 
 
D. Minimum configuration of high sensibility 
This configuration uses sense_level {high} and the 
options detect_ack_scans and include_midstream are 
not used. The initial scan profile is slow but fairly 
complete, with 2 ICMP requests and 2 TCP requests. 

nmap -sn -T1 -v -PE -PP -PS -PA 
--randomize-hosts 1.2.3.0/24 

This scan takes about 7 hours, discovers 52 hosts and 
generates 28 detections ICMP Filtered Sweep and 11 
detections TCP Filtered Portsweep. 
A new scan is performed without ICMP requests to 
check if it reduces the time while keeping utility. In 
addition, evasion measures used in previous scans are 
used. 

nmap -sn -T1 -v -PS -PA --randomize-hosts  
--data-length 32 --mtu 16 1.2.3.0/24 

This scan takes 3.5 hours, discovers 44 hosts, and 
generates 19 detections TCP Filtered Portsweep.  
As the sfPortscan preprocessor clearly detects the 
scan, the slowest timing template is directly used. 

nmap -sn -T0 -v -PS -PA --randomize-hosts 
1.2.3.0/24 

This scan finds 47 hosts in 24.2 hours and does not 
generate any detections. Specific evasion measures 
was not considered, because they are not necessary. 
 
E. Maximum configuration of high sensibility 
This configuration uses sense_level {high} and it also 
includes detect_ack_scans and include_midstream 
options. The initial scan profile is the slowest possible. 

nmap -sn -T0 -v -PS -PA --randomize-hosts 
1.2.3.0/24 

This scan takes 29 hours and it discovers the hosts in 
the network, but it generates 2 TCP Portsweep. There 
is not a high number of detections, because in the log 
file of sfPortscan there are another 4511 events. 
However, the scan has been detected. 
 
CONCLUSIONS 
 
In this evaluation work, a method to evaluate the 
capabilities of scan detection of a NIDS and the 
capabilities of detection evasion of a scanner has been 
proposed. The method is simple and very easy to use. 
The method uses a real network operating normally as 
the evaluation environment, but the NIDS only 
processes the scan traffic and some other residual 
traffic. Fig. 5 summarizes the main conclusions of the 
experiments scanning networks. 
 

 
Fig.5. Capability of  scan detection and detection evasion in 

computer networks with Snort and Nmap. 
 
In each cell of the table, a scan profile (Namp) is 
confronted with a configuration of the detector 
(Snort), and the result of the confrontation is 
documented: YES (Detection) or NO Detection 
(Evasion). The experiments have allowed to define the 
red line that separates the profile-configuration 
combinations that allow the detection of the scan from 
those that do not allow the detection. 
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