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Abstract— Dynamic Wireless Sensor Network (DWSN) has higher count of tiny sensor nodes in network. To perform the 
operations such as data transfer, communications, token transfer etc. at each node requires energy. So, transmission of 
information decreases the network lifetime in sensor network. The system builds the lifetime of network by minimizing the 
utilization of energy of specific sensor node. For secure communication Certificate-Less Effective Key Management (CL-
EKM) protocol is used. The Cluster Head (CH) which has cluster key for the purpose of forwards message's inside the 
cluster. Pair-wise key shares the key to every node present in neighbor. The collected information is forwarded securely to 
base station by making use of individual key. The CLEKM reinforces effective key modified after removal of a node or gets 
added in a cluster. In the system, if attack is performed on cluster members or cluster head, it may lead to major data loss. To 
overcome this problem the new Data Collection Node (DCN) is added to network which collects authenticated data and 
minimize the load of Base Station (BS). This newly introduced Efficient Secure Routing Data Collection Node (ESR-DCN) 
detects the attack and sends data securely to BS through DCN using CL-EKM.  
 
Keywords— Wireless Sensor Networks.  
 
I. INTRODUCTION  
 
A Wireless Sensor Network (WSN) has a various 
number of sensor nodes, having batteries to power 
them, having sensing, and data processing as well as 
radio communication components of short-range. The 
uses of WSNs varies from the best known, such as 
monitoring environment as well as automation of 
house, to ones which requiring much skill or efforts 
such as military or areas of security such as 
battlefield observations. Still in the WSN, the close 
communication between sensor nodes as well as 
operation performed by them, and the non-presence 
of physical protection make WSNs defenseless to a 
large range of network level threads also it can be 
cause due to physical damage. Despite sensor nodes 
have in built tamper-resistance technique, the 
memory chips have different memory read-out 
exposure.  
 
Owing to mobility of sensor nodes DWSN, provides 
large coverage of network and highly précised service 
besides static WSNs. For the result, dynamic WSNs 
are widely used in monitoring applications like 
surveillance of tracking target in war zone, healthcare 
system, flow in traffic as well as monitoring of 
vehicle status. Because of their unattended operative 
environments as well as failures of network in 
wireless communication sensor gadgets are helpless 
against attacks, like, impersonation, interception, 
capture or physical destruction. Henceforth, security 
is a standout amongst the most vital issues in 
numerous critical dynamic WSN applications. So, 
WSN must solve the requirements in security, like 
authentication of a node, confidentiality of data as 
well as integrity, no matters where the node is 
moving or not. 

Key management is a main method to make sure of 
security in network services and uses of WSNs. Key 
management can be elaborated as a set of 
mechanisms and processes which support key 
creation as well as the support of present key 
relationships in valid parties based to a security 
policy. Because sensor nodes present in WSNs have 
pressure in their calculation power and capability of 
memory, implemented solutions for security for 
wired and ad-hoc networks are not properly matched 
for WSNs. In WSNs, the aim of key management is 
to address the issue related to generating, managing 
and distributing those secret keys. Hence methods for 
reliable distributing as well as managing those keys 
are of important significance for the security in 
WSNs.  
 
As a solution for security, encryption key 
management protocols for dynamic WSNs is given in 
last few years depending on symmetric key 
encryption. This kind of encryption is mostly 
preferable for sensor nodes due to restricted 
capability related to energy of nodes and processing. 
Still, it has wide communication overhead as well as 
needed huge memory space for storing shared pair-
wise keys. It is also nor scalable not resilient in 
oppose with node hacked. Also it does not support 
node mobility. So, symmetric key encryption is not 
appropriate for DWSNs. Currently, asymmetric key 
depending on methods have been given for dynamic 
WSNs. Presented method keeps positives of public 
key cryptography (PKC) like, Elliptic Curve 
Cryptography (ECC) or Identity-based Public Key 
Cryptography (ID-PKC) in order to simplify the 
process of establishment of the key and information 
authentication in nodes. PKC is very costly compared 
to symmetric key encryption for to calculation cost. 
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However, modifications made Efficient Key 
Management in Dynamic Wireless Sensor Network 
recently in the development of ECC have shown the 
feasibility of applying PKC to WSNs. Additionally, 
PKC is flexible to node compromising attacks as well 
as is more scalable and flexible. 

  
Also, the security proneness of present ECC-
dependent method lead to vulnerable behavior related 
to message forgery, key compromise as well as 
available key attacks. In addition to, security flaws of 
which are the static private key is made public to the 
different at the time of both nodes creates the session 
key. These system depending on ECC having 
certificates when applied straight to dynamic WSNs, 
undergo from the certificate management overhead of 
all the sensor nodes. So, the practical application for 
huge scale WSNs is not possible. The operation of 
pairing is depending on ID-PKC method are 
inefficient due to the calculation overhead for pairing 
operations. 
 
To overcome this issue related to key we present an 
Efficient Secure Routing Data Collection Node (ESR-
DCN) for dynamic WSNs. In this system we have 
made use of Key Generation Center (KGC) for partial 
private key generation. 
In this paper we study about the related work done on 
the feature selection techniques in section II, the 
implementation details in section III where we see the 
system architecture, modules description, 
mathematical models, algorithms and experimental 
setup. In section IV we discuss about the expected 
results and at last we provide a conclusion in section 
V. 
 
II. RELATED WORK 
 
H. Chan et.al. [1] Present three novel methods for key 
establishment utilizing the system of pre-distributing 
an irregular set of keys to every node. At the 
beginning, in the q-composite keys technique, authors 
removes the differences between a large-scale 
network hack for somewhat strengthen irregular key 
pre-distribution's capacity opposite to smaller-scale 
attacks. Next, in the multipath-reinforcement 
technique, authors demonstrated powerfulness of the 
security in any two nodes by utilizing the security of 
different links. At last, they have given the random 
pair-wise keys methods, this is also provides the 
secrecy of the reaming of the system when any of the 
node is caught, as well as allow node-to-node 
authentication and also quorum-based Efficient Key 
Management in Dynamic Wireless Sensor Network 
revocation. 
 
W. Du et.al [2] the matrix was created consisting 
group of nodes. Then groups were deployed by using 
Gaussian distribution functions. Wherein the area 
covered by the node was limited, hence key pre-

distribution method was used. For this the method 
consisting schemes as key pre-distribution and setting 
up key space pools. From key pre-distribution scheme 
common secret keys were found and in setting up key 
space to each pool assign the space to each key pool 
by horizontally and diagonally. At the time when the 
size of network is huge memory space is needed. The 
performance of sensor networks can be improved by 
using our proposed scheme. The improvement is done 
in both the connectivity and resilience. 
 
M. R. Alagheband et.al [3] proposed a dynamic key 
management framework based on Elliptical Curve 
Cryptography and signcryption method for 
heterogeneous WSNs. The proposed scheme has 
network scalability and sensor node (SN) mobility 
especially in liquid environments. Moreover, both 
periodic authentication and a new registration 
mechanism are proposed through prevention of SN 
compromise. The authors analyses some of the more 
seminal hierarchical heterogeneous WSN key 
management schemes and compare them with the 
proposed scheme. 
 
I.-H. Chuang and et.al [4], Two Layered Dynamic 
Key Management (TDKM) method is used for 
efficient transmission of data between the nodes. 
Hence the nodes were divided into the categories MN 
(Member Node, CH (Cluster Head), GL (Group 
Leader), GM (Group Member) using the concept of 
clustering and grouping the data was transferred. The 
data was transferred MN to CH and CH to BS thereby 
covering two phase transmission. The protocols those 
were included where SIDP(Secret information 
Distribution Phase) which uses Blom’s technique, 
PKDP(Pair-wise Key Distribution Phase) which uses 
Diffie-Hellman key exchange protocol and 
GKDM(Group Key Distribution Phase) which uses 
the concept of broadcasting. A TDKM methodology 
is used for cluster-based WSN (CWSN). Keys are 
used to trade by not performing 
encryption/decryption in TDKM. The TDKM is 
disfigured with different key management protocols 
to improve its efficiency. In CWSN the key 
generation overhead, network security and 
transmission overhead are evaluated. 
 
S. S. Al-Riyami et.al [5], The Certificate-less Public 
Key Encryption (CLPKE) scheme is depending upon 
Identity-Based Encryption. The outcomes in the 
bilinear pairing-based schemes demands costly 
operations. The model of CLPKE was considered 
wherein eight randomized algorithms were used. The 
security is further enhanced by adding signature and 
verification. 
 
S. Seo et.al [6] it generates encapsulates new keys 
efficiently and transmits data securely in different 
application. This approach depends on PKI making 
use of a certificate trusted by CA. It required the 
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management of certificates. Public Key Cryptography 
(IDPKC) was implemented to reduce the need from 
specific certificates. The Key Generation Centre 
(KGC) stores the private keys of all users. The 
Certificate-Less Hybrid Signcryption (CL-HSC) 
schemes are not secure when forgery attack is 
performed. Elliptic Curve Cryptography (ECC) 
depending on Certificate-Less Hybrid Signcryption 
(CL-HSC) method without pairing operations was 
proposed. The security was providing in CL-HSC 
scheme against cipher text attack. The CL-HSC 
scheme reduces the computational overhead. It is also 
used to utilize ECC (Elliptic Curve Cryptography). 
 
X.-J. Lin et.al [7], represents constrains as given in 
[5] with modification of enhancing the security by 
small key size. To implement security two types of 
adversary models are used. Efficient authenticated 
key establishment protocols are used to communicate 
between nodes in sensor network. A hybrid 
authenticated key establishment scheme was utilized 
for variance in capacities the scheme replaces with 
efficient symmetric-key depending operations as well 
as minimizes the cost. System utilized to prevent the 
key management issue in symmetric key based 
protocols. The amount of scalability also managed. 
 
Q. Huang et.al [8] considers efficient authenticated 
key establishment protocols between a sensor and a 
security manager in a self-organizing sensor network. 
We propose a hybrid authenticated key establishment 
scheme, which exploits the difference in capabilities 
between security managers and sensors, and put the 
cryptographic burden where the resources are less 
constrained. The hybrid scheme reduces the high cost 
public-key operations at the sensor side and replaces 
them with efficient symmetric-key based operations. 
Meanwhile, the scheme authenticates the two 
identities based on public-key certificates to avoid the 
typical key management problem in pure symmetric-
key based protocols and maintain a good amount of 
scalability. 
 
S. H. Seo et.al [9] proposed a novel CL-HSC scheme 
without pairing operations. In order to evaluate its 
performance, they implemented our CL-HSC scheme 
and conventional hybrid encryption approaches. The 
experimental results show that our CL-HSC scheme 
is efficient and suitable for secure communications in 
AMI networks. 
 
III. PROPOSED SYSTEM 
 
A. System Overview 
The following figure1 shows proposed system 
architecture  i.e  Efficient Secure Routing Data 
Collection Node (ESR-DCN) in dynamic wireless 
sensor network, in which first user generate a 
network by deploying the nodes and then system 
create a cluster. The cluster creation is done on the 

basis of the node position with the node which is 
available in clusters range is allocated as a Data 
Collection Node (DCN). System selects the CH from 
each cluster on the basis of energy, distance from BS 
and number of neighboring nodes, after this each 
node and BS generates the key. Also neighboring 
nodes of each node in network shares different pair-
wise key of each node with its nearby nodes. 

 

 
Figure 1: System Architecture 

 
Cluster key is generated and shared with all the nodes 
in each cluster for broadcasting purpose. After that 
each cluster member sends the information to its CH 
and it aggregates all valid the information. DCN 
collects data from CH and forwards towards base BS. 
In the case if any cluster member leaves/joins the 
cluster, CH will update the cluster key. Such node 
which is leaves/joins is referred as an attacker node. 
The new node generates public/private key and 
shared it with BS, CH and neighboring nodes. System 
then implement forward backward key secrecy 
process where in if source node forward data to the 
destination node and at that time the nodes which 
occurs on the path do not stored the data. The data is 
erased at backward node. As a result of which data 
remain secure. 
Pseudo Code for Proposed System 
1. Create graph g (v, e). 
2. For i = 1 to number of vertices 

(a) For each vertex  
Calculate the position. 

(b) Cluster no. =1 to n (based on position) 
3. Calculate cluster Positions. 
4. Set DCN node at position. 
5. for each vertex 

(a) Calculate energy 
(b) Calculate distance To Base Station 

 (c) Calculate number of Neighbors 
6. For i =1 to n clusters 

Select Cluster Head. 
7. For i =1 to cluster members. Size 

(a) if (attacker!=cluster head) 
{ 
Collect the data at Cluster Head 
For i =1 to Cluster Head.size 
Determine the DCN 
Aggregate the Data at DCN 
} 
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(b) else  
{ 
Determine the DCN 
Aggregate the Data at DCN. 
} 

8.  For i=1 to DCN.size 
  Send the aggregated data at Base Station. 
 
A. Mathematical Model 

 
1. Time delay: 

Delay	 = 	 τ − τ  
Where,  
τ  Will be Start time 
τ  Will be end time 
 

2. Packet Delivery Ratio: 
푃푎푐푘푒푡	퐷푒푙푖푣푒푟푦	푅푎푡푖표푛

=
푁푢푚푏푒푟	표푓	푝푎푐푘푒푡	푟푒푐푒푖푣푒푠
푁푢푚푏푒푟	표푓푝푎푐푘푒푡푠	푠푒푛푑 	× 100 

3. Energy Calculation of each node: 
The energy spent of a node that transmits l-
bits packet over distance d is: 
퐸 (푙, 푑) = 퐸 (푙) + 퐸 (푙, 푑)

= 퐸 ∗ 푙 +∈ 푑(2) ∗ 푙 
d: Communication distance for sensor node 
Emp : Multipath fading model radio amplifier 
energy 
Eelec Radio electronics energy (50 joule) 
∈ Transmitter constant (1 amp) 
Etx Energy required to transmission the data 
 
Where, with amplifying index ∈fs; ∈ms 
respectively, 

푑0 =
∈ 푓8
∈ 푚푝 

 
The energy consumption of receiving this 
message is: 

퐸 (푙) = 퐸 ∗ 푙 
 
퐸 :	Energy required receiving the data 
l : Length of data 

4. Distance from node: 
The distance between points a and b is 
calculated by, 

푑(푎,푏) = (푏 − 푎 )  

      a,b : nodes     
 Set Theory : 

Let S be a system such that,  
S={ Input, Process, Output } 

• Input: 
Sensing Information 

IP = {IP1, IP2,….,IPn} 

IP is a set of input represents sensing 
information. 
• Process: 

1) Set of sensor nodes. 
SN = {SN1, SN2,….,SNn} 

SN is a set of sensor nodes in a 
network. 
 
2) Cluster Formation 

CF = {CF1, CF2,……, CFn} 
CF is set of clusters created in set up phase. Each 
cluster has number of sensor nodes. 
 
B. Algorithm 
 

 ECC Algorithm: 
 

 
Figure 2: Elliptic Curve Cryptography 

 
ECC uses three key utilization phases which are as 
key generation, encryption and decryption. The key 
generation phase is vital part. In this phase both 
public and private keys are generated. The sender 
encrypts the text with receiver’s public key and 
receiver decrypts that text by using its own private 
key. From the line of point P on the curve and 
random number d (this number should be always a 
prime number). The value of Q is calculated by using 
equation Q= d * P. Then the value of Q is consider  
as public key and d is consider as private key. In 
encryption phase, the cipher text is generated. This 
cipher-text is then sending to the receiver for 
decryption. In decryption phase, receiver decrypts the 
cipher-text message by using receiver’s private key. 
 
IV. RESULT 

 

 
Figure 3: Energy Consumption Graph 
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Figure 2 shows the energy consumption by proposed 
system and present system. Here it is seen that the 
proposed system uses less memory compared with 
present system.  
 

 
Figure 4: Time Comparison Graph 

 
Figure 3 show the time comparison in proposed 
system and existing system. It can be seen that the 
proposed system takes less time as compared to the 
existing system. 
 
CONCLUSION AND FUTURE SCOPE 
 
This paper proposed first Certificate-Less Effective 
Key Management Protocol (CL-EKM) for secure 
transmission in DWSNs supports adequate 
communication for key renovate as well as manages 
at a time when a node leaves or enters in cluster. Also 
it gives forward and backward key secrecy. The 
scheme is secure from node compromise, 
impersonation also cloning attacks as well as secures 
the information. Also system will improve the 
network lifetime of the network wherein energy 
consumption of energy in wireless sensor network is 
drastically reduced. The system will be helpful in 
detecting malevolent data injection from attacker on 
cluster members and cluster head for protected 
communication and authentication in wireless sensor 

network. The experimental results demonstrate the 
efficiency of CL-EKM in resource constrained 
WSNs. Also this system implement Data collection 
node for communication within cluster head and base 
station.  When the attacker node is cluster head the 
authenticated data is aggregated at DCN as well as 
data sending without disconnection. Efficient Secure 
Routing Data Collection Node (ESR-DCN) node 
scheme is used to degrade the overhead of BS. 
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