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Abstract— with the rapid growth of Cloud Computing, Formal Methods became a good choice for the refinement of 
message specification and verification for Dynamic Routing in Cloud Computing. Cloud-based Dynamic Routing is 
becoming increasingly popular. We propose feedback in Formal Methods for Dynamic Routing and Cloud Computing; the 
model and topologies show how to send messages from index zero to all others formally. The responsibility of proper 
verification becomes crucial with Dynamic Routing in the cloud. Formal Methods can play an essential role in the routing 
and development of Networks, and the testing of distributed systems. Event-B is a formal technique that consists of 
describing the problem rigorously and introduces solutions or details in the refinement steps. Event-B is a variant of B, 
designed for developing distributed systems and message passing of the dynamic routing. In Event-B and formal methods, 
the events consist of guarded actions occurring spontaneously rather than being invoked. 
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I. INTRODUCTION 
 
The routing infrastructure of the cloud has become 
resistant to fundamental changes and the use of 
overlay networks has been proposed to provide 
additional flexibility and control. One of the most 
prominent configurable components of an overlay 
cloud is its routing, which can be dynamically 
configured to accommodate communication 
requirements that vary over time. In this paper, we 
configured the routing and proofed formally the 
message passing. 
We began by observing the properties of the cloud 
through studies on small dynamic routing model 
topologies and finding structures in the optimal 
configuration policies. Based on these observations, 
we propose formal methods to do the proofs and 
eliminate the ambiguity and subjectivity of the 
analysis requirements of cloud based routing. This is 
done by providing a logical and precise argument for 
the requirement behavior. This enhances the analysis 
performed for informal reviews and inspections. The 
use of formal specifications and formal proofs 
provides a systematic [4] and repeatable approach for 
analysis which can be supported by computer-based 
tools. 
 
II. ROUTING IN THE CLOUD 
 
In this section, we focus on routing in the Internet’s 
core at extremely high data rates. The responsibility 
of proper verification becomes crucial with Dynamic 
Routing with the cloud; routing protocols can play an 
essential role of network routing and development. A 
routing protocol is a network protocol that transports 
data across a network with a structure, allowing it to 
be routed to the specified destination network. Also, 
it is a method in which routers exchange information 

about the network they can reach. Information 
exchange allows table routing to be built and 
transferred. Routing protocols determine the best path 
for the data transportation by using some criteria, 
such as a distance or metric. Routing protocols are 
divided into two groups: Exterior and Interior. 
Exterior Routing Protocol includes Border Gateway 
Protocol (BGP), which can be used out of a network 
topology in order to connect the network with a cloud 
with the Exterior Gateway Protocol (EGP). Interior 
Gateway Protocol includes the Routing Information 
Protocol (RIP), Interior Gateway Routing Protocol 
(IGRP), Open Shortest Path First (OSPF) and 
Enhanced Interior Gateway Routing Protocol 
(EIGRP). The main types of interior routing protocols 
are Distance Vector and Link State. In Distance 
Vector Routing, the routing updates include the entire 
routing table by using periodic updates. Routing 
update packets that are sent as broadcast or unicast 
can be specified. In Link State, the routing updates 
include only new changes to the routing table; its 
bandwidth is handling a larger network and it is more 
scalable than distance vector routing protocols like 
OSPF or IS-IS. For this routing, the Administrative 
Distance is the reliability of a routing information 
source. The reliability receives values between 0 and 
255, in which a higher value represents less reliability 
(i.e. 255 represents no reliability trust and therefore 
the source ignored). Lower administrative distance 
values are always chosen as the routing protocols to 
for transporting the data. [1]- [2]- [3] 
We are implementing different protocols to rout 
dynamically the messages in the cloud. RIP, OSP and 
EIGRP can be implemented by selecting the paths 
and calculating the metrics. RIP is a Distance Vector 
routing protocol that is operating from UDP port 520, 
the metric used by RIP is hop count and the 
maximum number of hops is 15. EIGRP is referred as 
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an advanced Distance vector protocol, which saves 
the best metric or distance and vector for the next 
hop. OSPF is a newer alternative to Routing 
Information Protocol as Interior Gateway Routing 
Protocol. Vertically, it has no practical hop count 
limit. It introduces the concept of areas in order to 
simplify management and control the traffic by 
providing load balancing. 
 

 
FIGURE1: Cloud platform for implementation of dynamic 

routing for adjacent routers 
 
In order to select the path for (A) in FIGURE 1, we 
are accepting the topology as a graph of G (V, E), 
where V is the number of nodes and E is number the 
paths. [2] 
 

 
 
Shortest path implementation for the upper FIGURE. 

 
 
If we break path between node 3 and 6 then: 

 

For choosing the best path for (B) in FIGURE 1: 

 
 
Initialization: 
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III. FORMAL VERIFICATION AND 
REFINEMENTS OF CLOUD ROUTING 
 
Cloud and Physical Routers: 
BGP is relevant to network administrators from large 
organizations. For connecting two or more cloud 
routers, we are using BGP version 4, which is based 
on RFC4271. BGP V. 4 is the path-vector protocol 
that provides routing information for autonomous 
systems on the Internet via its AS-Path attribute. 
Router updates are stored in a Routing Information 
Base (RIB). A routing table will only store one route 
per destination. For selecting the best path for BGP, 
we are using multi-exit discriminator (MED) with 
CISCO routers from the cloud routing. MED is an 
optional nontransitive attribute that hints the external 
neighbors about the preferred path for an autonomous 
system (AS) that is known as the external metric for a 
route. 

 
FIGURE2: BGP protocol configuration between an edge 

Router and Cloud. 
 

 

 
Inside the topology, we can configure the Routing 
process with the following coding segment: 

 

Process and invariant declaration 
 

 
 
Initialization section 
 

Table 1: Process Invariant Analysis 

 
 
Following, the usage of routing protocols inside the 
topology based on hope count or other parameters. 

 
 

 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-4, Issue-8, Aug.-2016 

Cloud-Based Dynamic Routing With Feedback in Formal Methods 
 

20 

CONCLUSIONS 
 
In this paper, we presented Cloud-based Dynamic 
Routing with Feedback in Formal Methods inspired 
by autonomous routing protocol for service 
management in collaboration with cloud computing 
suppliers for dynamic routing. This paper discussed 
the network system design architectures and the 
protocol messaging formats with formal methods and 
the decision process along with its underlying data 
structures. Dynamic routing protocols work well in 
any type of network consisting of several routers. 
They are scalable and automatically determine better 
routes if there is a change in the topology. As 
presented, the existence of modifications with formal 
method is quite common; this evidence provides a 
remarkable opportunity for improving routing in the 
cloud with formal methods. This paper provides an 
example of how a user can implement Routing in the 
cloud by using formal methods that are an important 
mathematical proof for a network System. 
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