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Abstract— This Paper represents an abnormal network traffic detecting method for the detection of UDP spoofing attacks 
and other spoofing attacks. In this paper we have analyzed UDP packets in normal traffic with the tool named Wireshark 
.We have also compared normal traffic of packets with the traffic generated after the UDP spoofing attack in Linux based 
environment and we analyzed the network in our own interface which made I  windows . Anomaly detection is made 
available for no of spoofing attack environments and normal traffic environments in the organization.  
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I. INTRODUCTION 
 
Today Internet is growing very rapidly many people 
uses internet through broadband connections and 
networks speeds also increasing. The major reason to 
use internet is that due to the increasing dependency 
on the Internet. Because of this dependency, the 
misuse of the Internet will have a larger impact on 
society. Shopkeepers were for example unable to 
accept PIN-transaction but only cash .Therefore it is 
necessary to protect our system from any spoofing 
attacks. There are number of spoofing attacks such as 
IP spoofing attack, UDP spoofing attack, ICMP 
spoofing attack, etc. But in this paper we mainly 
focused on UDP spoofing attacks. 
UDP spoofing is most frequently used in denial of 
service attacks. In such attacks the main purpose of 
the attacker is to flood the victim with large amount 
of udp packets. Packets which contain spoofed IP 
addresses are thus suitable for such attacks. The 
additional advantage of this purpose is to filter each 
spoofed packets which are coming from different 
addresses and they also hide the true source IP 
address of the attack. For spoofing, Denial of service 
(DoS) attacks are mostly related to disturbance of 
network and its mostly makes services unavailable to 
users in required instances. Spoofing becomes less 
important in denial of service attacks due to rapid 
increase of large botnets, but for attackers spoofing is 
always available as a tool, if attackers want to use it, 
He will have to use some very confidential tools of 
spoofing attack to generate such environment. To 
observe denial-of-service attack activity in the 
Internet one technique is used named backscatter that 
relies which attackers' uses of UDP spoofing for its 
effectiveness. 
UDP spoofing is most dangerous method that cannot 
be analyzes easily its detected in detector very 
quickly and it overloads the hip memory of any pc it 
need some ip address range in terms of broadcast or 
intended user  specific. It can be extremely difficult to 
use this method of attack on any organization because 
we have to make suck a packet which contains 
spoofed ip plus destination or broadcast ip address 

plus the rate at which it should be released that is also 
important. 
Many of the protocols such as the TCP/IP suite do not 
provide any methodology for authenticating the 
source address or destination address. They are thus 
widely opened for spoofing attacks in terms IP 
Spoofing, when any useful precautions are not taken 
by network monitoring tool to acquire the identity of 
the sending machine or receiving machine. IP 
spoofing and ARP spoofing in particular may be used 
to leverage man-in-the-middle attacks against hosts 
on a computer network. Spoofing attacks which take  
signature information of  TCP/IP protocol suite which 
is part of Denial of service, In virtue of that aspects of  
packet headers, identification numbers and type of 
protocos being used for spoofing  this causes mass 
confusion among systems to decide whether machine 
is legitimate or  not    .[3] 
Packets sent using the TCP/ IP protocol in java jpcap 
suite include the IP address of the sending machine 
and recipient machine. The receiver machine directly 
replies to the sender machine using this source 
address and destination address. However, the 
correctness of these IP addresses is not verified by the 
machine. The IP protocol does not have any method 
for validating the authenticity of the packet receiver 
and sender. This predicts that an attacker can change 
the source address to be any desired machine with 
respect to its receiver address. This is almost 
exclusively done by java jpcap library algorithms and 
Linux third party software’s. by virtue of that attacker 
can misuse IP addresses and Destination address. 
This Knowledge can be particularly useful to disturb 
the network some of the attack Detection analyzed as 
above results fig 1.1 and fig 1.2 Includes Network 
Performance of system during attacks. [11][12] 
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1.1 Packets Analyzed during UDP spoofing Attack 
 

 
 
1.2 Network Performance during attack 
Many of the protocols in the TCP/IP suite do not 
provide techniques for verifying the destination or 
source addresses of a message. So they are under the 
influence of spoofing attacks when more care is not 
taken. receiving or sending host. IP 
spoofing and ARP spoofing in particular may be used 
to leverage man-in-the-middle attacks against hosts 
on a computer network. Spoofing attacks which use 
TCP/IP suite protocols may be reduced by some 
amount with the use of firewalls capable of deep 
packet inspection to verify the identity of the 
recipient or sender of a message. 
The IP address of the sending host is required to send 
packets using the IP protocol. This source address is 
used by the recipient to direct replies to the sender. 
However, the protocol did not verify the correctness 
of this address. There is no method specified by the 
IP protocol which is used to validate the authenticity 
of source of the packets. Thus an attacker can make 
changes in the identity of packet and make it useful 
suspicious  purposes. Given that attackers can use this 
weakness very well for attacks and it could be very 
useful to know that network traffic has spoofed 
source addresses or not. This Knowledge can be 
particularly useful as a supporter to reduce false 
positive from various intrusion detection systems. 
Some of the attack Detection analyzed as below 
Including Network Performance of system. 
 
II. METHODOLOGY 
 
In this paper we are discussing the methodology 
about how to detect spoofing attacks, there were 
many methods discovered in the past but we are 
concentrating on flow based methodology to detect 
the anomaly in network  
 
2.1 Attack Detection Methodology 
There are actually two main spoofing attack detection 
approaches for attack: the behavioral approach (also 
called anomaly detection) and the signature analysis 
(also called misuse detection). 

Anomaly detection is based on statistical description 
of the normal behavior of users or applications. The 
misuse detection is based on collecting attack 
signatures in order to store them in a database. The 
intrusion detection system (IDS) then parses audit 
files to find patterns that match the description of an 
attack stored in the database. The main goal of 
intrusion detection system is to detect unauthorized 
use,. At present, the intrusion detection system has 
the high false negative rate; this has always been a 
major problem to the user. 
 
2.2  Intrusion Detection System (IDS) 
An Intrusion Detection System (IDS) is application 
that Monitors network and system activities for 
malicious activities or policy violations and Produces 
reports to a Management Station. Intrusion 
prevention is the process of performing intrusion 
detection and attempting to stop detected possible 
incidents. Logging information about identified 
possible incidents, attempting to stop them, and 
reporting them to security administrators are the main 
objectives of Intrusion detection and prevention 
systems (IDPS). Organizations also use IDPSs for 
other Purposes, like documenting existing threats, 
identifying problems with security policies, and 
observing individuals from violating security policies. 
Nowadays, almost every organization must add 
IDPSs to its security infrastructure. 
 
2.3 Statistical Anomaly-based IDS 
A statistical anomaly-based ID establishes a 
performance baseline based on evaluations of normal 
network traffic. It will then do the sampling of current 
ongoing  network traffic activity on the basis of that 
baseline which will be useful to detect with respect to 
baseline parameters. If the sampled traffic is not 
inside  the baseline parameters then an alarm will be 
triggered. Misuse Detection, use patterns of well-
known attacks to identify intrusions that include: 

 Record the specific patterns of intrusions, 
 Monitor current traffic with statistical 

approach and pattern matching with standard 
libraries, 

 Report the matched events as intrusions, 
 Representation models: expert rules, 

detection algorithm, specified data rates, 
proper source and destination address 
including mac, etc. 

Anomaly detection: it’s nothing but deviation from 
normal traffic usage patterns to identify intrusions 

 Establishing the normal traffic behaviour 
profiles, 

 Observe and compare current traffic with the 
spoofing traffic or attack traffic , 

 Reporting significant deviations as 
intrusions,  

 Statistical measures as to detect the packets, 
 Establish proper baseline parameters, 
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 Detect the network activity and analyse the 
results. 

A typical spoofing attack consists of collected large 
number of compromised hosts to send unusual 
packets to flood a victim or its Internet connection or 
both.  
Some of the important points observed in networking 
labs in the world are; 

 The study found that 99% of mobile 
spoofing attacks were targeted at Android 
devices. [1][2] 

 Act to Kaspersky Survey of 2013 nearly 1, 
00,000 new malicious programs were 
detected. [3][5] 

 Kaspersky Lab Survey States India 
contributes to 8% of spoofing Network 
Attacks.  

 By Cisco's 2014 Annual Security Report 
Malware is known as "malicious software," 
that is used solely to gain access to a private 
computer system. [9] 

 Spoofing such as phishing (stealing data), 
Like jacking (tricking social media users 
into “liking” a fake post), and forcible 
redirect (websites that take you straight to 
malware ads) [9][10] 

 According to ABI Research firm the 
Computer Security Services market will 
total around $1.88 billion by the end of 
2013. 

 
III. DETECTION MECHANISM 

 
 
3.1 Attack Detection analogy 
As Shown in block Diagram, LAN Environment is 
created by using multiple machines (PC) and 
switches used to Connect LAN, there are 4 victims 
including the one whose IP Address is spoofed 
Denoted by Victim A and Victim A,B,C,D are in 
Ethernet Communication connected to Layer 2 
Switch. 
Layer 3 Switch is used to connect multiple LAN 
Environments so by Using Layer 3 switch Attacker 
has spoofed the IP Address of Victim A which is 
unknown to victim B,C,D so by using IP Address of 

Victim A. An attacker is flooding packets to Victim 
B, C, and D using software called Hping3. It’s highly 
Confidential Process.  
To generate such attack attacker should have proper 
knowledge of what kind of protocol to be used to 
flood it or to spoof it, So when any attacker floods the 
packets in the Network other victims doesn’t know 
who is sending such packets, so as they know it’s 
coming from victim A they sends Acknowledge 
signals to victim A but actually it’s not coming from 
Victim A its Coming From Attackers Side. Which in 
terns the traffic in LAN environment become Sniff 
Causing slowdown of flow of packets. 
As Acknowledgements Overloaded in ‘Victim A’ it 
becomes corrupted or signal jammed causing loss of 
multiple packets which intern is not good for 
communication between Multiple PC. 
So to reduce such problems we are introducing 
statistical approach in terms of User interface to 
reduce spoofing attack and to analyze what actually 
network is carrying this interface will operate as 
particular computer starts. It will suddenly generate 
report of which PCs it has been connected to, what is 
the net flow / Packets Flow, what is IP address of 
machines connected in LAN, it will also stop and 
resume Network traffic as if PC will be flooded with 
Similar or Dissimilar Packets. Wireshark will operate 
so as to analyze network traffic on LAN environment. 
Below results shows how anomaly observed on the 
detection software 

 

 
3.2 Anomaly Detected in normal behavior 
 

 
 
3.3 Complete View of Anomaly Detector 
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CONCLUSION 
 
Network is an open space that facilitates the user in 
every mean; but many unauthorized user misuses this 
facility and wanted to gain useful information of 
someone else for their own means by adopting 
different network crimes. And Forging an IP address 
of a legitimate user is one of them. (During the 
literature survey of the previous work done we came 
to know that for securing IP address to be forged there 
is no such contribution is available.) 
IP spoofing attacks are Unavoidable by the nature of 
packets they produce in the network. Understanding 
how spoofing attacks are built and implemented, 
combined with a simple network monitoring method 
or tool, we can help to protect our network from 
disastrous spoofing as well as hacking techniques and 
cracking those techniques is the long term process and 
widely open for the networking world. Spoofed-
packets used in many different attacks. Spoofed-
packets can be detected by a number of methods and 
we are projecting one of the method.  
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