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Abstract:-Grid computing has emerged as a distributed methodology that coordinates the resources that are spread in the 
heterogeneous distributed environment. The resources can be categorized as computational resources and storage resources 
A grid is composed of a collection of heterogeneous systems such as workstations, servers, computers that allows access to 
computing power, data sharing, memory use, software applications, hardware peripherals, etc. Grid scheduling is a software 
framework with which the scheduler collects resource state information, selects appropriate resources, predicts the potential 
performance for each candidate schedule, and determines the best schedule for the applications to be executed on a Grid 
system subject to some performance goals. A scheduler is the mediate resource manager as the interface between the 
consumers and the underlying resources. The probability of a failure is much greater than in traditional parallel computing 
and the failure of resources affects job execution fatally .It is therefore necessary to investigate the application of fault 
tolerant techniques for Grid. Fault tolerance is an important property in Grid computing as the dependability of individual 
Grid resources may not be able to be guaranteed; also as resources are used outside of  organizational boundaries, it becomes 
increasingly difficult to guarantee that a resource being used is not malicious in some way.  
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I. INTRODUCTION  
 
Grid computing consists a number of heterogeneous 
systems that involves the aggregation of network 
connected computers to form a large-scale distributed 
system for coordinated problem solving and resource 
sharing. Grid computing typically involves using 
many resources to solve a single, large problem that 
could not be executed on any one resource. 
Management of these resources becomes complex as 
the resources are geographically distributed, 
heterogeneous in nature, owned by different 
individual or organizations with their own policies, 
have different access models, and have dynamically 
varying loads and availability. As the number of grid 
system components increases, the probability of 
failures in the grid computing environment becomes 
higher than that in a traditional parallel computing 
scenario [1, 2, 3].  It is therefore necessary to 
investigate the fault tolerance techniques for grid 
computing. Fault tolerance is the ability to preserve 
the delivery of expected services despite the presence 
of fault-caused errors within the system itself. It aims 
at the avoidance of failures in the presence of faults. 
Fault tolerance is an important property in Grid 
computing as grid resources are geographically 
distributed in different administrative domains 
worldwide[4].  
 
1.1 Grid Architecture 
 
A grid's architecture is often described in terms of 
"layers", where each layer has a specific function. 
The higher layers are generally user-centric, whereas 
lower layers are more hardware-centric, focused on 
computers and networks. The following figure shows 
the Grid Architecture 
 

 

 
Figure 1 : The Grid Architecture 

 
The components that are necessary to form a Grid are 
as follows. 
1. Fabric: The Grid Fabric layer provides the 
resources to which shared access is mediated by Grid 
Protocols. A “resource” may be a logical entity, such 
as a distributed file system, computer cluster, or 
distributed computer pool; in such cases, a resource 
implementation may involve internal protocols but 
these are not the concern of Grid architecture. 
2. Core Middleware: This offers core services such 
as remote process management, co-allocation of 
resources, storage access, information registration 
and discovery, security, and aspects of Quality of 
Service (QoS) such as resource reservation and 
trading. 
3. User-level Grid middleware: This includes 
application development environments, programming 
tools and resource brokers for managing resources 
and scheduling application tasks for execution on 
global resources. 
4. Grid applications and portals: Grid applications 
are typically developed using Grid-enabled languages 
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and utilities such as HPC++ or MPI. An example 
application, such as parameter simulation or a grand-
challenge problem, would require computational 
power, access to remote datasets, and may need to 
interact with scientific instruments. Grid portals offer 
Web-enabled application services, where users can 
submit and collect results for their jobs on remote 
resources through the Web. 
 
1.2 Grid Classification 
 
On the basis of use grid computing can be divided 
into different types:  
1. Computational grids: These type of grid are 
meant to provide secure access to computational 
resources, sufficient enough to perform processing of 
computational problems which otherwise would have 
required high computing power machines. 
2. Collaboration grid: With the advances in network 
hardware resources and internet services, demand for 
better collaboration has increased. Such desired 
collaboration is best possible with these kinds of 
grids.  
3. Utility Grid: In this type of grid not only CPU 
cycles are shared, also other softwares and special 
peripherals like sensors are also shared.   
4. Network grid: Even if we have computational 
machines with enough computational power as a part 
of grid but with poor network communication one 
can’t utilize those machines optimally. Network grid 
provides high performance communication using data 
caching between nodes there by speed-up 
communication with each cache nodes acting as 
router.  
5. Data grid: There are two things, data and 
computation over that data. Data grid provides the 
support for data storage other data related services 
like data discovery, handling, publication, etc.  [5] 
 
1.3 Grid Characteristics 
 
Essential characteristics that a grid is supposed to 
have  may be described as follows: 
1.  Large scale: A grid must be able to deal with a 

number of resources ranging from just a few to 
millions. This raises the very serious problem of 
avoiding potential performance degradation as 
the grid size increases. 

2. Geographical distribution: Grid’s resources 
may be located at distant places. 

3. Heterogeneity: A grid hosts both software and 
hardware resources that can be very varied 
ranging from data, files, software components or 
programs to sensors, scientific instruments, 
display devices, personal digital organizers, 
computers, super-computers and networks. 

4. Resource sharing: Resources in a grid belong to 
many different organizations that allow other 
organizations (i.e. users) to access them. 
Nonlocal resources can thus be used by 

applications, promoting efficiency and reducing 
costs. 

5. Multiple administrations: Each organization 
may establish different security and 
administrative policies under which their owned 
resources can be accessed and used. As a result, 
the already challenging network security  
problem is complicated even more with the need 
of taking into account all differentpolicies. 

6. Resource coordination: Resources in a grid 
must be coordinated in order to provide 
aggregated computing capabilities. 

7. Transparent access: A grid should be seen as a 
single virtual computer. 

8.  Dependable access: A grid must assure the 
delivery of services under established Quality of 
Service (QoS) requirements. The need for 
dependable service is fundamental since users 
require assurances that they will receive 
predictable, sustained and often high levels of 
performance. 

9.  Consistent access: A grid must be built with 
standard services, protocols and inter-faces thus 
hiding the heterogeneity of the resources while 
allowing its scalability. Without such standards, 
application development and pervasiveuse would 
not be possible. 

10. Pervasive access: The grid must grant access to 
available resources by adaptingto a dynamic 
environment in which resource failure is 
commonplace. This does not imply that resources 
are everywhere or universally available but that 
the grid must tailor its behavior as to extract the 
maximum performance from the available re-
sources. [6] 

 
The rest of the paper is organized as follows: Section 
2 deals with the basic concepts related to Fault 
Tolerance. Section 3 deals with the types of faults. 
Section 4 deals with the Grid Fault Management. 
Fault Tolerance mechanisms and Fault Avoidance 
have been discussed in Section 5 and Section 6 and 
Section 7 deals with the main issues in distributed 
Systems. 
 
II. BASIC CONCEPTS OF FAULT 

TOLERANCE 
 
Fault tolerance is the ability of a system to perform its 
function correctly even in the presence of faults. The 
fault tolerance makes the system more dependable. 
Being fault tolerant is strongly related to what are 
called dependable systems.  
 
Dependability is a term that covers a number of 
useful requirements for distributed systems which  
includes  the following terms  
1. Availabibity: Availability is defined as the 

property that a system is ready to be used 
immediately. In general, it refers to the 
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probability that the system is operating correctly 
at any given moment and is available to perform 
its functions on behalf of its users. In other 
words, a highly available system is one that will 
most likely be working at a given instant in time. 

2. Reliability: It refers to the property that a system 
can run continuously without failure. It is defined 
in terms of a time interval instead of an instant in 
time. A highly reliable system is one that will 
most likely continue to work without interruption 
during a relatively long period of time. 

3. Safety: It refers to the situation that when a 
system temporarily fails to operate correctly, 
nothing catastrophic happens. 

4. Maintainability: It refers to how easy a failed 
system can be repaired. A highly maintainable 
system may also show a high degree of 
availability, especially if failures can be detected 
and repaired automatically. 

 
The functions to achieve dependability are: 
 
1. Fault prevention: means to prevent the occurrence 
or introduction of faults. 
2. Fault tolerance: means to avoid service failures in 
the presence of faults. 
3.  Fault removal: means to reduce the number and 
severityof faults 
4. Fault forecasting: means to estimate the present 
number,the future incidence, and the likely con- 
sequencesof faults. [7] 
 
III. TYPES OF FAULTS 
 
A system is said to fail when it cannot meet its 
promises. In particular, if a distributed system is 
designed to provide its users with a number of 
services, the system has failed when one or more of 
those services cannot be (completely) provided. An 
error is a part of a system’s state that may lead to a 
failure. The cause of an error is called a fault . 
Building dependable systems closely relates to 
controlling faults. Faults are generally classified as  
1. Transient faults : These faults occur once and 

then disappear. If the operation is repeated, the 
fault goes away.  

2. Intermittent fault : It occurs, then vanishes of 
its own accord, then reappears, and so on. 
Intermittent faults cause a great deal of 
aggravation because they are difficult to 
diagnose.  

3. Permanent fault: This fault is one that 
continues to exist until the faulty component is 
repaired. [8] 

 
Faults may be classified based on several factors  
 
1. Network faults: Faults due to network 

partition, Packet Loss, Packet corruption. 

2. Physical faults: Faulty CPUs, Faulty memory, 
Faulty storage, etc. 

3. Life-cycle faults: Versioning faults. 
4. Media faults: Disk head crashes. 
5. Processor faults: Machine or operating system 

crashes. 
6. Process faults: Resource shortage, software 

bug. 
7. User “aborts”: Control “C”. 
8. Service expiry fault: The service time of a 

resource may expire while application is using 
it. 

9. Interaction faults: Protocol incompatibilities, 
Security incompatibilities, Policy problems, 
Timing overhead. [9] 

 
IV. GRID FAULT MANAGEMENT  
 
A variety of approaches are exploited for tolerating 
faults in grid, so grid fault management can be 
classified as : 
4.1 Pro-active and Post-active management: In 
literature, the work of tolerating fault in grid nodes 
can be divided into pro-active and post-active 
strategy. In pro-active strategy, before executing the 
task the failure consideration for grid is made and 
tasks are assigned to the grid nodes in the hope that 
no fault will be occurred. Whereas, post-active 
strategy handles the task failures after it has occurred 
and no failure consideration is made before the 
execution of tasks. However, in the dynamic systems 
only post-active mechanism is applicable [10]. 
 
4.2 Push Model and. Pull Model: In order to 
identify occurrence of fault in any grid node two 
approaches can be used: the push or the pull model. 
In the push model, grid components sporadically send 
heartbeat messages to a failure detector server 
declaring that they are alive and no fault is occurred. 
In the absence of any heartbeat message from any 
grid node, the fault detector server identifies that 
failure has occurred at that grid node. After the 
identification of failure it employs suitable measures 
dictated by the predefined fault tolerance mechanism.  
In contrast, in the pull model the failure detector 
server sends some request messages sporadically to 
grid nodes in order to check the fault.[11].If no reply 
message is received from any grid node by the failure 
detector server then it can easily identify that at 
which grid node failure has occurred.  
 
4.3 Checkpoint: The check pointing is one of the 
most popular techniques to provide fault-tolerance on 
unpredictable systems. It is a trace of the snap of the 
entire system state in order to reschedule the 
application if some fault is occurred at any grid node. 
The checkpoint can be maintained on temporary as 
well as stable storage. However, the effectiveness of 
the mechanism is strongly reliant on the span of the 
check pointing interval. Frequent check pointing may 
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boost up the overhead, while lazy check pointing may 
go ahead to loss of significant computation.[4] 
 
V. FAULT TOLERANCE MECHANISMS  

 
The main objective of fault tolerance [12] is to 
preserve the delivery of expected services despite the 
presence of fault caused errors within the system 
itself. From a user's point of view, a distributed 
application should continue despite failures ways to 
deal with failures, various fault tolerance mechanisms 
are there. Some of these fault tolerance mechanisms 
are 
1. Application Dependent: Fault Tolerance experts 
write fault algorithms and encapsulate them into 
reusable artifacts, or modules. 
2. Monitoring Systems: In this a fault monitoring 
unit is attached with the grid. The base technique 
which most of the monitoring units follow is 
heartbeating technique 
3. Checkpointing recovery: Checkpointing recovery 
involves saving enough state information of an 
executing program on a stable storage so that, if 
required, the program can be re-executed starting 
from the state recorded in the checkpoints. 
4. Fault Tolerant Scheduling: Fault tolerant 
scheduling algorithms are using the policies with the 
job replication schemes such that jobs are efficiently 
and reliably executed. Scheduling policies are further 
classified on basis of time sharing and space sharing. 
[13]  
5.  Replication: Replication depends on the 
availability of alternative sits to run replicas. In grid 
resource replication, multiple grid resources 
simultaneously perform an identical computation and 
maintain identical state. The goal of replication is to 
ensure that at least one replica is always able to 
complete the computation in the event others fail. In 
some cases, one replica may be designated as a 
primary copy for purposes of external interaction, 
whereas others assume the role of backups. Although 
replication method is widely used as a fault tolerance 
technique but number of backups is a main drawback. 
Number of backups increase drastically as coverage 
against number of fault increases. As the number of 
backup increase management of these backups is very 
costly. Fusion based techniques overcome this 
problem. [14]. 
 
VI. FAULT AVOIDANCE 
 
The system dynamically considers every request and 
decides whether it is safe to grant the resource it at 
this point, the system requires additional apriori 
information regarding the overall potential use of 
each resource for each process. It includes 
Information aware Scheduling [15], having the 
information about resource availability and task 
execution time, the scheduler can determine which 
resource is able to complete the task without failure. 

There are two types of information that can be 
exploited by a scheduler, namely the information 
about the characteristics of the tasks, and the 
information about the characteristics of machines. 
The activity of a scheduler may be abstractly 
described as consisting of two steps: 
1.  Selection of the next task to be executed, and 
2. Selection of the machine on which it will be 
executed. [16] 
 
VII. ISSUES 
 
In a distributed real time system or in general, fault 
tolerance is the technique to give the required 
services in the presence of fault or error within the 
system. The aim is to avoid failures in the presence of 
faults and provide services as per requirement. In 
fault tolerance the fault is detected first and recovers 
them without participation of any external agents. 
The main issue in fault tolerance is how, where, and 
which technique is using to tolerate fault in 
distributed system. In any real time distributed system 
there are three main issues. 
1. Feasibility: This means that a task running should 
be finished on its deadline even though there is a fault 
in the system. Dead line in real time system is the 
major issue because there is no meaning of such a 
task which is not finishing before its deadline. So the 
question is that which method is to be applied by 
which the task can finish on deadline in the presence 
of fault. 
2. Reliability: In real time distributed system 
reliability means availability of end to end services 
and the ability to experience failures or systematic 
attacks, without impacting customers or operations. 
3. Scalability: It is about the ability to handle 
growing amount of work, and the capability of a 
system to increase total throughput under an 
increased load when resources are added. To detect, 
remove or handle these faults a task running in 
distributed environment should be finished on its 
deadline. It may be hard or soft depend on task 
requirement. In hard deadline a task should be 
finished by its deadline sharply but in soft deadline 
task can finished nearby its deadline. Many types of 
fault and failure arise in a system, so there should be 
an appropriate method which can tolerate such 
problems.  [4] 
 
CONCLUSION  
 
Fault tolerance plays a major role in order to attain 
dependability of the grid. It is very different to detect 
a fault in distributed system as compare with 
uniprocessor. Various Fault tolerance techniques 
exists  to handle the faults incured by the system. The 
need for fault tolerance is especially sensitive for 
large applications since the failure rate grows with the 
number of processors ans the duration of the 
computation. 
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