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Abstract— In multi-hop wireless ad hoc network link error and malicious packet dropping are two sources for packet losses. 
Whether the losses are caused by link errors only, or by the combined effect of link errors and malicious drop are to be 
identified, can be known by observing a sequence of packet losses in the network. But in the insider-attack case, whereby 
malicious nodes that are part of the route exploit their knowledge of the communication context to selectively drop a small 
amount of packets critical to the network performance. Conventional algorithms that are based on detecting the packet loss 
rate cannot achieve satisfactory detection accuracy because the packet dropping rate in this case is comparable to the channel 
error rate. Hence to improve the detection accuracy, the correlations between lost packets is identified. The technique called 
Homomorphism linear authenticator (HLA) based public auditing architecture is developed that allows the detector to verify 
the truthfulness of the packet loss information reported by nodes. This technique provides privacy preserving, collusion 
proof, and incurs low communication and storage overheads. A packet-block based mechanism is also proposed, to reduce 
the computation overhead of the baseline scheme, which allows one to trade detection accuracy for lower computation 
complexity. 
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I. INTRODUCTION 

 
In a multi-hop wireless network, nodes help to 
transfer packets from source to destination. Malicious 
node when added into a network, first it works in a 
cooperative way when finding the route from source 
to destination and when added into the route, the node 
starts to drop the packet it stops forwarding almost all 
the packets that are received  from its upstream node. 
This type of dropping is called as persistent packet 
dropping. This type of dropping completely lowers 
the performance of the network. It is easy to find this 
type of dropping because here most of the packets are 
dropped. There is another type in the packet dropping 
which is called as selective packet dropping. Here 
attacker node calculates the importance of various 
packets and will drop only those packets that are very 
important. This also lowers the performance of the 
network as in persistent attack case. Here the 
probability of getting detected is very low when 
compared to persistent packet dropping. In this paper 
I am mainly interested in finding this type of 
dropping. It is very difficult to detect the position of 
selective packet dropping and also to identify whether 
the packet loss is intentional or unintentional. 
Intentional packet dropping is because of attackers 
node and unintentional packet dropping is because of 
harsh channel conditions. Usually link errors exist in 
the open environment so the attacker will make use of 
harsh channel condition to drop the small amount of 
packets. Here just by observing packet loss it is not 
possible to find the real culprit for the packet loss.  
The packet dropping rate should be greater than the 
link error for the accurate detection. In this paper 
accurate algorithm is developed to detect the 

malicious packet drop. Here detection accuracy is 
very high which is achieved by finding the correlation 
of lost packets which is obtained by using the bitmap  
of packet reception provided by each node. By 
finding correlation between lost packets we can find 
whether packet loss is only because of link error or is 
the effect of combination of both link error and 
malicious packet drop because both correlation gives 
different patterns for packet loss as shown in figure 1. 
To find whether the information provided by each 
node is true or not, i make use of HLA cryptographic 
primitive. This mechanism provides some extra 
features which include privacy preservation and low 
overheads between the intermediate nodes. Privacy  
 preservation means the auditor cannot get the 
information sent through the packets.  
  
II. MOTIVATION OF RESEARCH 
    
The main goal to detect the malicious node and 
packet loss in wireless ad-hoc network and identify 
how packet drops  occurred in the network by link 
error or malicious packet drop.    By Homomorphic 
Linear Authenticator is implemented using the  
Cryptographic algorithm which deals with the 
malicious attacks and link errors effectively and 
makes the Multihop wireless ad-hoc networks free 
from the packet dropping and preserve the privacy of 
the nodes.  
 
III. RELATED WORK 

 
To find this type of packet dropping there is many 
types of technique proposed .There are two type of 
classification in the technique. The first category aims 
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at high malicious dropping rates, where most lost 
packets are caused by malicious dropping. In this 
case, the impact of link errors is ignored. Most related 
work falls into this category. Based on the 
methodology used to identify the attacking nodes, 
these works can be further classified into four sub-
categories. Crediting system, Reputation system, 
End-to-end or hop-to-hop acknowledgements and 
Cryptographic method. 
A credit system  provides an incentive for 
cooperation. A node receives credit by relaying 
packets for others, and uses its credit to send its own 
packets. As a result, a maliciously node that 
continuous to drop packets will eventually deplete its 
credit, and will not be able to send its own traffic. A 
reputation system relies on neighbors to monitor and 
identify misbehaving nodes. A node with a high 
packet dropping rate is given a bad reputation by its 
neighbors. This reputation information is propagated 
periodically throughout the network and is used as an 
important metric in selecting routes.  
Consequently, a malicious node will be excluded 
from any route. Bloom filters used to construct proofs 
for the forwarding of packets at each node. By 
examining the relayed packets at successive hops 
along a route, one can identify suspicious hops that 

exhibit high packet loss rates. The second category  
targets the scenario where the number of maliciously 
dropped packets is significantly higher than that 
caused by link errors, but the impact of link errors is 
non-negligible. Consequently, the detection accuracy 
of these algorithms deteriorates when malicious drops 
become highly selective. Instead of trying to detect 
any malicious behavior, the approach is proactive, 
and hence incurs overheads regardless of the presence 
or absence of attackers. 
 
IV. SYSTEM MODELS AND PROBLEM 
STATEMENT 

 
Network and Channel Models 
Consider an arbitrary path PSD in a multi-hop 
wireless ad hoc network. The wireless channel is 
modeled of each hop along PSD                         (Path 
to Source and Destination) as a random process that 
alternates between good and bad states. 
Packets transmitted during the good state are 
successful, and packets transmitted during the bad 
state are lost. It is assumed quasi-static networks, 
whereby the path PSD remains unchanged for a 
relatively long time.  
 

 
Figure 1. Network and attack model. 

 
Detecting malicious packet drops may not be a 
concern for highly mobile networks, because the fast-
changing topology of such networks makes route 
disruption the dominant cause for packet losses. In 
this case, maintaining stable connectivity between 
nodes is a greater concern than detecting malicious 
nodes. A sequence of M packets is transmitted 
consecutively over the channel. 
 
Adversarial Model 
The goal of the adversary is to degrade the network’s 
performance by maliciously dropping packets while 
remaining undetected. We assume that the malicious 
node has knowledge of the wireless channel, and is 
aware of the algorithm used for misbehavior 
detection. It has the freedom to choose what packets 
to drop. 
Malicious nodes can take advantage of this covert 
channel to hide their misbehavior and reduce the 

chance of being detected. For example, an upstream 
malicious node may drop a packet on PSD, but may 
secretly send this packet to a downstream malicious 
node via the covert channel. When being 
investigated, the downstream malicious node can 
provide a proof of the successful reception of the 
packet. This makes the auditor believe that the packet 
was successfully forwarded to the downstream nodes, 
and not know that the packet was actually dropped by 
an upstream attacker. 
 
Problem Statement 
The problem of identifying the nodes on PSD that 
drop packets maliciously. We require the detection to 
be performed by a public auditor that does not have 
knowledge of the secrets held by the nodes on PSD. 
When a malicious node is identified, the auditor 
should be able to construct a publicly verifiable proof 
of the misbehavior of that node. 
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Figure 2. Comparison of correlation of lost packets dropping. 

 
The construction of such a proof should be privacy 
preserving, i.e., it does not reveal the original 
information that is transmitted on PSD the detection 
mechanism should incur low communication and 
storage overheads, so that it can be applied to a wide 
variety of wireless networks. 
 
V.  SYSTEM ARCHITECTURE OVERVIEW 
 
The architecture involves the processing of sending 
information without any packet loss in the sensor 
environment. The WANETs are tremendously being 
used in different environments to perform various 
monitoring tasks The initially the network is 
configured with calling the Node configure function 
with number of nodes. And then Link create will 
create link, while creating link we need to specify the 
levels with which the node is associated. Once the 
network is configured we take up server as the 
destination and any of the nodes as the sender. 

 
Figure 3. Architecture Diagram 

 
Once the network is set we browse for the file we 
need to send. In the source we split the entire file in 
to number of packets these packets will be encrypted 
and Add bit function will help in adding bits to 
identify the change in number of packets and packet 
will be forwarded further.   
The packet will be received by the intermediated 
node in normal transition packet will be encrypted 
and forwarded whereas in attacker mode packet will 
be dropped or modified or both will be done and 

forwarded. Once the packet reach destination in 
normal node packet will be verified, bit identified, 
decrypted and finally merged. 
In attacker mode when packet is verified the packet 
dropped is identified, bit identification will let us 
know about packet modification. On modification or 
dropped packet cannot be decrypted. To develop an 
accurate algorithm for detecting selective packet 
drops made by insider attackers. This algorithm also 
provides a truthful and publicly verifiable decision 
statistics as a proof to support the detection decision. 
Such truthfulness is essential for correct calculation 
of the correlation between lost packets; this can be 
achieved by some auditing. 
The high detection accuracy is achieved by exploiting 
the correlations between the positions of lost packets, 
as calculated from the auto-correlation function 
(ACF) of the packet-loss bitmap–a bitmap describing 
the lost/received status of each packet in a sequence 
of consecutive packet transmissions. By detecting the 
correlations between lost packets, one can decide 
whether the packet loss is purely due to regular link 
errors, or is a combined effect of link error and 
malicious drop. Public-auditing problem is 
constructed based on the homomorphism linear 
authenticator (HLA) cryptographic is used to send 
information to destination  in secure manner. 
 
VI.  LITERATURE SURVEY 
 
    [1] Y. Zhang and L. Lazos (2013)  describes We 
address the problem of identifying and isolating 
misbehaving nodes that refuse to forward packets in 
multi- hop ad hoc networks. We develop a 
comprehensive system called Audit-based 
Misbehaviour Detection(AMD)that effectively and 
efficiently isolates both continuous and selective 
packet droppers. The AMD system integrates 
reputation management, trustworthy route discovery 
of misbehaving nodes based on behaviour audits. 
Compared to previous methods, AMD evaluates node 
behaviour on a per-packet basis, without employing 
energy-expensive overhearing techniques or intensive 
acknowledgment schemes. Moreover, AMD can 
detect selective dropping attacks even if end-to-end 
traffic is encrypted and can be applied to multi-
channel networks or networks consisting of nodes 
with directional antennas. We show via simulations 
that AMD successfully avoids misbehaving nodes, 
even when a large portion of the network refuses to 
forward packets.  
 
     [2] Alejandro Proano and Loukas Lazos (2012) 
describes The open nature of the wireless medium 
leaves it vulnerable to intentional interference attacks, 
typically referred to as jamming. This intentional 
interference with wireless transmissions can be used 
as a launch pad for mounting Denial-of-Service 
attacks on wireless networks. Typically, jamming has 
been addressed under an external threat model. 
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However, adversaries with internal knowledge of 
protocol specifications and network secrets can 
launch low-effort jamming attacks that are difficult to 
detect and counter. In this work, we address the 
problem of selective jamming attacks in wireless 
networks. In these attacks, the adversary is active 
only for a short period of time, selectively targeting 
messages of high importance. We illustrate the 
advantages of selective jamming in terms of network 
performance degradation and adversary effort by 
presenting two case studies; a selective attack on TCP 
and one on routing. We show that selective jamming 
attacks can be launched by performing real-time 
packet classification at the physical layer. To mitigate 
these attacks, we develop three schemes that prevent 
real-time packet classification by combining 
cryptographic primitives with physical-layer 
attributes. We analyze the security of our methods 
and evaluate their computational and communication 
overhead. 
   [3] M. Krunz and S. Liu (2010) describes 
Compromised node and denial of service are two key 
attacks in wireless sensor networks (WSNs).  We 
study data delivery mechanisms that can with high 
probability circumvent black holes formed by these 
attacks. We argue that classic multipath routing 
approaches are vulnerable to such attacks, mainly due 
to their deterministic nature. So once the adversary 
acquires the routing algorithm, it can compute the 
same routes known to the source, hence, making all 
information sent over these routes vulnerable to its 
attacks. In this paper, we develop mechanisms that 
generate randomized multipath routes. Under our 
designs, the routes taken by the “shares” of different 
packets change over time. So even if the routing 
algorithm becomes known to the adversary, the 
adversary still cannot pinpoint the routes traversed by 
each packet. Besides randomness, the generated 
routes are also highly dispersive and energy efficient, 
making them quite capable of circumventing black 
holes. We analytically investigate the security and 
energy performance of the proposed schemes. We 
also formulate an optimization problem to minimize 
the end-to-end energy consumption under given 
security constraints. Extensive simulations are 
conducted to verify the validity of our mechanisms. 
 
    [4] Jakob Erikson, Michalis Faloutsos and  
Krishnamurthy(2007) describes proposed a paper 
titled “Routing amid Colluding Attackers “with the 
first practical solution to the long-standing problem 
of secure wireless routing in the presence of colluding 
attackers. The secure routing protocol, Sprout1, 
continuously tries new routes to the destination. 
Routes are generated probabilistically, with complete 
disregard for performance metrics. This nature makes 
Sprout uniquely resilient to attack. it cannot be 
tempted by any kinds of shortcuts. To avoid 
compromised routes, and to ensure good overall 
performance, the quality of each active route is 

monitored by means of signed end-to-end 
acknowledgments. Based on this end-to-end 
acknowledgments amount of traffic sent on each 
route is adjusted accordingly. The vast majority of 
known routing layer attacks is mitigated by Sprout 
effectively, even when under assault from a large 
number of colluding attackers. Sprout consistently 
delivers high, reliable performance in benign as well 
as hostile environments.  
 
     [5] William Kozma Jr and Loukas Lazos (2009) 
describes proposed a paper titled “REAct: Resource-
Efficient Accountability for Node Misbehavior in Ad 
Hoc Network based on Random Audits” the paper 
investigate the problem of uniquely identifying the 
set of misbehaving nodes who refuse to forward 
packets. The resource-efficient account- ability for 
node misbehavior is identified by the new 
misbehavior identification scheme called REAct. The 
identification of misbehaving nodes based on a series 
of random audits triggered upon a performance drop 
is done in REAct.  The source-destination pair using 
REAct can identify any number of independently 
misbehaving nodes based on behavioral proofs 
provided by nodes. Proofs are constructed using 
Bloom filters which are storage efficient membership 
structures, thus significantly reducing the 
communication overhead for misbehavior detection. 
REAct has three phases (a) the audit phase (b) the 
search phase (c) the identification phase. 
 
CONCLUSION 
 
The correlation between lost packets significantly 
improves the accuracy in detecting malicious packet 
drops. Such improvement is especially visible when 
the number of maliciously dropped packets is 
comparable with those caused by link errors. To 
correctly calculate the correlation between lost 
packets, it is critical to acquire truthful packet-loss 
information at individual nodes. HLA based public 
auditing architecture developed that ensures truthful 
packet-loss reporting by individual nodes. This 
architecture is collusion proof, requires relatively 
high computational capacity at the source node, but 
incurs low communication and storage overheads 
over the route. To reduce the computation overhead 
of the baseline construction, a packet-block-based 
mechanism was also proposed, which allows one to 
trade detection accuracy for lower computation 
complexity. 
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