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Abstract— Content sharing sites are very useful in sharing information and images. But with the increasing demand of 
content sharing sites privacy and security concern have also increased. There is need to develop a tool for controlling user 
access to their shared content. So, we are developing an Adaptive Privacy Policy Prediction (A3P) system which is helpful 
for users to create privacy settings for their images. We propose the two-level framework which assigns the best available 
privacy policy for the users images according to users available histories on the site. 
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I. INTRODUCTION 
 
Content sharing sites have become very popular since 
they have many attracting features for the users.  
Most Content Sharing Sites allow member to design 
their own profiles so that they can design their profile 
page in order to express themselves and to reflect 
their personality. Users can customize the profile 
layout, add applications and can upload photos and 
other type of information. Content Sharing Sites also 
contains Friends list containing other users of Content 
Sharing Sites.   
 
Through Content sharing sites users can keep in touch 
with friends and family, they can find old friends, 
contact friends of friends and even can contact people 
they didn’t previously known at all. And mainly users 
submit their content and choose to share with anyone, 
anywhere in world. Some Content sharing sites also 
help users to find a job or establish business contacts, 
such as connecting with clients, partners and in 
finding out jobs and business opportunities. 
Images are now one of the key enablers of users 
connectivity. Sharing takes place both among 
previously established groups of known people or 
social circles (e.g. Google+, Flicker or Picasa) and 
also increasingly with people outside the users social 
circles, for purposes of social discovery-to help them  
identify new peers and learn about peers interests and 
social surrounding. 
 
But with the increasing demand of Content sharing 
sites privacy and security concern have also 
increased. To allay fears of privacy violations, social 
networking sites provide users with access control 
settings to place restrictions on who may view their 
personal information. 

 
II. DETAILS EXPERIMENTAL  
 
2.1 System Architecture 

 
Fig. 1: System Architecture 

 
2.2 Description 
The A3P system consists of two main components: 
1] A3Pcore 
2] A3P-social 
The overall data flow is the following 
 When a user uploads an image, the image will 

be first sent to the A3P-core. The A3P-core 
classifies the image and determines whether 
there is a need to invoke the A3P-social. 

 In most cases, the A3P-core predicts policies 
for the users directly based on their historical 
behavior. 

 If one of the following two cases is verified 
true, A3P-core will invoke A3P-social: 

(i) The user does not have enough data for the 
type of the uploaded image to conduct policy 
prediction. 

(ii) The A3P core detects the recent major changes 
among the user’s community about their 
privacy practices along with user’s increase of 
content sharing activities. 

 In above cases, it would be beneficial to report 
to the user the latest privacy practice of content 
sharing sites that have similar background the 
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user. The A3P-social groups users into content 
sharing sites with similar social context and 
privacy preferences, and continuously 
monitors the content sharing sites. 

 When the A3P-social is invoked, it 
automatically identifies the social group for the 
user and sends back the information about the 
group to the A3P-core for policy prediction. At 
the end, the predicted policy will be displayed 
to the user. 

 If the user is fully satisfied by the predicted 
policy, he or she can just accept it. Otherwise, 
the user can choose to revise the policy. 
 

III. RESULTS AND DISCUSSION 
 
3.1   Image Retrivalalgorithm  
The various steps to retrieve images are given below: 
Step 1: Load database in the Mat lab workspace. 
Step 2: Resize the image for [256. 256]. 
Step 3: Convert image from RGB to HSV. 
 
3.1.1 RGB to HSV conversion formula 
The R,G,B values are divided by 255 to change the 
range from 0..255 to 0..1: 
R' = R/255 
G' = G/255 
B' = B/255 
Cmax = max(R', G', B') 
Cmin = min(R', G', B') 
Δ = Cmax - Cmin 
 
Hue calculation: 
H=   {   00                ,Δ=0 
        {600*((G’ – B’/Δ)MOD6)  ,Cmax=R’ 

{600*((B’-R’/Δ)+2)        ,Cmax=G’ 

{600*((R’-G’/Δ)+4)               ,Cmax=B’ 

 
Saturation calculation: 

S={0                    ,Cmax=0 
 {(Δ/Cmax)  ,Cmax≠0 
 
Value calculation: 
V = Cmax 
Step 4: Generate the histogram of hue, saturation and 
value 
Step 5: Quantization of values into number of bins. 
Step6: Store the values of database images into the 
mat file 
Step 7: Load the Query image. 
Step 8: Apply the procedure 2-6 to find quantized 
HSV 
values of Query image. 
Step 9: Determine the Euclidean distance of Query 
imagewith database. 
 
WHERE , Q and D are feature vectors of the 
Query image and database image. 
Step 10: Sort the distance values to perform indexing. 
Step 11: Display the result on GUI 

 

 
Fig : RGB to HSV Color extraction 

 
3.1.2 Canny Edge Detection Algorithm 
 
The algorithm runs in 5 separate steps: 
 

1. Smoothing: Blurring of the image to remove 
noise. 

image is first smoothed by applying a Gaussian filter. 
The kernel of a Gaussian filter with a standard 
deviation of  Ϭ = 1.4 
 

 
 
2. Finding gradients: The edges should be marked 
where the gradients of the image haslarge 
magnitudes. 
Gradients at each pixel in the smoothed image are 
determined by applying what is known as the Sobel-
operator. First  step is to approximate the gradient in 
the x- and y-direction respectively by applying the 
kernels. 
 

  
The gradient magnitudes (also known as the edge 
strengths) can then be determined as an 
Euclidean distance measure by applying the law of 
Pythagoras. 
|G| = |Gx| + |Gy| 
where: 
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Gx and Gy are the gradients in the x- and y-directions 
respectively. 
ѳ= arctan_(|Gy|/|Gx|) 
 
3. Non-maximum suppression: Only local maxima 
should be marked as edges. 
the direction of the edges must be determined and 
stored as, 
The purpose of this step is to convert the “blurred” 
edges in the image of the gradient magnitudes 
to “sharp” edges. Basically this is done by preserving 
all local maxima in the gradient image and deleting 
everything else. 
 
 The algorithm is for each pixel in the gradient image: 
1. Round the gradient direction _ to nearest 45◦, 
corresponding to the use of an 8-
connectedneighbourhood. 
2. Compare the edge strength of the current pixel with 
the edge strength of the pixel in the 
positive and negative gradient direction. I.e. if the 
gradient direction is north (theta = 
90◦), compare with the pixels to the north and south. 
3. If the edge strength of the current pixel is largest; 
preserve the value of the edge strength.If not, 
suppress (i.e. remove) the value. 
4. Double thresholding: Potential edges are 
determined by thresholding. 
The Canny edge detection algorithm uses double 
thresholding. Edgepixels stronger than the high 
threshold are marked as strong; edge pixels weaker 
than the lowthreshold are suppressed and edge pixels 
between the two thresholds are marked as weak. 
 
5. Edge tracking by hysteresis: Final edges are 
determined by suppressing all edges that 
are not connected to a very certain (strong) edge. 
Edge tracking can be implemented by BLOB-analysis 
(Binary Large OBject). The edge pixels 
are divided into connected BLOB’s using 8-
connected neighbourhood. BLOB’s containing at 
least one strong edge pixel are then preserved, while 
other BLOB’s are suppressed. 
 

 
Fig : Canny Edge Detection 

 
3.2 Policy Prediction algorithm 
provides a predicted policy of a newly uploaded 
image to the user for his/her reference. 
 The prediction process consists of three main phases:  
(1) policy normalization 
(2) policy mining 

 (3) policy prediction 
(1) PoilcyNormalization :The policy normalization 
is a simple decomposition pro- cess to convert a user 
policy into a set of atomic rules in which the data (D) 
component is a single-element set. 
(2) Policy  mining :  It uses association rule mining 
techniques to discover popular patterns in policies.    
policy  mining steps : 
 Step 1:  Let S1, S2;..., denote the subjects (set of 
users socially connected to u) occurring in policies. 
Each resultant rule is an implication of the form X -> 
Y, whereX, Y    ⊆ {S1, S2;..} and X∩Y =∅;. Among 
the obtained rules, we select the best rules according 
to  support and confidence.The selected rules indicate 
the most popular subjects (i.e., single subject) or 
subject combinations (i.e., multiple subjects) in 
policies.  
 Step 2: In each policy set , we now conduct 
association rule mining on the action component. The 
result will be a set of association rules in the form of 
X ->Y, where X, Y ⊆{ open, comment, tag, 
download} and X∩Y =∅.  
Step 3: Once the rules are obtained, we again select 
the best rules using support and confidence. The 
selected rules give us a set of attributes which often 
appear in policies.  
Step 4: This step is to generate candidate policies.  
(3) policy prediction : To model the user’s privacy 
tendency,  
a] We define a notion of strictness level. 
b] Then, we introduce the computation of the 
coverage rate a which is designed to provide fine-
grained strictness level 
c] We now need to determine which strictness level 
fits best to the user’s privacy trend.  The average 
strictness level is defined as follows:  
Lavg=(ΣNp

i=1   Lpi)/Np 
whereLpi denote the strictness level of policy Pi, and 
Np is the total number of policies that satisfy 
jLpiLavgj  . Notice that the average strictness level is 
computed by excluding outlier policies.  
  
3.3 Apriori algorithm 
Input: 

 D, a database of transactions; 
 min sup, the minimum support count 

threshold. 
Output:є 
L, frequent itemsets in D. 
Method: 
(1) L1 = find frequent 1-itemsets(D); 
(2) for (k = 2;Lk-1≠Φ;k++) { 
(3) Ck= apriorigen(Lk-1); 
(4) for each transaction t ϵ D {// scan D for counts 
(5) Ct = subset(Ck, t); // get the subsets of t that are 
candidates 
(6) for each candidate c ϵ Ct 
(7) c.count++; 
(8) } 
(9) Lk= {c ϵ ck|  c.count>=min_sup} 
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(10) } 
(11) returnL = UkLk; 
 
procedureapriori gen(Lk-1 : frequent (k-1)-itemsets) 
(1) for each itemsetl1 ϵ Lk-1 
(2) for each itemsetl2 ϵ Lk-1 
(3) if (l1[1] = l2[1])^(l1[2] = l2[2])^…^(l1[k-2] = 
l2[k-2])^(l1[k-1] <l2[k-1]) then { 
(4) c= l1       l2; // join step: generate candidates 
 
(5) if has infrequent subset(c, Lk-1) then 
(6) deletec; // prune step: remove unfruitful candidate 
(7) else add c to Ck; 
(8) } 
(9) return Ck; 

 
procedure has infrequent subset(c: candidate k-
itemset; 
Lk-1: frequent (k-1)-itemsets); // use prior knowledge 
(1) for each (k-1)-subset s of c 
(2) ifs not ϵLk-1 then 
(3) return TRUE; 
(4) return FALSE; 
 
IV. RESULT 
 
I) Experimental result:- 
 
1)Upload Image: 

 
 
2)Categorization of image: 
 

 
 

 

3)Privacy prediction for uploaded image: 
 

 
 
4) Final result: 
 

 
 
CONCLUSIONS 
 
We have proposed an Adaptive Privacy Policy 
Prediction (A3P) system that helps users automate the 
privacy policy settings for their uploaded images. The 
A3P system pro- vides a comprehensive framework 
to infer privacy preferences based on the information 
available for a given user. 
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