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Abstract— VANET is an emerging field which encompasses the communication between vehicles. It has several 
advantages as controlling traffic, cooperative driving, etc. It takes the sensitive information flow in the network; therefore it 
is necessary to secure that information. This paper deals with the information about security issues, types of attacks, 
attackers. 
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I. INTRODUCTION 
 
It is an application of MANET which is self 
organized and a pure wireless adhoc network. It is a 
semi- infrastructure based network as it has CA and 
RSU which makes it infrastructure based and the 
mobile adhoc nature which makes it infrastructure 
less. 
In this network the communication takes place as: 
Vehicle to Vehicle, Infrastructure to Vehicle, and 
Vehicle to Infrastructure. Every vehicle in the 
network has two units: OBU (On Board Unit which is 
used for communication and has all communication 
capabilities; it also contains HSM which is used to 
store all the secret keys, certificates, etc.) and AU 
(Application Unit which is used to execute programs 
as given by OBU). For establishing VANET, IEEE 
has defined 802.11p standard and 802.16 (Wi-Max) 
standards. VANET is also known as Intelligent 
Transportation System. A DSRC (Dedicated Short 
Range Communication) is proposed and is operated 
on 5.9 GHz band and uses 802.11 access methods. 
The 802.11p provides short range communication 
with low latency. 
 
Characteristics[1] 
 High mobility 
 Frequently changing network topology 
 Unbounded network size 
 Frequent change of information 
 Wireless communication 
 Time critical 
 Sufficient energy supply 
 Better physical protection 

 
Applications  
 Safety Related[1]: Collision avoidance; 

Cooperative driving; Traffic optimization 
 User based[1]: Peer to peer; Internet 

connectivity 
 
Challenges 
 Technical: Network Management strategies; 

Congestion and collision control; 

Environmental impact; MAC Design (CSMA); 
Security 

 Social and Economic: Manufacturer 
permissions; System design of Vehicle 

 
II. SECURITY CHALLENGES 
 
 Real Time Constraints: it means that the 

message should be delivered with at most 100 
ms transmission delay and message & entity 
authentication must be done in time.[1] 

 Data Consistency and Liability: it means that 
the messages collected from different vehicles 
must be consistent.[1] 

 Low Tolerance of Error: it means that the 
algorithmic and computational error must be 
low.[1] 

 Key Distribution: the keys must be protected as 
whole security is dependent on keys therefore, 
key distribution must be done efficiently.[1] 

 Incentives: the manufacturers of vehicles must 
be agreeing on same application buildings.[1] 

 High Mobility: low execution time of security 
algorithms is needed. To reduce this, two 
approaches are used: Low complexity security 
algorithm: elliptical curve cryptosystem or AES 
can be used; Transport Protocol Choice: DLTS 
can be used.[1] 

 
Security Requirement 
 Authentication 
 Availability 
 Non-Repudiation 
 Privacy 
 Data Verification 

 
III. ATTACKERS 
 
 Insider and Outsider: insiders are authenticated 

users & outsiders are intruders and have 
limited capacity to attack.[1] 

 Malicious: they don’t have any profit in 
attacking & they harm the functionality of 
network.[1] 
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 Rational: they have personal benefic in 
attacking and are predictable.[1] 

 Active & Passive: active are the ones who 
generate signals and packets whereas passive 
are those who just sense the network.[1] 

 
IV. ATTACKS[1] 
 
 Impersonate: In this type of attack, attacker 

assumes the identity and privileges of 
authorized node. This is done by active 
attackers and can be insider or outsider. This 
can be done in two ways: False Attribute 
Possession: stealing the properties of 
authorized user and claiming that one; Sybil: 
using different identities at same time. 

 Session Hijacking: taking the session in 
control after the connection is established. 

 Identity Revealing: when the driver and owner 
is same then the owner’s identity is at risk. 

 Timing Attack: adding a time slot in message 
to delay the message delivery. 

 Location Tracking: by tracking the location or 
path, driver’s information can be retrieved. 

 Repudiation: if more than one entity have same 
identification then it is hard to identify that 
who sent the message or denial is easy. 

 Eavesdropping: the confidentiality of the 
message is exploited; it is done by passive 
attacker to get the confidential information. 

 Denial of Service (DoS): preventing user to 
avail the specific services, can be done by 
many ways as: Jamming: attacker senses the 
frequency of received signal from user and the 
sent the jamming signal; SYN Flooding: a large 
number of SYN packets are sent to victim 
spoofing sender’s address, then victim wait for 
SYN-ACK left an half open connection as 
attacker will not be able to send SYN-ACK to 
victim; Distributed DoS Attack: multiple 
attackers attacks on the victim & legitimate 
user left with no option. 

 Routing Attack: when attacker exploits routing 
protocols to drop the packets or disturbing the 
routing process. It is of following types: Black 
Hole Attack: in this, attacker comes in the 
routing process as an intermediate node and 
when packet arrives it simply drops it; Warm 

Hole Attack: in this, the attacker creates a long 
range tunnel and replays the packets through 
that tunnel so that the delay occurs in 
transmission; Gray Hole Attack: it is an 
extension to black hole attack where the 
packets are selectively dropped by the attacker. 

 
Solutions to Attacks 
To solve the attacking problems and maintain the 
security of network many protocols and algorithms 
are proposed by scientists. For e.g. ARAN 
(Authenticated Routing for AdHoc Network), SEAD 
(Secure and Efficient AdHoc Distance Vector), SMT 
(Secure Message Transmission), etc. 
 
Taxonomy  
 PKI (Public Key Infrastructure): it is used to 

secure VANET. It is a set of hardware, 
software, people, policies and procedures 
needed to create, manage, store, distribute and 
revoke digital certificates.[2] 

 Revocation: it is a process of taking certificates 
back from the nodes that are performing 
suspicious activities in the network.[2] 

 CRL (Certificate Revocation List): it is a list of 
all the certificates that has been revoked.[2] 

 Trust: it is a computational parameter between 
nodes which is the trust by one node for 
another node in VANET.[3] 

 Reputation: it is a computational parameter 
which is the image of one node created by 
other nodes as a result of its activities in the 
network.[3] 
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