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Abstract— Illegal creation and distribution of any software is considered as software piracy and that results violation of 
Software copyright. The main objective is to stop this piracy of software. In this paper proposed a SMS gateway based 
technique, checking the authenticity of the Software at every fixed time interval gives it advantage to identify fake 
unauthorized users. And then blocking such installed software save software companies from huge loss. In this approach 
instead of client server will initiate authentication process at regular time intervals, and this ability increase the effectiveness 
of the technique. 
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I. INTRODUCTION  
 
Illegal creation and sharing of any software is 
considered as software piracy and that results 
violation of Software copyright. The roots of software 
piracy are coming from 1960’s when computer 
programs were freely distributed with mainframe 
hardware by hardware manufacturers. The main 
objective is to stop this piracy of software. The 
unauthorized copying of software  Most retail 
programs are licensed for use at just one computer site 
or for use by only one user at any time. By buying the 
software, you become a licensed user rather than an 
owner.  You are allowed to make copies of the 
program for backup purposes, but it is against the law 
to give copies to friends and colleagues. According to 
the research work published reports so far suggested 
various protective measures to prevent software piracy 
although they addressed the problem associated with 
the software piracy from legal, ethical, technical 
means but still date there is no effective measure to 
prevent software piracy. Unlawful copying of 
copyrighted S/W becomes painless and free of cost by 
the development of file sharing programs such as a 
BIT TORENT and NAPSTER. 
We proposed a SMS gateway based technique, 
checking the authenticity of the Software at every 
fixed time interval gives it save software companies 
from huge loss. 

 
II. EXISTING METHODOLOGY 
 
Many methods are proposed and implemented to 
prevent software piracy, but still no methodology is 
completely able to stop this work . Some people gave 
the concept of hardware key (Dongle) to use software. 
The dongle significantly increases the level of security 
in a non-linear way, because a hardware key is an 
external device that is controlled and protected by the 
security solution provider and not the end-user.  
Another approach is Client Side Component (CSC) 
that can be integrated with any software. In this  

 
approach, CSC is delivered to the software developer 
which is integrated in the partially developed software 
and the final product (software with integrated CSC) 
is delivered to the client. Now, client will make an 
activation request to install the software through 
internet by sending unique set of hardware 
characteristics of client machine. Then Server side 
Component collects the secure information and store it 
in the SoftLock data store on the system. Activation 
command is send from the server based software to 
the client. In some other method, software piracy is 
prevented by the use of software birthmark i.e. set of 
inherent characteristics of software program or 
program module. In this method, a birthmark is 
created for each software and then compared to other 
software birthmarks to estimate the similarity between 
them. The most recent technique suggested for 
stopping software piracy. “Software Piracy Prevention 
through SMS Gateway” is used to communicate with 
the authentication server by user system.   
 
III. ISSUES IN SOFTWARE PIRACY 

PREVENTION THROUGH SMS 
GATEWAY 

 
Normally software piracy prevention methods 
consider the issues related to MAC address, time 
offset, and man in the middle attack (MiTM). 
 
A.  MAC Address  
 MAC address of any machine depends on its NIC 
card. If a machine is having two or more NIC cards 
then it will not have unique MAC address. Suppose a 
machine having a LAN card and a wireless card then 
for each NIC it has a unique MAC address and it will 
be effective accordingly. So if any user installs the 
software second time on that machine using different 
NIC card then it will show an error message, and that 
is not fair for client machine. 
 
B.  Time Offset  
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As we know, the time in UTC clock system varies 
from location to location and so does the date. In 
targeted method, XOR of date and MAC address is 
send to the server and in response server sends XOR 
of unique id and server date to the client. Date on 
client and server side may vary due to different time 
offset on different geometric locations. Whenever 
server tries to recover the MAC address (by XORing 
the received digest and current local server date) it 
may misunderstand and will get wrong MAC address 
for that machine. In another case when server sends 
the summary of unique code and current date then 
user machine may also misunderstand the unique code 
and whenever client enter the unique code in installing 
process, the process will terminate with an error 
message that the unique code is not correct and a 
genuine user will not get the services he required. For 
e.g. Suppose a software is installed in new Delhi 
(UTC+05:30) and the verifying server is in USA 
Alaska (UTC-09:00).Let’s assume the date and time is 
(4th August 2013) and 12:31in Delhi, at the same time 
USA Alaska server will show the time 22:01and date 
3rd August 2013.So if client is installing on the above 
mentioned date and time, the server will understand 
the wrong MAC of the machine. And in the same case 
whenever client will get the XOR of unique id and 
date then client will also misunderstand the unique id 
and error message encounters. 
 
C.  Man in the Middle Attack (MiTM)  
 In this method no one focus on data security in 
transmission mode. A third person can easily capture 
all the data packets and can easily get the unique code 
without actually buying the product. Originally, 
whenever the client send the XOR of the current date 
and MAC of its machine, the middle person simply 
captures the packet and can retrieve the MAC of that 
machine by XORing the current date with the 
captured data and save it for future attack. Now 
whenever the server sends the packet with the product 
(XOR of unique id and current date), the middle man 
can also capture the packet and can recover the unique 
code by simply XORing the current date with the 
captured data. The middle man has the unique id (only 
necessary item to run the software) without essentially 
paying for it. 
 

IV. PROPOSED SYSTEM 
 

Before you begin to format your paper, first write and 
save the content as a separate text file. Keep your text 
and graphic files separate until after the text has been 
formatted and styled. Do not use hard tabs, and limit 
use of hard returns to only one return at the end of a 
paragraph. Do not add any kind of pagination 
anywhere in the paper. Do not number text heads—the 
template will do that for you. The most recent method 
discussed, uses SMS gateway in order to overcome 
from the problem of software piracy but still unable to 
prevent software piracy completely. In this paper, 

were suggesting a method that depends on server 
based challenge in which server initiates the 
authentication process and identify the genuine 
software copy. Server starts the process by sending the 
authentication challenge to client then client will 
response to it and server will verify their responses. 
After getting expected reply from client, server will 
send status message to client by which client machine 
decides what should be done next. 

 

 
                               
 In proposed method, at the time of purchasing 
software, authentication server maintains serial 
number SN and a mobile number MN association. 
Server starts the process by sending periodic challenge 
to each of its client on registered mobile number by 
sending server time stamp Ts along with hash of time 
stamp H{Ts}  which is encrypted by private key of 
server SKr. which provides integrity with 
authentication  and then server waits for response 
from client. Client receives challenge and compare 
received H{Ts} with decrypted hash of server 
timestamp with public key of server i.e. SKu. 
Otherwise, if client will not receive challenge at fix 
period or received hash is not equal to calculated hash 
i.e. challenge is tempered, software Uninstallation 
process starts. Client will send response which 
includes time stamp for client Tc, Ts, serial number 
SN, random number RN (client software generates 
random number for every challenge). Server checks 
for authentication of response by decrypting the hash 
with client public key and integrity by calculating 
hash and comparingit with decrypted hash. The 
proposed technique is implemented theoretically and 
is under the procedure of experimental 
implementation. 
 
CONCLUSION 

 
In this paper, we proposed a SMS gateway based 
technique, checking the authenticity of the Software at 
every fixed time interval gives it benefit to identify 
fake unauthorized users. And then blocking such 
installed software save software companies from 
enormous loss.  
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