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Abstract— In this era of seamless connectivity, wireless communication is indispensible. Today, most of our 
communication devices support Wi-Fi connectivity to fulfil our ‘basic’ need of staying connected to the ‘grid’. Wireless 
communication gives us the advantage of mobility.  
But the tradeoffs are the reduced security. For someone to hack into a wired network he should have a wired access to the 
network which is quite difficult, but anyone can listen in on Wi-Fi packets being transmitted via air. Most of the fraudulent 
activities concerning the internet are carried over by unauthorized use of wireless access points.  
These vulnerable WLANs need to be secured robustly. To secure the WLANs we must use the most secure technology 
possible. To determine this we must know the technologies available, their strengths and vulnerabilities. WLAN protocols 
currently used are WPA, WPA2. This paper aims to study and compare these protocols with respect to the strength of 
encryption techniques, security protocols and authentication techniques. The outcome of which will help us determine the 
best possible security measures to be implemented to secure WLANs established in homes and business enterprises. 
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I. INTRODUCTION 
 
WLAN provides wireless network communication 
over short distances using radio or infrared signals 
instead of traditional network cabling. WLANs are 
built by attaching a device called access point (AP) to 
the edge of the wired network. Clients communicate 
with the AP using a wireless network adapter similar 
in function to a traditional Ethernet adapter. 
 
WLAN Terminology: 
 Availability: Availability is defined as the 

capability to receive or send the data. For example 
if system is under DOS attack it will not be able to 
send or receive data. 

 Authentication: It establishes the identity of the 
sender or the receiver of the information. Any 
integrity check or confidential information is 
often meaningless if the identity of the sending or 
the receiving party is not properly established. 

 Authorization: It is generally tightly coupled 
with the authentication in most network resource 
access requirements. Authorization establishes 
what you are allowed to do after you have 
identified yourself. 

 Access control: The capability of control the 
access of entities to resources based on various 
properties: attributes, authentication, policies and 
so on... 

 Encryption: The capability to transform data 
(plain text) to the meaningless bytes (cipher text) 
based on some algorithm. Decryption is the act of 
turning the meaningless bytes to meaningful data 
again 

 
WLAN Security - Wireless Local Area Network 
Security is a security system designed to protect  

 
networks from the security breaches to which 
wireless transmissions are susceptible. This type of 
security is necessary because WLAN signals have no 
physical boundary limitations, and are prone to 
illegitimate access over network resources, resulting 
in the vulnerability of private and confidential data. 
Network operations and availability can also be 
compromised in case of a WLAN security breech. To 
address these issues, various authentications, 
encryption, invisibility and other administrative 
controlling techniques are used in WLANs. Business 
and corporate WLANs in particular require adequate 
security measures to detect, prevent and block piggy 
backers, eavesdroppers and other intruders. 
 
Need for WLAN Security - Security has remained a 
major concern in WLANs around the globe. While 
wireless networks provide convenience and 
flexibility, they also increase network vulnerability. 
Security threats such as unauthorized access, denial 
of service attacks, IP and MAC spoofing, session 
hijacking and eavesdropping can all be problems for 
WLANs. To counter these threats, various standard 
authentication and encryption techniques are 
combined with other access control mechanisms. 
These protocols, devices and techniques collectively 
secure the WLAN a level that equals and even 
exceeds wired LAN security.  
Also in the wireless case, the wire is in the air, so the 
problem of confidentiality becomes more difficult 
because anybody could potentially be a passive 
listener to the airwaves. The relevant point is that, in 
the WLAN space, the encryption is needed of you are 
to trust the authentication.  
 
II. WLAN SECURITY PROTOCOLS 
 
A.WEP 



International Journal of Advanced Computational Engineering and Networking, ISSN (p): 2320-2106, Volume- 1, Issue- 8, Oct-2013 

 Study Of Vulnerabilities Of WLAN Security Protocols 
 

16 

Wired Equivalent Privacy (WEP) [7] is a security 
protocol for IEEE 802.11 Wireless Local Area 
Networks (WLAN) introduced as a part of original 
802.11 standard ratified in September 1999. Its 
intention was to provide 
data confidentiality comparable to that of a traditional 
wired network.WEP uses the stream cipher RC4 for 
the confidentiality and CRC-32 function for the 
message integrity. Standard 64-bit WEP uses a 40 
bit key (also known as WEP-40), which is 
concatenated with a 24-bit initialization vector (IV) to 
form the RC4 key. It uses the open system 
authentication or shared key authentication 
mechanism or 802.1x port based authentication. 
B.WPA 
Wi-Fi Protected Access (WPA) [5] is two security 
protocols and security certification programs 
developed by the Wi-Fi Alliance to secure wireless 
computer networks. The Alliance defined these in 
response to serious weaknesses researchers had found 
in the previous system, WEP (Wired Equivalent 
Privacy). The WPA protocol implements much of the 
IEEE 802.11i [5] standard. Specifically, the Temporal 
Key Integrity Protocol (TKIP) was adopted for WPA. 
TKIP employs a per-packet key [5], meaning that it 
dynamically generates a new 128-bit key for each 
packet and thus prevents the types of attacks that 
compromised WEP. 
C.WPA2 
The IEEE 802.11i standard also known as Wi-Fi 
Protected Access 2 (WPA2) is an amendment to the 
802.11 standard specifying security mechanisms for 
wireless networks. The draft standard was ratified on 
June 24th, 2004, and replaces the previous security 
specifications, Wired Equivalent Privacy (WEP), 
which was shown to have severe security weaknesses. 
Wi-Fi Protected Access (WPA) had previously been 
introduced as an intermediate solution to WEP 
insecurities. WPA implemented only a subset of 
IEEE 802.11i. WPA2 makes use of a specific mode 
of the Advanced Encryption Standard (AES) known 
as the Counter Mode Cipher Block Chaining-
Message Authentication Code (CBC-MAC) protocol 
(CCMP). CCMP provides both data confidentiality 
(encryption) and data integrity. The use of the 
Advanced Encryption Standard (AES) is a more 
secure alternative to the RC4 stream cipher used by 
WEP and WPA [6]. 
 
The WPA2 standard has two components, encryption 
and authentication which are crucial to a secure 
wireless LAN. The encryption piece of WPA2 
mandates the use of AES (Advanced Encryption 
Standard) but TKIP (Temporal Key Integrity 
Protocol) is available for backward compatibility with 
existing WAP hardware. The authentication piece of 
WPA2 has two modes: Personal and Enterprise. The 
Personal mode requires the use of a PSK (Pre-Shared 
Key) and does not require users to be separately 
authenticated. The Enterprise mode, which requires 

the users to be separately authenticated based on the 
IEEE 802.1X authentication standard, uses the 
Extended EAP 
(Extensible Authentication Protocol) which offers 
five EAP standards to choose from: EAP-Transport 
Layer Security (EAP-TLS), EAP-Tunnelled 
Transport Layer Security (EAP-TTLS), Protected 
EAP vo/EAP-Microsoft’s Challenge Handshake 
Authentication Protocol v2 (PEAPvo/EAP-
MSCHAPv2), Protected EAP v1/EAP-Generic Token 
Card (PEAPv1/EAPGTC) and EAP-Subscriber 
Identity Module of the Global System of Mobile 
Communications (EAPSIM). 
 

 
Fig.1 Overview of WLAN security protocol 

 
III. VULNERABILITIES 
 
A.WEP 
Since the WEP protocol is the first protocol for the 
security in Wireless Local Area Network (WLAN), it 
has enormous inherent vulnerabilities. The encryption 
cipher used in the WEP that is, RC4 has some 
inherent vulnerabilities and also the implementation 
of RC4 in the WEP environment has led WEP to the 
unsecure WLAN security protocol. 
WEP uses open system authentication as well as 
shared key authentication. The open system 
authentication is vulnerable to all kinds of attacks as 
there is no authentication is provided for the stations. 
Shared key authentication mode of WEP the 
encryption works simply by XORing the challenge 
text P sent by the AP with keystream K to produce a 
ciphertext C as follows, 

 
P XOR K = C 
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The eavesdropper now posses the challenge (P) and 
the ciphertext(C), keystream will be easily obtained 
by: 
C XOR P = (P XOR K) XOR P = (P XOR P) XOR 
K = K 
After getting the keystream the attacker can now 
easily recover the key by statistical analysis of the 
keystream and the IV. This attack is further modified 
by the Fluhrer , Martin and Shamir (FMS) attack 
[1] on the WEP to recover the key faster than the 
statistical analysis.  This attack is possible due to 
weakness in key scheduling algorithm [2] of the 
RC4. 
Replay protection is not considered as the security 
mechanism in WEP.WEP does not implement any of 
the replay protection mechanism, which results in the 
infinite lifetime of the packet in the network. This 
vulnerability is used by the attacker to capture the 
packets in the network and inject them later into the 
network, results into flooding of the network and 
increase in the frequency of IV reuse, which is used 
by aircrack –ng to recover the WEP key. 
Initialization Vector (IV) reuse [3] is the another 
issue in the WEP, since it contain only 24 bit IV, after 
224 packets has been sent , due to lack of key 
management and key scheduling algorithm ,the IV is 
wrapped around and reuse. Attacker listening to the 
network will easily identify the reuse of the IV and 
can decrypt the two packets encrypted with the same 
keystream, this will help the attacker to generate the 
decryption table [3] for all the IVs. 
Insufficient key length defined in the WEP protocol 
increases the probability of the brute force attack 
[3].WEP defines the 2 key lengths 40bits and 104 
bits, using 40 bit as a key length the WEP is directly 
vulnerable to brute force attack,104 bit key size 
enhances the security linearly by making the duration 
of the attack 2.6 times longer than the 40 bit key size. 
Message modification [4] can be easily done in the 
WEP without detection, since the WEP checksum 
function CRC32[4]  is a linear function , which 
means that in CRC the attacker can predict which bit 
in the checksum that will change if a chosen bit in the 
input is changed.  
 
B. WPA 
Offline dictionary attack [6] is possible on WPA-
PSK because it remains vulnerable to the password 
cracking attacks if users rely on a weak password or 
passphrase. To protect against the brute force attack a 
truly random passphrase of 13 characters is probably 
sufficient. 
WPA is vulnerable to the short packet spoofing[5] 
attack discovered by Erik Tews and Martin Beck 
[5] in November 2008.This attack can decrypt very 
short packets such as ARP packets sent over the 
network, It is easy to identify the ARP packets due to 
its characteristic length, this attack requires Quality of 
Service(QoS) [5] . This attack allows attacker to 

inject faked ARP packets, making the victim send 
packets to the open internet. 
C. WPA2 
TMTO (Time Memory Trade Off) Attack on CCMP 
- The counter mode has been used with AES to 
provide the confidentiality services. The mechanism, 
devised, is using the PN, A2, priority field and length 
of payload length to compute the counter value. Has 
shown that these values can be pre-computed by an 
unauthorized user leading to TMTO precomputation 
attack. 
 
Offline dictionary attack [6] is also possible on 
WPA2-PSK. 
Hole196[11]- "Hole196" is a vulnerability in the 
WPA2 security protocol exposing WPA2-secured 
Wi-Fi networks to insider attacks. AirTight Networks 
uncovered a weakness in the WPA2 protocol, which 
was documented but buried on the last line on page 
196 of the 1232-page IEEE 802.11 Standard 
(Revision, 2007). Thus, the moniker "Hole196". 
Central to this vulnerability is the group temporal key 
(GTK) that is shared among all authorized clients in a 
WPA2 network. In the standard behaviour, only an 
AP is supposed to transmit group-addressed data 
traffic encrypted using the GTK and clients are 
supposed to decrypt that traffic using the GTK. 
However, nothing in the standard stops a malicious 
authorized client from injecting spoofed GTK-
encrypted packets! Exploiting the vulnerability, an 
insider (authorized user) can sniff and decrypt data 
from other authorized users as well as scan their Wi-
Fi devices for vulnerabilities, install malware and 
possibly compromise those devices. In short, this 
vulnerability means that inter-user data privacy 
among authorized users is inherently absent over the 
air in a WPA2-secured network. 
 This is not a key recovery attack. No keys are 

compromised and it does not lead to decryption of 
all subsequent frames.  

 This does not allow an attacker to decrypt any 
unicast wireless traffic transmitted by any other 
device on the network. 

 The attack affects all WPA and WPA2 
deployments, regardless of whether they use pre-
shared keys (PSK) or the more robust enterprise 
mode with IEEE 802.1x authentication. 

 The attacker must have access to the network to 
exploit the vulnerability. 

 This is an “over the air” exploit, not visible from 
the wired side of the network. 

 The most common attack scenario is man-in the-
middle attack through ARP spoofing. 

 Wireless DoS is also possible, causing victim 
clients to ignore legitimate broadcast/multicast 
frames. 

D. WLAN Infrastructure 
DoS (Denial of Service) attacks like RF jamming, 
data flooding, and Layer 2 session hijacking, are all 
attacks against availability. None of the Wi-Fi 
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security standards can prevent attacks on the physical 
layer simply because they operate on Layer 2 an 
above. Similarly none of the standards can deal with 
AP failure.[6] 
 
Management Frames – report network topology and 
modify client behaviour - are not protected so they 
provide an attacker the means to discover the layout 
of the network, pinpoint the location of devices 
therefore allowing for more successful DoS attacks 
against a network.[9] 
 
Control Frames – are not protected leaving them 
open to DoS attacks.[6] 
 
Deauthentication – the aim is to force the client to 
reauthenticate, which coupled with the lack of 
authentication for control frames which are used for 
authentication and association make it possible for 
the attacker to spoof MAC addresses [8][9]. Mass 
deauthentication is also possible. Disassociation – the 
aim is to force an authenticated client with multiple 
AP’s to disassociate from them therefore affecting the 
forwarding of packets to and from the client [9]. 
 
CONCLUSION 
 
WPA2 (along with WPA) resolved vulnerabilities of 
WEP to “hacker attacks such as ‘man-in-the-middle’, 
authentication forging, replay, key collision, weak 
keys, packet forging, and ‘brute–force/dictionary’ 
attacks”[4]. 
 
By using government grade AES encryption and 
802.1X/EAP authentication WPA2 further enhances 
the improvements of WPA using TKIP encryption 
and 802.1X/EAP authentication over WEP’s 
imperfect encryption key implementation and its lack 
of authentication. 
 
Also, “AES has no known attacks and the current 
analysis indicates that it takes 2126.1 operations to 
break an AES key” [12]. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Therefore, given the current scenario it is 
recommended that all WLANs be secured using the 
WPA2 security protocol. 
 
PSK mode of operation must be implemented using 
highly secure passphrases; typically it should be a 
combination of alphabets, numbers and special 
characters which would not be present in the 
dictionary or would not be obtained by combining 
dictionary words. 
 
Intrusion Detection Systems (IDS) and Intrusion 
Prevention Systems may be used to mitigate certain 
attacks on the WLAN infrastructure.  
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