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Abstract— Databases often store critical, sensitive and extremely confidential information. To protect this information 
from being accessed by third-parties without proper authorization, individuals and organizations have to be cautious about 
protecting the information. While preserving database privacy or privacy of the individuals involved, we need to assure that 
database provides as informative answers to the needed users. In this scenario to preserve privacy, we classify the 
information that has to be kept secret as a view extension. Any attempt to access unauthorized fields is prevented by 
updating the resultant view using null values. Content based access control is used for ensuring the privacy. We propose an 
algorithm to achieve content based access control using algorithm for retrieving data using simple queries and nested 
queries. It also includes the criteria setting for each individual field and then filter the data accordingly. This work includes 
normal conjunctive queries as well as queries involving negation and nested queries. The system performance is measured 
based on the rowcount complexity.  
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I. INTRODUCTION 
 

Today’s level of ever evolving computer, database, 
and internet technology has enabled the collection 
and mining of data, as well as the utilization of that 
data on a level that was previously unimaginable. 
Each individual exists in a numerous databases 
around the world, from purchases made at the local 
supermarket to purchases made on-line to 
confidential medical records to credit information, 
etc. While individually the information that resides 
within the various databases listed above may not 
reveal much about a person, access to several 
databases may provide a detailed personal 
information. Inherently, there is a fundamental 
tradeoff between the functionality of a database or a 
database management system (DBMS) and the level 
of privacy given to the subjects of the database. 
While there are many benefits to advancements in 
database and DBMS technology, its advent has also 
created the possibility for significant abuses. Ideally, 
the design and implementation of a database would 
be constructed in a manner that will allow users to 
obtain and analyze information from a database(s) 
without allowing its users to access subjects’ private 
information[8]  

Sensitive, confidential and critical information is 
often kept in databases. To protect this information 
from being accessed by third-parties without 
clearance, companies and organizations have to be 
diligent about data protection. While preserving 
database privacy or privacy of the individuals 
involved, we need to assure that database provides as 
informative answers to the needy [7]. In this 
approach, we focus more on what should be made  
 

 
private rather than what should be made publicly 
available. 
 

The idea is that, we will create secret views as the 
answers, for the queries posed to the database. When 
a user poses a query to the database, the system 
virtually updates some of the attribute values on the 
basis of the secrecy views associated to that user. As 
a consequence, in each of the resulting updated 
instances, the extension of each of the secrecy views 
either becomes empty or contains a single tuple 
showing only null values [1]. Many basic problems 
are decidable and admit practical algorithms in the 
case of unions of conjunctive queries, but become 
difficult or even undecidable when queries are 
allowed to contain negation. In this work we allow 
conjunctive queries with negation. In both the 
database and security communities, intensive research 
efforts have been dedicated to protecting individuals’ 
privacy [9]. In this paper both role based access 
control and content based access control are 
discussed. In [10] The National Institute of Standards 
and Technology defines RBAC as Access control 
based on user roles i.e., a collection of access 
authorizations a user receives based on an explicit or 
implicit assumption of a given role .Role permissions 
may be inherited through a role hierarchy and 
typically reflect the permissions needed to perform 
defined functions within an organization. A given role 
may apply to a single individual or to several 
individuals. 
 
II. RELATED PAPERS 
 

In paper  [3] , approach data privacy and access 
control on the basis of authorization views [12] it  
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allow queries to be written in an authorization-
transparent manner, that is, queries can be written 
against the database relations without having to refer 
to the authorization views. Given a user query 
(phrased in terms of database relations or views), our 
system checks if the query is valid, that is, it can be 
answered using the information available in the 
authorization views that are accessible to the user. If 
found to be valid, the query is allowed to execute as 
originally specified, without any modification, 
otherwise it is rejected. 
 

The Virtual Private Database (VPD) feature of 
Oracle’s 9iR2 RDBMS [4] provides fine-grained 
access control by transparently modifying the user 
query. The authorization policy is encoded into 
functions defined for each relation, which are used to 
return where clause predicates to be appended to the 
user query before it is executed. The added predicates 
ensure that the user gets to see only those tuples in 
each table or view that she is authorized to see.  
 

The Virtual Private Database (VPD) feature of 
Oracle’s database server  implements fine-grained 
access control using query modification, by adding 
extra predicates to where clause of the given query. 
However, query modification approaches have 
inherent undesirable side-effects, such as giving 
erroneous answers to certain queries, instead of 
rejecting them as unauthorized. In addition, 
modifying the query can result in the query having 
very different execution characteristics; for instance 
the modified query may take much longer to execute. 
 

In [6] proposes that, the predicates can be 
different for different authorizations. For updates, the 
old and new value of any updated tuple must satisfy 
the update authorization predicates. Inserts, deletes 
and updates on tuples that violate the predicate are 
rejected. If the predicate does not evaluate to true, the 
function is not invoked. In such a case, one possible 
action is to return a null value to the caller. Similarly, 
in the case of procedures, if the predicate does not 
evaluate to true, the procedure is not invoked, and 
one possible action is to set output-only parameters to 
null, and leave input- output parameters unchanged. 
An alternative action in either situation above is to 
raise an exception when the authorization predicates 
fail. Paper [13] explains the methods for  answering 
queries using views and rewriting techniques. 

 
III. PRELIMINARIES  
 

Conjunctive queries has a more visual form and 
uses tables with variables and constants. Views in 
SQL can be accessed as can normal relations and are 
useful in building up complex queries. Although a 
view of a database is usually a complete database, the 
information it contains is incomplete relative to the 
whole database. For a user seeing the view, there are 

many possible underlying databases. So the view can 
be seen as a representation for the set of possible 
underlying databases.Views and queries are 
represented using logical rule notation [2]. It is given 
as follows, 
 
Q(a) :- R1 (a1),R2(a2), …..Rn(an) (2) 
 
Q, R1, R2, ……….., Rn are predicate names and a1, a2, 
... , an are variables or constants. 
  
Example 1 : Consider the following database with  
instance P, 
 
 
 
 
 
 
 
 
 
 
 
For a conjunctive query Q of the form, which is given 
as follows, 
 
Q1 ( y, z ):- x ( S( x, y) ˄ R ( x, z )  (3) 
 
The result obtained after querying the database using 
(3), will be as follows, 
 
Q1 (P) ← { < A, 33>, < B, 45 >, < C, 42> } 
 
If we define secrecy view such that, sid is made null, 
then it is of the form, 
 
Vs (P) ← { S ( x1,y1,  x2,y2, .., xn,yn ) ˄  

R (x1,z1,  x2,z2,…, xn,zn) / { x1, x2,…, xn } } 
 
Now if we query the database using Q2, Where Q2  is 
as follows, 
 
Q2 (x, z ) :- x ( S( x, y) ˄ R ( x, z ) ) (4) 
 
The above query will yield the result as below, 
 
Q2 (P) ← { < null, 33>, < null, 45 >, < null, 42> } 
 
Example 2: Consider the database instance P, define a 
secrecy view such that, marks of students whose 
score is less than 40 has to be hidden. In this case we 
write rule for secrecy view as, 
 
Vs (P) ← { R (x1,z1, x2,z2…, xn,zn ) / { (z1, z2,…, zn )< 
40 } } 
 
And the query is given by the form, 
Q3 (y, z ) :- x ( S ( x, y) ˄ R ( x, z ) ) (5) 
 

S sid sname 

01 A 

02 B 

03 C 

R sid mark 

01 33 

02 45 

03 42 
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The result of query (5) is as follows, 
 
Q3 (P) ← { < A, null >, < B, 45 >, < C, 42> } 
 

Aside from row and column level restrictions that 
restrict the set of rows and columns of a table, cell 
level restrictions can be specified to limit access to 
specific fields of a row. A cell restriction defines the 
row-column intersections that user is not allowed to 
access. It is possible to specify multiple column-name 
lists, each possibly given with a separate condition 
[11].  
 
Example 3: For the given instance P, to assign 
restriction to displaying the name of the user, we can 
define the secret view as follows, 
 
Vs (P) ← { R (x1,y1, x2,y2…, xn,yn ) / { (y1, y2,…, yn) 
= “A” } } 
 
Q4 (x, y ) :- S ( x, y)   (6) 
 
Q4 (P) ← { < 01, null >, < 02, B>, < 03, C> } 
 

This facility is complimentary to the table level 
authorization mechanisms provided by commercial 
database systems using the grant/revoke command. 
While grant controls whether a user can access a 
table, the above constructs define the data within a 
table that the user is not allowed to access. Hence a 
secret view definition defines a view of the table in 
which inaccessible data has been replaced by null 
values[11]. 

 
IV. SYSTEM MODEL 

 
Our approach to the data protection problem is 

based on specifications of what users are not allowed 
to access through query answers, which is quite 
natural. Data owners usually have a more clear 
picture of the data that are sensitive rather than about 
the data that can be publicly released. According to 
our approach, the information to be protected is 
declared as a secrecy view, or a collection of them. 
Their extensions have to be kept secret. Each user or 
class of them may have associated a set of secrecy 
views.  
 

When a user poses a query to the database, the 
system virtually updates some of the attribute values 
on the basis of the secrecy views associated to that 
user. In this work, we consider updates that modify 
attribute values through null values, which are 
commonly used to represent missing or unknown 
values in incomplete databases. As a consequence, in 
each of the resulting updated instances, the extension 
of each of the secrecy views either becomes empty or 
contains a single tuple showing only null values. 
Either way, we say that the secrecy view becomes 

null. Then, the original query is posed to the resulting 
class of updated instances [1]. 
A. Conjunctive queries in database with NULLs 

 
Let R be a database schema. A rule-based 

conjunctive query over R is an expression of the form 
as given in [2] 
 
S ( p )←R1 ( x1 ), . . . , Rn ( xn )  (7) 
 
where n ≥ 0, R1, . . . , Rn are relation names in R; S is 
a relation name not in R and x, x1, . . . , xn are free 
tuples, if 
v = x1, … , xm, then ‘R(v)’ is a shorthand for ‘R(x1, . . 
. , xm)’.  

 
Null values will be used to virtually update the 

database instance. Null values may have several 
interpretations, e.g. as a replacement for a real value 
that is non-existent, missing, unknown, inapplicable, 
etc. For example, consider a relation T as follows 

 

 
If we ask for all the employees with salary > 

30000 or salary ≤ 30000, any employee with salary = 
null will be left out of the answer set. In the above 
example employee with eid 253 will be left out since 
the value in the field esal is null. In general, when a 
given query is evaluated, only those combinations of 
tuples that evaluate the logical expression of the 
query to true are selected as answers.  

SQL-2003 suggests the use of Is Null 
predicate when comparing values in an equality 
comparison against null.The NULL predicate is used 
to test if the specified expression is the NULL value, 
and has the form: 

 
… {Expression} IS -------                               NULL 
                                                             NOT 
NULL 

If the predicate specifies expression IS NULL, 
then the result is true if any operand in the expression 
is NULL. The result is false if no operand in the 
expression is NULL. The result of the NULL 
predicate is never unknown. [5] 
 
Example 4: Consider the relational schema given, 
with instance P, 
 

Employee Eid Ename Esal 

173 A 40000 

285 B 25000 

253 C Null 

142 D 30000 
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A query Q to find sid whose sname are null can be 
given as, 
 
Q5 (x, y ) :-  ( S ( x, y) ˄ y IS NULL ) (8) 
 
This query will yield a result as given by, 
Q (P) ← { <03 >, < 05>} 
 
Q6 (x, y ) :-  ( S ( x, y) ˄ y IS NOT NULL )
 (9) 
 
This query will yield a result as given by, 
Q (P) ← { <01 >, < 02>, <04> } 
 
B. Nested query semantics and instances to make 

view extensions null. 
 
A database instance is a set of memory structures 

that manage database files. The instance manages its 
associated data and serves the users of the database. 
A null is used to represent unknown or inapplicable 
information. In consequence, a user who obtains nulls 
from a query will not know if the nulls were already 
there or were (virtually) introduced for privacy 
purposes [14]. Secrecy instances makes the 
extensions of the secrecy views contain tuples 
showing only null values. Furthermore, the secrecy 
instances do not depart from the original instance by 
more than what is needed to protect the secret data. 
So, they minimally differ in a precise sense from the 
original instance. The queries can be posed against all 
of secrecy instances simultaneously to obtain secret 
answers. They do not reveal any secret data as 
defined by the secrecy views. [1]. 

 
Inner query or Nested query is a query in a query. 

A nested query is usually added in the WHERE 
clause of the SQL statement. Following gives an 
example for an SQL nested query. 
 
Example 5: Consider the following relational 
schemas, 
 
EMP eid ename 

01 Aa 

02 Bb 

03 Cc 
 

 
 Nested query we use in this work can be of the form, 
 
SELECT eid, ename   
FROM EMP 
WHERE eid IN (SELECT eid   
FROM SAL WHERE eid IN (01,02); 
We obtain as result the following tuples, 

eid ename 

-------- ------------- 

01 Aa 

02 Bb 

C. Algorithm to retrieve information from database 
using conjunctive queries 

In this algorithm we provide conjunctive query Q 
in the form (8) as input, from this input the algorithm 
finds the entire relevant secret values and virtually 
reconstruct the view so as to generate the resultant 
view where all the secrecy attributes are set null. The 
algorithm is given below: 
Algorithm 1:  
Input: Q is a conjunctive query 
Q: P ( x1, x2, … , xn ) ˄ R ( y1, y2, … , yn )  
 (10) 
BEGIN 

1. A[i] = P ( x1, x2, … , xn ), R ( y1, y2, … , yn ) 
// A[] is of finite length 

2. Cri ← criteria(User, Table, column, 
condition ) 
 

3. for each cri 
if  cri = Pxi/Rxi 

       Nui = Pxi/Rxi 
else 

      goto step 2 
break 

4. Generate Vs 
 

5. for each Vs[i] 
if  Vs[i] = Nui 

      set Vs[i] = NULL 
else 
      goto step 4 
break 

S sid sname 

01 A 

02 B 

03 NULL 
 

04 D 
05 NULL 

SAL eid esal 

01 30000 

02 48000 

03 42000 
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END 
D. Algorithm to retrieve information using nested 

query. 
 

The algorithm for evaluating nested query 
involves the following steps. The nested query we 
expect is of the form (9) where Q1 and Q2 will be 
connected using the SQL operator IN and NOT IN. 

 
The algorithm first looks to find such an operator, 

and if succeeds, it evaluate the statement following 
the IN operator. That is, the algorithm first evaluates 
the inner query and then the outer query. The 
algorithm for evaluating the nested query is as 
follows: 

 
Algorithm 2: 
Input: Q ← Q1(Q2) is a nested conjunctive query 
Q: P ( x1, x2, … , xn (R ( y1, y2, … , yn ) ) 
 (11) 
BEGIN 

1. Check Q for any connectives 
2. If  ( true ) 

a. Ak = R ( y1, y2, … , yn ) 
k is of finite length 

else 
break 

3. Cri ← criteria(User, Table, column, 
condition ) 

4. for each cri 
if  Cri = R ( yi ) 
     Nui = R ( yi ) 
Else 
     Goto step 3 

break 
5. for each cri 

if  Cri = P ( xi ) 
     Nui = P ( xi ) 
Else 
     Goto step 4 

break 
6. D.Vp :- P ( x1, x2, … , xn ) for each Vp ( i ) = 

Nu ( i ) 
7. Set Vp ( i ) = NULL 
8. D’.Vp :- P ( Nu (x1 ) … Nu ( xn ) ) 
9. D.Vr :- P ( y1, y2, … , yn ) for each Vr ( i ) = 

Nu ( i ) 
10. Set Vr ( i ) = NULL 
11. D’.Vr :- R ( Nu (y1 ) … Nu ( yn ) ) 
12. Join D’.Vp and D’.Vr 

END 
E. Algorithm to set criteria for users 

Defining criteria for different levels of users is of 
utmost importance. Here we define a criterion by 
specifying the user to which the criteria is to be 
specified, then the column, and on which table. The 
steps are as follows: 

Algorithm 3: 
Create criteria criteria-name 
On table-T 

for user-name  
(( to columns column-name) 
| (to rows [where-condition] 
| (to cells ([where criteria-name])) ) ) 
 
V. EXPERIMENTAL RESULTS 
 

Experiments were run on Intel(R) Core(TM) i3-
3210 CPU 3.20 GHz processor with Windows 7 
Operating system. We considered the dataset in [15]. 
Complexity is measured in terms of row count. Row 
count depends on three parameters, and they are, the 
total number of rows, the criteria and the number of 
rows that are virtually updated with nulls. Based on 
these three parameters the row count is calculated. 
The input table Results of comlexity analysis is 
shown in the table below: 

 
 
CONCLUSION 

 
In this work, we have developed methods for 

answering conjunctive queries that do not reveal 
secret information as specified by secrecy views. We 
analyzed the semantics of simple conjunctive queries 
with WHERE condition and nested queries as well. 
This work proposes two algorithms that can be used 
to evaluate simple conjunctive queries and nested 
queries. Query evaluation algorithms are for cell-
level disclosure policies, which determines for each 
field whether the field is viewable or not and negated 
queries also can be posed to the database. In this 
work nulls are used to protect secret information, by 
virtually updating with nulls in some of the attribute 
values. The resultant view will contain null values for 
the secret information. The database is not affected 
by this updation. Complexity issues are also 
analyzed. Row count complexity is measured. The 
situation will be more challenging if this is 
implemented in social networking, where work can 
be extended using other access control mechanisms 
like attribute based access control. 
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