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Abstract- The Maritime Cloud is the term used to describe the concept of an infrastructure that support authorized, seamless 
information transfer, as requested by the IMO e-navigation strategy, and as derived from testbeds focused on e-navigation. 
This paper proposes a lightweight user authentication protocol where the Message Queue Telemetry Transport type protocol 
registers unique topic values from the user to send the value to a server through the QoS(Quality of Service) 2 method and 
lightweight usage information measurement protocol where the transmission of usage information for communication service 
measurement consumes less mobile device resources.. 
 
Index Terms- Cloud, E-navigation, IMO, Secure Maritime.  
 
I. INTRODUCTION 
 
The IMO e-navigation strategy has requested a 
communication infrastructure providing authorized 
seamless information transfer between stakeholders. 
The Maritime Cloud is the term used to describe the 
concept of an infrastructure that support authorized, 
seamless information transfer, as requested by the 
IMO e-navigation strategy, and as derived from 
testbeds focused on e-navigation. The Maritime Cloud 
concept is similar to the maritime infrastructure 
framework, adding those elements, that are necessary 
to support the e-navigation domain. A limited testbed 
version of the Maritime Cloud concept exists, which 
has so far demonstrated interoperable information 
exchange between systems developed by different 
e-navigation testbed projects in Northern Europe and 
Korea. Based on the experience of several 
e-navigation test bed projects in Europe (EfficienSea, 
MonaLisa, and ACCSEAS) as well as projects in 
Korea and Japan, the concept of the Maritime Cloud 
has been developed into an open source functional 
prototype..  
 
II. USER AUTHENTICATION PROTOCOL IN 
E-NAVIGATION CLOUD  
 
When The proposed system distributes unique topic 
values generated by combining a user timestamp, 
device number and random value among a 
Client-Gateway-Broker and server within in a reliable 
cloud server to the broker and server. Based on the 
distributed unique topic value, the server and broker 
check the integrity of the topic internally. Once 
checked, the server issues a usable secret value based 
on the unique topic value sent by the user, the user 
then combines the existing unique topic value with the 
sent secret value and sends a user authentication 
message to the server, and the server then validates the 
sent final value to finally register the user. Even if the 
unique topic value is hijacked during the process, the 

integrity is ensured through the timestamp the user 
generated and the random value assigned, which 
eliminates the possibility of reuse attacks. 
 

 
Fig. 1. Cloud Communication Process. 

 
Before being utilized in a Cloud-based 
communication service, a reliable user authentication 
process is performed among Client-Service 
Broker-Server to verify users. Table is a list of 
abbreviations used in the protocol for user 
authentication. 
 

 
Fig. 2. Abbreviations used in Protocol 

 
The client generates timestamp TN  to prevent reuse 
attacks with random value R1 as (F. 1), and then 
generates unique topic value ATP as (F. 2) based on 
random value RN, timestamp and the device’s unique 
PIN ID to register on the MQTT broker. 
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  (F.1) 
  (F.2) 

 
Fig. 3. Proposed User Authentication Protocol 

 
III. MARITIME CLOUD SERVICE PLAT FORM  
IN IOT ENVIRONMENT 
 
A. Flow of Platform Operation 
The flow of platform operation is shown in the figure 1 
above. The platform enters the operational state by the 
initial actuation and then starts being linked to the 
sensor networks and the application services. Multiple 
sensor networks are linked by the connection requests 
in the operational state of platform and then the 
application services are also linked to the platform in 
its operational state. The platform linked with the 
sensor networks processes the commands 
continuously according to the common interface 
standard on the service requests of application services 
and the application service performs its actions by the 
application interface with the platform. The 
connections of applications and sensor networks can 
happen. Finally the platform stops its function as a 
platform in the finish stage. (Figure 4.) 
 
B. Flow of User Authentication/Authorization 
The authentication during the request of application 
service and the flow of authenti-cation by the service 
request are shown in the figure above. After the 
platform is activated and linked with the sensor 
networks, the application service should request 
authentication first to get the platform service.  The 
authentication is made when the application service 
sends the generated credential to the platform and the 
platform interprets the credential and checks if the 
application service is a registered user or not.  The 
credential should be treated confidentially and can be 
generated selectively in one of th methods of 
ID/Password based authentication and Certificate 
based authentication. The platform generates 

application sessions when the authentication is 
confirmed and sends the Session ID, the result of 
authentication, to the application service. 

 
Fig.4. Operating Flow of Platform. 

 
After the process of authentication, the application 
service sends requests using the service interface 
provided by the platform. These requests make the 
platform carry out the authorization process that 
decides whether the services or resources provided by 
the platform can be used, and the results performed in 
the sensor networks are provided to the application 
services. The basic services provided by the platform 
are sensor network control, sensor network 
monitoring, sensor data query process, etc. and there 
might be the other types of expanded services. The 
resources provided by the platform mean the sensor 
networks registered on and linked to the platform. The 
platform should maintain the information on 
permission of services and resources to each user for 
the purpose of authorization process. The application 
service is disconnected by sending log-out request to 
the platform. (Figure 5) 
  

 
Fig.5. Authorization process of Application Service. 

 
C.  Flow of Service Session Management 
Martime Cloud Service Middleware Platform makes 
groups of functions provided to the applications 
services and defines the groups as the platform service.  
In other words, application interfaces provided by 
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abstracting the sensor network functions, multiple 
number of application interfaces provided for 
monitoring of sensor networks and query process 
interfaces for acquisition and analysis of sensor data 
should be used together with the related interface in 
each interface group. The processed results according 
to each service request can be transmitted to the 
application services in diverse ways depending on the 
characteristics of each service. 
The process flow of service sessions that are generated 
and removed in the platform for the application 
services are shown in the figure above. First, the 
sensor networks are connected to the platform. The 
platform generate application sessions after 
authentication for the application service, and the 
application service performs requests for generation of 
service session (S2, S3) prior to the request for 
platform service. The application service can generate 
multiple number of service sessions for the services 
provided by the platform. The application service 
make requests (S4) via the service application 
interface within the generated service session. Finally, 
the application service should request the removal of 
service sessions prior to the requests for the removal of 
application sessions and the platform should remove 
the remaining sessions for the service on getting the 
requests of removal from the application service. 
 

 
Fig.6. Flow of Platform Service Session Management. 

 
D.  Flow of Message and Notification 
The service results for the service requests of 
application are defined as Message and Notification.  
The message is not the return value of processed 
results that is instantly transmitted in response to the 
service requests but the results type that is generated to 
be sent to the application service after taking process 
continuously on the requests. In other words, it is not 
the results transmitted synchronously to the requests 
of applica-tion service but the results type generated 
by the process in the platform and transmitted 
asynchronously. The notification is the result type that 
is pushed to the service when events occur to the 
platform or state changes are detected. The 
notification are different from the message in the point 

that notification type and notification contents 
(reasons) are included and transmitted.  
The transmission flow of message and notification to 
the application service is shown in the figure above. 
First, the sensor network is linked (S1) to the platform. 
The application can register the subscription URI by 
requesting subscription of message or notification to 
each service session. Once the subscription URI is 
registered, the plat-form transmits messages and 
notifications continuously whenever they are 
generated as the processed results for the service 
requested by the application.  The application service 
can change and remove the subscription URI. Once 
the application service removes the subscription URI, 
the platform does not send the processed results to the 
subscription URI and discards them. 
 

 
Fig.7. Flow of Message and Alert Process. 

 
E.  Flow of Sensor Network Monitoring and Control 
The flows of sensor network monitoring and control 
are shown in the figure above. The sensor networks 
linked to the platform transmit the monitoring 
information peri-odically via the sensor network 
common interface. The platform updates the 
monitoring information of the multiple sensor 
networks linked to the platform dynamically and 
maintains them to be used in the related application or 
platform.  USN application service gets the 
monitoring state information from the platform in 
notification forms.  When there are changes of the 
monitoring state information, the platform sends 
notification to the notification subscription URI of the 
registered service if necessary. The application service 
uses application interface to transmit the control 
requests like change of sensor network monitoring 
cycle, transmission method, On/Off of network 
elements, etc. and the platform gives control 
commands the sensor networks and transmit the 
results to the service. 
 
F.  Query Process of Sensor Data and Actuator 
The sensor data query is a request that the application 
service sends to get the sensor data acquired from the 
sensor networks in the forms that each application 
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desires [31-34]. The flow of sensor data query process 
is shown in the figure above. First the sensor network 
is linked to the platform. USN application service 
requests query pro-cess in the query statement 
expressed based on the query type and query syntax 
that USN Service Middleware Platform supports. The 
platform provides the identifier on the query process 
request to the service and then transmits the results of 
query process for the sensor data acquired from the 
sensor network to the service. The application service 
controls the query by sending control requests like 
suspend, resume and stop for the consecutively 
performed query such as continuity query or stream 
query. Martime Cloud Service Middleware Platform 
should support the following types of sensor data 
query. 
 
CONCLUSION 
 
This paper proposes a lightweight user authentication 
protocol where the protocol registers unique topic 
values from the user to send the value to a server 
through the QoS method and lightweight usage 
information measurement protocol where the 
transmission of usage information for communication 
service measurement consumes less mobile device 
resources. To support the e-navigation strategy for 
global maritime transport, the Maritime Cloud offers a 
Maritime Identity concept for all participating 
stakeholders in a common framework. Information 
services for e-navigation will be published in a 
dynamic registry, available for discovery by relevant 
stakeholders. An opportunity for placing the Maritime 
Cloud Client Component (or Service Agent) into the 
ships bridge architecture exists in the ongoing 
standardization processes. While a window of 
opportunity for initializing the establishment of the 
Maritime Cloud exists, a governing structure, 
business model and operational environment with 
related evolutionary processes for cooperation 
amongst many different projects and stakeholders will 

have to be established for the Maritime Cloud (or 
maritime infrastructure framework) to ensure long 
term sustainability. 
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