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Abstract— Packet dropping is one of the common attacks in wireless multi-hop sensor networks. They disrupt the 
communication in wireless sensor network by dropping the packets. This paper addresses the problem and proposes an 
effective scheme to identify the packet droppers. 
 
 
I. INTRODUCTION 
 

Packet droppers are one of the common attackers 
in wireless sensor network. A wireless sensor 
network includes sensor nodes, which can monitor 
the environment and perform data collection tasks 
and thus help in forwarding the data to this sink node. 
Dropping packets is one of the common attacks in 
wireless multihop sensor networks. That is packets 
are dropped by some of the nodes instead of 
forwarding them. Many schemes have been proposed 
to mitigate with attack of packet droppers. A widely 
adopted technique is multipath forwarding [2] [3], in 
which multiple redundant paths are used for 
forwarding packets and thus packet dropping in some 
of these paths can be compromised. But this scheme 
introduces high extra communication overhead. 
Another scheme monitored the behaviour of 
forwarding node. However these schemes face high 
energy cost due to operating mode of wireless 
interface. However identification of packet droppers 
is to be effectively done in order to fully solved 
packet dropping by using these schemes. The nodes 
can continue attacking the network by dropping 
packets without being caught. 

In this paper we propose an effective scheme to 
catch the packet droppers. In this scheme a sink is 
first established at the root of a dynamic routing tree. 
The sensor data is transmitted towards the sink along 
the tree structure. Each packet sender adds a small 
number of extra bits to the packet, which is called 
packet marks. The sink obtains useful information 
from the packet mark and can figure out the dropping 
rate of every sensor node.  

The node categorisation algorithm is then 
performed to identify packet dropping nodes or 
suspicious packet dropping nodes. Behaviour of 
sensor nodes are observed in a large variety of 
scenarios since the tree dynamically changes every 
interval. The sink periodically perform heuristic 
ranking algorithm in order to identify most likely 
packet dropping nodes from suspicious packet 
dropping nodes. Thus most of the packet dropping 
nodes is identified. This proposed scheme is provide 
effective identification of packet droppers and faces  

 
low overhead in communication and also in energy 
consumption.  
 
II. SYSTEM MODEL 
 

A. Assumptions on network 
The fig (1) choose a typical sensor network, where 

a large number of sensor nodes are included in a two 
dimensional area. There sensor nodes generates 
sensing data periodically and perform data collection 
task and forward data into the form of packets to the 
sink hop by hop. The sensor nodes and the sinks are 
need time synchronized and the sink is one of the 
node located within the network. The nodes report 
their neighbouring nodes soon after deployment and 
thus the sink is made aware of the network topology. 

 
Fig 1: Network system model 

 
B. Security Assumptions and Attack Model 
The sink in the network is assumed to be 

trustworthy. Some of the nodes in the network drop 
all or some of the packets to be forwarded to the sink. 
They may also drop the data generated by it. Thus 
such nodes causes packet dropping, it disrupts the 
communication in wireless sensor networks.  
 
III. THE PROPOSED SCHEME 
 

The proposed system is outlined in Fig.2comprises 
three main components: sender, forwarding node, 
destination node. The forwarding node may drop the 
packet and that node behaves as the attacker (bad 
node). 

 In this scheme packet droppers are identified by 
various intruder identification phases. The initial 
phase, a dynamic routing tree is formed by the sensor 
nodes. The dynamic routing tree is routed at the sink 
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and its structure changes dynamically from round to 
round. Since the network topology changes with the 
addition or deletion of nodes. Data is transmitted in 
each round to the sink through the dynamic routing 
tree. The sender adds a small number of extra bits or 
packet marks to the packet and encrypts the packet 
using symmetric encryption algorithm and then 
forward it to the sink. After the completion of first 
round the node categorisation algorithm is performed 
to identify nodes which must be packet droppers and 
the nodes that are suspiciously bad (ie suspected to be 
packet droppers). The node categorisation algorithm 
is performed based on the packet marks carried in the 
received packets. 

 
Fig 2: Block diagram 

 
  The network topology changes due to the 

addition or deletion of nodes and thus the routing tree 
structure is reshaped from round to round. The sink is 
aware of the network topology after the execution of 
number of rounds. The sink collects information 
about node behaviours and identifies nodes that are 
bad for sure, nodes that are suspiciously bad and 
nodes’ topological relationship. The sink perform 
heuristic ranking algorithm to identify bad nodes 
from the large number of suspiciously bad nodes. 

A. ToD Establishment and Packet Transmission 
The dynamic routing on DAG (ToD) is a semi 

structured approach which is based on dynamic 
forwarding on an implicitly constructed structure 
composed of multiple shortest paths. The Fig 3 shows 
wireless tree establishment topology. It consists of ten 
sensor nodes. The sensor nodes in the DAG monitor 
the environment and aggregate the data packet. Then 
all the sensor nodes dynamically decide the 
forwarding path based on the location of the sources 
and the data packets are forwarded to the sink node 
on the ToD. 

 
Fig 3: Tree establishment 

All the sensor nodes form a dynamic routing tree 
(TOD) which is routed at the sink. The sink is aware 
of the network topology, which can be achieved by 
requiring nodes to report their neighbouring nodes 
soon after deployment. The sink shares a unique key 
with each node on the tree. The packet sender node 
attaches a sequence number to the packet and also 
encrypts the packet with the key shared with the sink 
and then the packet is forwarded to its parent. When 
an intermediate node receives the packet it attaches a 
few bits to the packet in order to mark the forwarding 
path of the packet and the packet is encrypted to 
forward it to its parent. An intermediate node which 
acts as a packet dropper may drop the packet it 
receives. When the packet is received at the sink it is 
decrypted and the sink finds out the original sender 
and the sequence number of the packet. For every 
certain time interval or a round the sink calculates the 
dropping rate for every node by tracking the sequence 
numbers of received packets for every node. The sink 
then identifies packet droppers based on the 
knowledge of the ToD topology and the calculated 
dropping rate. The purpose of system initialization is 
to set up secret pair wise keys between the sink node 
and every regular sensor node, and to establish the 
tree on DAG to facilitate packet forwarding from 
every sensor node to the sink node. 

B. Packet Receipt at the sink 
The temporary variable v and mg’ are initialized to 

0 and mg, v=0, mg’=mg. 
The sink finds the child node of n of node v and 

then decryption dec (kn, mg’) is carried out using the 
key kn which results in the string Rn. If the sink 
could not find the child node of v then the packet is 
dropped. If the packet forwarding from node n to 
node v succeeds then we go for two cases. Node v is 
the original sender of the packet if decryption starts 
with (Rn, n) then the sequence number of the packet 
is recorded and the receipt procedure complete. 
Otherwise node n is considered to be the intermediate 
forwarder of the packet .Then v and mg’ are updated 
to n and the string obtained by trimming Rn from the 
leftmost. 

Algorithm 1: Packet receipt at the sink 
 Input: Packet (0, mg) 
 v=0, mg=mg’ 
 Success_of_attempt=false 
 For each child node n of node v do 
 M=decrypt (kn, mg’) 
 If decryption= false then 
 continue 
 else 
 Success_of_attempt=true 
 If M starts with (Rn, n) then  
 Sequence number is recorded 
 break 
 else  
 get Rn from M and get mg’  
 v        n  
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 Success _of _attempt=false go to line 
4 
 If Success _of _ attempt=false then 
 Packet is dropped. 

C. Node Categorization Algorithm 
In every round, for each sensor node v, the sink 

node s keeps track of the number of packets sent from 
sender (v)  and the numbers of packets received at the 
sink (s).In each round the sink node calculate the 
dropping ratio for each node v. Nt is the number of 
transmitted packet, Nr is the number of received 
packets. The dropping ratio dv in the round is 
calculated as 

dv =  
Based on the dropping ratio of every sensor node 

and the tree topology, the sink categorises the nodes 
based up on the node categorisation algorithm, then 
identify the nodes that are droppers for sure, possibly 
droppers and suspicious droppers. Thus the sink 
calculates the dropping rate of every sensor nodes and 
based on this dropping rate and the tree topology the 
packet dropping nodes and suspicious dropping nodes 
can be identified by the sink. For this purpose a 
threshold ѳ is first introduced. 

When the packets forwarded from the sender to the 
sink are not intentionally dropped by the intermediate 
nodes, the dropping ratio of the particular node 
should be lower than the threshold ѳ should be 
greater than zero according to our scheme. Let us 
assume ѳ value is 0.5 and the node categorisation 
algorithm can be performed in any one of the 
following cases: 

I. Real packet droppers 
II. Suspicious packet droppers 

III. No packet droppers  
The tree based node categorisation algorithm is 

performed for every sink node in the network 
topology established using ToD. A node is considered 
to be a suspicious packet dropper or not a packet 
dropper if the dropping ratio is less than the threshold 
ѳ. The node is not a packet dropper only when the 
dropping ratio value is equal to zero. The node is a 
suspicious packet dropper when the dropping ratio is 
less than ѳ but greater than zero. The node is a packet 
dropper when the dropping ratio is greater than ѳ. 
Packet dropping is due to the malicious node, 
collisions and traffic.  

Algorithm 2:  Node categorisation algorithm 
 Input: Tree T, with each node v and its 
dropping - 
 ratio 
 For every sink node in T do 
 Find dropping ratio dv; 
 If dv < ѳ then 
 set v as good for sure or suspiciously 
bad 
 If dv=0 then 
 set v as good for sure 
 else if dv > 0 

 set v as suspiciously bad 
 else 
 break 
 else  
 set v as bad for sure 
 repeat  

The node categorisation algorithm is thus 
developed using their assumptions and nodes that are 
packet dropper’s suspicious packet droppers or good 
are identified. The ToD established for the considered 
network topology changes from round to round and 
the tree reshaping takes place.  
 
IV. PERFORMANCE EVALUATION 
 

The objective of this section is to test the 
effectiveness & efficiency of our scheme in 
identifying packet droppers. 

Table 1: Packet dropping rate for node interval 
communication 

Node interval Detection rate Packet analysis 
information 

7-4 0.000000 No packet 
drops 

0-3 0.974623 Packet drops 
3-5 0.400055 Suspiciously 

packet drops  
2-8 0.994359 Packet drops 

 
CONCLUSION 
 

This proposed scheme provides a simple but 
effective way to identify misbehaving intermediate 
packet forwarders that drop packets. The packets are 
padded and encrypted in order to hide the source of 
the packet. Small number of extra bits called packet 
mark is added to each packet by the forwarder. So 
that the sink can recover the source of the packet and 
calculate the packet dropping ratio for every sensor 
nodes. The tree based node categorisation algorithm 
helps to identify nodes that are packet droppers, 
suspicious packet droppers and not packet droppers. 
The effectiveness of the proposed scheme is also 
tested.  
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