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Abstract— Security risks associated with networked enterprise systems is a topic which has become increasingly significant 
in the new millennium. As corporations rely ever more on technology to run their businesses, connecting enterprise systems 
to each other to perform seamless business transactions in a virtually borderless world, security is becoming a concern for 
all. The Research was primarily set out to identify and consolidate the security risk associated with networked information 
systems and to evaluate and study human behaviour changes across time and space due to same. The study focuses on young 
generation attitudes and cultural analysis which influences Organisation culture and environment. A growing number of 
organizations recognized that information security can not only provide protection of corporate assets but also effects human 
behaviour changes also. 
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I. INTRODUCTION 
 
Information security is the process of protecting data 
from unauthorized access, use, disclosure, 
destruction, modification, or disruption.  The terms 
information security, computer security, and 
information assurance are frequently used 
interchangeably. Traditionally, information security 
professionals focus on ensuring confidentiality, 
integrity, and availability.  A good habit when first 
exploring any new business application or system is 
to think about confidentiality, integrity, and 
availability – and countermeasures or lack thereof for 
protecting these. Attacks may come against any or all 
of these. 
 
II. RECENT RESEARCH 
 
Information security has been defined as 
encompassing systems and procedures designed to 
protect an organization’s information assets from 
disclosure to any person or entity not authorized to 
have access to that information, especially 
information that is considered sensitive, proprietary 
and confidential or classified as in national defence. 
(Hill and Pemberton, 1995) 
 
A computer security incident can be thought of as a 
violation or imminent threat of violation of computer 
security policies, acceptable use policies or standard 
security practices. Incidents include denial of service, 
malicious code, unauthorized access and 
inappropriate usage (Grance at al., 2004). 

 
An understanding of the definition of information 
security has been enhanced by the Management and 
Economics group at SRI International that developed 
a theory of information security. The theory divides 
information security into 6 functions: avoidance of 
loss, deterrence, prevention of loss, detection of loss,  

 
recovery capability and correction of vulnerabilities 
(Parker, 1984). 
 
Although security specialists are making 
technological advances in safeguarding information, 
they are not advancing as rapidly with human 
controls. Human controls consist of management and 
procedural actions to ensure that people are sufficient 
alert to make the technological safeguards work 
(Ewing, 1992). 

 
This imbalance in technological and human control 
implementations is evidenced in current information 
security spending in that 83% of business 
respondent’s list technology as their top information 
security spending area and only 35% of survey 
respondents have continuous education and 
awareness programs. The imbalance in spending is 
exacerbated by the fact that return on investment is 
not valued as a measure of effective information 
security spending (Global Information Security 
Survey, 2003). 
 
III. INFORMATION SECURITY 

MANAGEMENT SYSTEM 
 
An information security management system (ISMS) 
is focused on managing information security within 
an organization, a topic that is of growing concern to 
many organizations as they deal with the challenges 
presented in the information society including 
evolving information security and privacy legislation, 
published guidelines (OECD, Cyber security), and 
threats natural (fire, flood, earthquake, tornados) or 
human introduced (viruses, SPAM, privacy, hacking, 
industrial espionage). A properly implemented ISMS 
can be effectively used by either small or large 
organizations, and can be tailored to support the 
protection of information in diverse organizations 
including data processing centres, software 
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development, e-commerce, health care organizations, 
finance, manufacturing, service organizations, non-
governmental organizations, colleges, and not-for-
profit organizations.  Effective implementation of the 
framework ensures that a management team, 
committed to information security, provides 
appropriate resources to support the processes that the 
organization needs to achieve appropriate information 
security. It needs to be emphasized that this 
commitment of senior management is absolute crucial 
in the success of this - and other - management 
systems. This inevitably includes processes related to 
the basic management of the system, and training and 
awareness. It emphasizes a risk management process 
that guides the choice of safeguards and that, coupled 
with the metrics necessary to ensure that the chosen 
controls are implemented correctly, ensures that the 
system evolves to manage the changing business and 
security environment, and that the resulting 
management system is, and continues to be, effective. 
 
IV. EVOLUTION OF “ANY-TO-ANY” 

INTERNET  
 
The rapid growth of the internet worldwide has truly 
made a global society connected unlike ever before. 
Currently there are approximately 2,405,518,376 
internet users in the world, that's more than a 566.4% 
increase since 2000!  The world is changing as the 
use of the internet progresses and changes with 
technology. 
Cyber criminals are taking advantage of the rapid 
expansion of today’s “any-to-any” world. Individuals 
are using any device to access business applications 
in cloud decentralize network environment. “Any-to- 
Any” means that we are reaching to the situation 
where it is increasingly less likely that User is going 
to access business through enterprise network. 
Internet enabled devices – smartphones, tablets and 
more are trying to connect to applications that could 
be running anywhere in public cloud or private cloud 
or hybrid cloud. 
 
V. EVOLUTION OF “INTERNET FOR 

EVERYTHING” 
 
At the same time, another evolution is underway a 
steady movement – “Internet for Everything” i.e.  

a) People – Social Network. 
b) Processes – Systems & Businesses. 
c) Data – World Wide Web information. 
d) Things – Devices and Objects. 

“Internet for Everything”, besides mobile devices or 
Laptop also includes rapidly growing number of 
Machine-to-Machine (M2M). These “things” are 
Objects connections coming online each day such as 
home heating system, wind turbine or a car.  Nancy 
Cam Winget from Cisco said “Amazing things will 
happen and be created as the Internet of Everything 
grows”. “Internet for Everything” will create new 

capabilities, richer experience and unprecedented 
economic opportunities for Countries, Businesses and 
Individuals.    
 
The challenge of securing Applications, Devices and 
Users in “Any-to-Any” and “Internet-for-Everything” 
is quite tough for enterprises especially when data is 
stored at Cloud. Study says that by 2016, global cloud 
traffic will be nearly two-thirds of total data center 
traffic. Traditional security solutions such as Firewall 
at network edge is not the final secure solution in 
today’s environment as data is constantly in motion 
among devices, networks and clouds. 
 
VI. ENDPOINT PROLIFERATION 
 
Considering that less than 1 percent of things in the 
physical world are connected today, there remains a 
vast potential to connect the unconnected. It is 
estimated that 50 billion “things” are already 
connected at Internet and the number will increase 
many folds in future. In future, when car becomes 
connected to the Internet, it will also be connected 
with other Cars, Stop Lights, Home, Warning Signs, 
and Road and so on.  

 
FIG-1 

The “Internet for Everything” is the intelligent 
connection of people, processes, data and things 
(Fig.-1). In the Internet of Everything, connections 
matter most and the types of connections create value 
between people, processes, data and things. The 
explosion of new connections already becoming part 
of “Internet for Everything”. More and more IP 
enabled devices are leading to further increase in 
requirement of bandwidth and advent of IPv6. The 
new connections tends to create more risks as they 
generate more data in motion that needs to be 
protected in real time in highly connected World.  
 
VII. IMPACT OF INTERNET ON HUMAN 

BRAIN 
 
The brains of young people growing up “hyper-
connected” to the Internet might be wired differently 
from those of their elders, suggests a recent survey of 
technology experts i.e. Researchers from the Pew 
Research Center and Elon University.  
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HR professionals might, as a result, have to change 
the ways in which they manage these younger 
workers. Some 55 percent of survey participants 
agreed that the brains of multitasking young people 
will be wired differently from the brains of those 
older than 35 years and they are good at going online 
and finding collective intelligence. Some 42 percent 
of survey participants expected brain-wiring changes 
with negative results. The impact of Internet on 
Human brain will be --   
 

a) They will have a thirst for instant 
gratification.  

b) They will not retain information. 
c) They spend most of their energy sharing 

short social messages, being entertained and 
being distracted away from deep 
engagement with people and knowledge.  

d) They lack deep-thinking capabilities; they 
lack face-to-face social skills. 

e) They depend in unhealthy ways on the 
Internet and mobile devices to function. 

f) They will have lasting problems with focus 
and attention. 

g) They find distraction while working, 
distraction while driving and distraction 
while talking to the neighbors.  

h) They wouldn’t imagine going on vacation 
without a phone and e-mail access. It creates 
this mentality where work and what is not 
work is flowing together. 

i) They want autonomy and reassurance. They 
want lots of praise, lots of feedback—every 
day. 

j) Their connectedness can lead to behavior 
that older colleagues consider rude, like 
texting during meetings.  

 
VIII. BLENDING BUSINESS AND 

PERSONAL USE 
 
Present generation Users want the freedom to browse 
the Web. The freedom of devices by User is a very 
serious situation for Security professional.  A survey 
has been conducted and the results are:-- 

a) 66% of respondent’s opinion is that 
employers should not track employee online 
activities. 

b) 20% of respondents informed that their 
employers do track their online activities 
while 46% of respondents informed that 
their employers don’t track their online 
activities. 

 
BYOD (Bring Your Own Device) is the concept 
getting popular every day. Also, personal use of 
Company owned devices is also very common. 
Infact, there is always a blend for Business and 
Personal Use on same devices. However, this is a 
major concern for Security professional. As per 

Survey, there is disconnect between what employees 
think they can do with their Company owned devices 
or their own devices in Company’s enterprise 
network Vs. what IT policies of Organization for 
personal usage.   

a) 40% of respondents informed that they are 
supposed to use Company owned devices for 
work activity only. 

b) 25% of respondents informed that they are 
allowed to use Company owned devices for 
non-work activity also. 

c) 90% of respondents informed that they do 
have policies that prohibit company issued 
devices being used for personal online 
activities.  

d) 38% of respondents acknowledge that they 
break policy and use devices for personal 
activities in addition to work.  

 
IX. CONCEPT OF PRIVACY IN YOUNG 

GENERATION 
 
Young Generation have accepted the fact that 
personal privacy is thing of past now. 91% of 
respondents believe that they can’t control the 
privacy of information. 33% of young generation 
respondents given opinion that they are not worried 
about the privacy of their data. Interestingly, 45% of 
respondents confirm that their online identity is 
different than offline identity depending on the 
activity in question.    
 
CONCLUSION  
 
The key findings include, Information security is now 
more integrated into overall risk management. 
Privacy and data protection have significantly 
increased as key drivers of information security. 
While, compliance is the primary driver for 
information security improvements, achievement of 
operational efficiency is also a key objective. Young 
Generation is entering into workplace and bringing 
with them new working culture & attitudes to 
information and data privacy. Organizations have to 
look to provide information security to enterprise data 
in this new paradigm environment.   
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