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Abstract—A Mobile Ad Hoc Network (MANET) is a collection of mobile nodes (hosts) which communicate with each other 
via wireless links either directly or indirectly depending on other nodes. As the nodes in MANETs are free to move randomly, 
network topology of a MANETs may change rapidly and unpredictably. Due to the dynamic change in topology finding route 
is very difficult. In MANETs performing network function consumes energy and other resources so some nodes may 
misbehaves. For detecting routing misbehavior in MANETs lot of techniques such as wathdog, pathrater, TWOACK, SACK, 
End to End ACK scheme are available. But due to the disadvantages of the above scheme a new scheme called 2ACK is used. 
For path establishment, and routing purpose, an on-demand, multipath distance vector routing protocol(AOMDV)is used. On 
demand routing protocol with multipath capability can effectively deal with mobility induced route failures in MANETs. The 
main concept of the 2ACK scheme is to send two-hop acknowledgment in opposite direction to routing path. In 2ACK scheme, 
to reduce extra routing overhead, only a few of the received data packets are acknowledged. The performance of proposed 
system is evaluated on performance parameters such as Packet delivery ratio, delay, routing overhead. 
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I. INTRODUCTION 
 
  MANETs is a collection of wireless mobile nodes 
forming a network without any infrastructure or 
centralized administration. MANETs are self 
organizing and self-configuring multi hop wireless 
networks. As clients in MANET may move freely and 
randomly, the network topology of a MANET changes 
unpredictably and speedily varying from small static 
network to large network[13]. As network topology of 
MANETs changes rapidly there may be a case that the 
destination node for a particular packet moves away 
from the range of source node. Source is not aware of 
this scenario and it might still keep on sending packets 
thus there is a packet loss. In other case all the nodes in 
MANETs are agree to forward packets but during 
actual transmission process some of them turn selfish. 
This selfish node drops packets instead of forwarding 
it to the next hop in communication process [8]. This 
selfish behavior result in the packet loss. In MANET 
misbehavior occurs due to several reasons 
• Mobile hosts lack adequate physical protection 
making them prone to be captured and compromised. 
• Mobile hosts are resource constrained devices. 
 Performing network function requires significant 
amount of energy. Selfish nodes are unwilling to 
spend their resources for the operations that do not 
directly benefit them. Even though it expects others to 
forward packets on its behalf [8]. Due to lack of 
centralized control, detection of such misbehaving 
nodes is a challenging task. Several techniques are 
available to detect and mitigate the effect of 
misbehavior nodes such as watchdog and pathrater. In 
MANETs, routing misbehavior can degrade the  
 

 
performance of network. 2ACK scheme is used in the 
proposed system to mitigate the effects of misbehaving 
nodes. The 2ACK scheme send 2 hop 
acknowledgement in opposite direction to routing 
path [4]. 
 In this paper we present the details of 
acknowledgement based approach and evaluation of 
2ACK scheme with AOMDV routing protocol. The 
rest of paper is arranged as follows: In Section 2 we 
summarize the existing techniques available to 
prevent selfishness in MANETs. In section 3 details of 
2ACK scheme are given. In Section 4 we discuss the 
simulation result. In section 5 we conclude the 
proposed system. 
 
II. RELATED WORK 
 
Various techniques have been proposed to prevent 
selfishness in MANETs. Selfishness prevention 
schemes can 
be broadly classified into three categories: 

1. Credit-based schemes. 
2. Reputation-based schemes. 
3. End-to-End Acknowledgement Scheme. 

 
2.1 Credit Based Schemes 
 
In credit based scheme, some credit is given to node 
for providing services to other nodes. In [12], the 
concept of nuggets is used as payment. There are two 
models  
1) Packet trade model 2) Packet purse model. 
 In the Packet Trade Model, each intermediate node 
buys the packet from the previous node for some 
nuggets and sells it to the next node for more nuggets 
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[12]. Thus, each intermediate node earns some 
nuggets for providing the forwarding service and the 
overall cost of sending the packet is borne by the 
destination [12]. 
 
 In the Packet Purse Model, nuggets are loaded into 
packet before it is sent. The sender puts a certain 
number of nuggets on the data packet to be sent. Each 
intermediate node earns nuggets in return for 
forwarding the packet [12]. If the packet exhausts its 
nuggets before reaching its destination, then it is 
dropped. Tamper resistant hardware modules are used 
to keep nodes from increasing nuglet counter 
illegally[12]. 
 The main problem of credit based scheme is that they 
usually require some kind of hardware or extra 
protation or the payment system. 
 
2.2  Reputation Based Schemes 
 
 In this schemes, network nodes collectively detect and 
declare the misbehavior of a node. Such declaration is 
then propagated throughout the network so that the 
misbehaving node will be cut off from the rest of the 
network [14],[17]. In[17], reputation based scheme 
uses two modules 1. watchdog, 2. pathrater. The 
watchdog module overhears the medium to check 
whether the next node faithfully forwards the packet. 
At the same time, it maintains a buffer of recently sent 
packets. When the watchdog overhears the same 
packet being forwarded by the next-hop node over the 
medium, a data packet is cleared from the buffer. If a 
data packet remains in the buffer for long time, the 
watchdog module assume that the next hop neighbor 
is misbehaving. Thus, the watchdog performs 
misbehavior detection at the forwarding level as well 
as the link level. Based on the result of watchdog 
module, the pathrater module rates every path in its 
cache and subsequently chooses the path that 
bestavoids misbehaving nodes. As it is based on 
overhearing watchdog technique may fail to detect 
misbehavior in the presence of ambiguous collisions, 
receiver collisions, and limited transmission 
power[17]. 
 In [15], concept used is that each node i maintains a 
data structure Statusi[j] about every other node j as an 
indication of what impression node i has about node j. 
At node i lists of nodes to which node j will and will 
not provide service is maintained. Every node 
periodically sends relevant  information in the form of 
a self-state message. Based on information contained 
in these self-state messages, other nodes update their 
own lists.  
 
2.3. End-to-End Acknowledgement Schemes 
 
 There are various schemes that use end-to-end 
acknowledgements (ACKs) to detect routing 

misbehaviour in wireless networks. In the 
Transmission control protocol, end-to-end 
acknowledgement is used. Such acknowledgements 
are sent by the destination to notify the source about 
the reception of data packets up to some locations of 
the continuous data stream. The Selective 
Acknowledgement (SACK) technique is used to 
acknowledge out-of-order data blocks. 
 
 The Best-effort Fault-Tolerant Routing (BFTR) 
scheme also employs end-to-end ACKs [11]. The 
BFTR scheme continuously monitors packet delivery 
ratio of the path in use. This value is then compared 
with the predefined expected behaviour of good routes. 
If the behavior of the route in use differ from the 
behaviour of good routes, it is marked as infeasible 
and a new route is used. Since BFTR throws out the 
entire route before detecting the misbehaving nodes, 
the newly chosen route may still include the same 
misbehaving nodes[11]. Even though the new route 
will be detected as infeasible by the source after a 
period of observation time, data packet loss will occur 
in traffic flows when using protocols such as UDP. 
There is a repeated detection process which is 
inefficient. 
 
2.4. Comparison with the Existing Schemes 
 
Compared with existing schemes, the 2ACK scheme 
does not depend on end-to end acknowledgement. The 
2ACK scheme tries to detect misbehaviouring links as 
the links are being used. Such a proactive detection 
approach results in quicker detection and 
identification of misbehavior links[4]. As compared to 
the watchdog, the 2ACK scheme has the following 
advantages[17],[4]. 
 
Ambiguous Collisions: Ambiguous or doubtful 
collisions may occur at node N1. When a well behaved 
node N2 forwards the data packet toward node N3, it is 
possible that N1 cannot overhear the transmission due 
to another simultaneously transmission in N1’s 
neighborhood. The 2ACK technique solves this 
problem by requiring N3 to send a Multi-Hop packet 
explicitly[4]. 
Receiver Collisions: Receiver or acceptor collisions 
take place in case of overhearing techniques when N1 
overhears the data packet being forwarded by N2, but 
N3 fails to get the packet due to collisions in its 
neighbourhood. The data packets will not be 
retransmitted by a misbehaving N2 because 
retransmission consumes extra energy. Again, due to 
the explicit Multi-Hop packets our 2ACK scheme 
overcomes this problem[4]. 
Limited Transmission Power: A misbehaving N2 
may engineer its transmission power in such a way 
that N1 can overhear its transmission but not N3 such 
that, this problem matches with the Receiver 
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Collisions problem. It goes to a level of threat only 
when the distance between N1 and N2 is less than the 
distance between N2 and N3. The 2ACK scheme does 
not suffer from limited transmission power 
drawback[4]. 
Limited Overhearing Range: In order to transmit 
data to N3 a well-behaved N2 could apply low level of 
power transmission. Due to N1’s limited overhearing 
range, it will not overhear the transmission 
successfully and will thus guess that N2 is 
misbehaving, causing a false alarm. Both this problem 
occur due to the asymmetric communication links. 
The 2ACK scheme is not affected by limited 
overhearing range problem [4]. 
 
III. AOMDV ROUTING PROTOCOL 
 
The key characteristic of an on-demand protocol is the 
route discovery procedure is initiated by source when 
needed. Whenever a traffic source needs a route, it 
initiates a route discovery process by sending a route 
request for the destination through a network-wide 
flood and waits for a route reply. Each route discovery 
flood is associated with significant latency and 
overhead[7]. This is particularly true for large 
networks. Therefore, for on demand routing to be 
effective, it is desirable to keep the route discovery 
frequency low[12]. For the proposed system AOMDV 
routing protocol is used. AOMDV is based on a 
prominent and well studied on-demand single path 
protocol known as ad hoc on-demand distance vector 
(AODV)[7]. AOMDV extends the AODV protocol to 
discover multiple paths between the source and the 
destination in every route discovery. AOMDV and 
AODV are having several characteristics in common. 
It is based on the distance vector concept and uses 
hop-by-hop routing approach. AOMDV also finds 
routes on demand using a route discovery procedure. 
The main difference lies in the number of routes found 
in each route discovery [1]. 
In AOMDV [7], RREQ propagation from the source 
towards the destination establishes multiple reverse 
paths both at intermediate nodes as well as the 
destination. Multiple RREPs traverse these reverse 
paths back to form multiple forward paths to the 
destination at the source and intermediate nodes. 
AOMDV also provides intermediate nodes with 
alternate paths as they are found to be useful in 
reducing route discovery frequency. 
On demand multipath protocols discover multiple 
paths between the source and the destination in a 
single route discovery process. A new route discovery 
is needed only when all these paths fail. In contrast, a 
single path protocol has to invoke a new route 
discovery whenever the only path from the source to 
the destination fails[7]. Thus, on demand multipath 
protocols have fewer interruptions to the application 
when routes fail [7]. 

IV. DETAILS OF THE 2ACK SCHEME 
 
The 2ACK scheme is a network layer technique to find 
misbehaviouring links and to extenuate the effects of 
misbehavior. It can be implemented as an add-on to 
existing path protocols for MANETs, such as 
AOMDV and any other routing protocols[4]. The 
2ACK scheme finds a good behavior through the use 
of a new type of acknowledgment packet, called as 
2ACK packet. A 2ACK packet is assigned a fixed path 
of two hops (three nodes) in the opposite direction of 
the data traffic path. Suppose that N1, N2, and N3 are 
three successive nodes (triplet) along a path. The path 
from a source client, S, to a destination client, D, is 
established. When N1 sends a data bundle to N2 and 
N2 sent it to N3, it is not clear to N1 whether N3 
receives the data bundle correctly or not. Such an 
ambiguity exists even when there is a good behavioral 
client present. The problem becomes much more 
severe in open MANETs with potential not good 
behaving client[4]. The 2ACK scheme[4] needed an 
external acknowledgment to be sent by N3 to advice 
N1 of its successful receipt of a data bundle. When 
client N3 got the data bundle successfully, it sends out 
a 2ACK above two hops to N1, with the ID of the 
matching data bundle. The three client N1 to N2 to N3 
is calculated from the path of the main data traffic. 
Such a triplet is used by N1 to monitor the link N2 to 
N3. N1 in the triplet is called as the 2ACK packet 
receiver or the observing node and N3 as the 2ACK 
packet sender. Such a 2ACK packet transmission 
takes place for every set of triplets along the route. 
Therefore, only the first router from the source will not 
work as a 2ACK packet sender. The last router just 
before the destination and the destination will not 
work as 2ACK receivers. To detect misbehavior, the 
2ACK packet sender maintains a list of IDs of data 
packets that have been sent out but have not been 
acknowledged. A counter of forwarded data packets, 
Cpkts, is incremented after sending packet. At N1, 
each ID will stay on the list for t seconds, the timeout 
for 2ACK reception. If a 2ACK packet corresponding 
to this ID arrives before the timer expires, the ID will 
be removed from the list. Otherwise, the ID will be 
removed at the end of its time out interval and a 
counter called Cmis will be incremented. When N3 
receives a data packet, it determines whether it needs 
to send a 2ACK packet to N1. In order to reduce the 
additional routing overhead caused by the 2ACK 
scheme, only a fraction of the data packets will be 
acknowledged via 2ACK packets. Such a fraction is 
termed the   acknowledgement ratio, Rack. By varying 
Rack, we can dynamically control the overhead of 
2ACK packet transmissions. Node N1 observes the 
behavior of link N2 to N3 for a period of time termed 
Tobs. At the end of the observation period, N1 
calculates the ratio of missing 2ACK packets and 
compares it with a threshold Rmis. If the ratio is 
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greater than Rmis, link N2 to N3 is declared 
misbehaving and N1 sends out an RERR (or the 
misbehavior report) packet. Since only a fraction of 
the received data packets are acknowledged, Rmis  
should satisfy Rmis is greater than 1-Rack in order to 
eliminate false alarms caused by such a partial 
acknowledgement technique[4]. Each node receiving 
or overhearing such an RERR marks the link N2 to N3 
as misbehaving and adds it to the blacklist of such 
misbehaving links that it maintains. Performance 
parameters: Evaluation is based on following 
performance parameters. 
Packet delivery ratio: The ratio of the number of 
packets received at the destination and the number of 
packets sent by the source. 
Routing overhead: The ratio of the amount of routing 
related transmissions to the amount of data 
transmissions. The amount is in bytes. Both forwarded 
and transmitted packets are counted. 
Throughput: It measures the overall performance of 
the 2ACK scheme with respect to the misbehavior 
ratio. 
2ACK time: It measures the time required to receive 
the 2ACK packet from destination node to source node 
during the absence of misbehaving nodes. 
 
V. RESULTS AND DISCUSSION 
 
In this simulation, a version of network Simulator 
NS-2 that includes wireless extensions developed by 
the CMU Monarch project group. In this system 200 
nodes are used. Among these 200 nodes 10,20,30 are 
malicious. The observation period of the 2ACK 
scheme was set to Tobs= 0.8 second, a timeout value of 
T=0.15. The area of network is 3000*1000 meter. The 
IEEE 802.11 MAC used with a channel data rate of 
1Mbps. The data packet size is 512 bytes. We have 
compared the performance parameters of 2ACK and 
AOMDV. In table 2, comparison of PDR of the 2ACK 
scheme and the AOMDV routing protocol is given. 
PDR comparision is given in percentage. From the 
table we can observe that the 2ACK scheme 
outperforms the AOMDV routing scheme. 
 

Pm 5 10 15 20 25 30 
2ACK 100 93 91 88 83 81 
AOMDV 96 91 89 84 80 78 

Table 1 PDR of 2ACK and AOMDV 
 
In table 2, comparison of overhead of the 2ACK 
scheme and the AOMDV routing protocol is given. 
From the table we can observe that the 2ACK scheme 
having less overhead as compared with the AOMDV 
routing scheme. 
 
 

 
Figure 1: PDR of 2ACK and AOMDV 

 
Pm 5 10 15 20 25 30 
2ACK 1.2 1.3 1.4 1.6 1.7 1.9 
AOMDV 1.4 1.7 1.9 2.1 2.3 2.4 

Table 2 Overhead of 2ACK and AOMDV 
 

 
Figure 2: Overhead of 2ACK and AOMDV 

 
In table 3, comparison of delay of the 2ACK scheme 
and the AOMDV routing protocol is given. From the 
table we can observe that the 2ACK scheme having 
less delay as compared with the AOMDV routing 
scheme. 
 
Pm 5 10 15 20 25 30 
2ACK 20 40 160 115 165 120 
AOMDV 95 120 165 240 190 220 
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Table 3Delay of 2ACK and AOMDV 
 

 
Figure 3: Delay of 2ACK and AOMDV 

 
In table 4, comparison of throughput of the 2ACK 
scheme and the AOMDV routing protocol is given. 
From the table we can observe that the 2ACK scheme 
having outperforms the AOMDV routing scheme. 
 

Pm 10 20 30 
2ACK 39 60 87 
AOMDV 32 72 55 

 
Table 4Throughput of 2ACK and AOMDV 
 

 
 
CONCLUSION AND FUTURE WORK 
 
The proposed system is a simulation of the algorithm 
that detects misbehaving links in Mobile Ad Hoc 
Networks. The system implements the 2ACK scheme 
which helps detect misbehavior by a 2 hop 
acknowledgment. The 2ACK scheme for detecting 
routing misbehavior is considered to be network-layer 
technique for mitigating the routing effects. The 
2ACK scheme identifies misbehavior in routing by 
using a new acknowledgment packet, called 2ACK 

packet. A 2ACK packet is allotted to a fixed route of 
two hops (three nodes N1, N2, N3), in the direction 
opposite to the data traffic route. The 2ACK technique 
is based on a simple 2-hop acknowledgment packet 
that is sent back by the receiver of the next-hop link. 
The 2ACK scheme can be used as an add-on technique 
to routing protocols such as DSR, OLSR, AODV, 
AOMDV in MANETs. AOMDV routing protocol is 
used because it has advantages over AODV. In this 
work, we have focused only on plain AOMDV routing 
protocol. In project stage II we will implement 
AOMDV with 2ACK scheme. Compare the 
performance of Plain AOMDV and AOMDV with 
2ACK scheme. 
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