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Abstract—Nowadays Email communications are very necessary, but the email spam problems are widely spread. In order 
to detect each spam, a collaborative spam detection system is to be proposed using an email abstraction scheme. The email 
abstraction scheme that considers email layout structure. Email abstraction is generated using the Html content in email. 
The newly device abstraction scheme can effectively catch near duplicate phenomenon of spams. In this paper design a 
complete collaborative spam detection system which posses an efficient near duplicate matching scheme and a progressive 
update scheme. This collaborative spam detection system that outperforms the prior approaches in detection results and 
applicable to real world 
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I. INTRODUCTION 
 
 Email communications are indispensable 
nowadays, but the threat of unsolicited junk emails 
growing drastically. Many surveys by the website 
views that 40 percent of emails are considered to be 
spams. Recently the statics collected by the message 
labs shows that spam rate is over 70 percent and 
becomes very high. The spammers will always find 
new ways to attack spam filters .That is the primary 
challenge of spam detection problem. When dealing 
with clumsy spams the existing filters generally 
perform well. The technique used by spammers has 
one enduring feature: Successively sending the large 
quantities of identical or similar content of spam. To 
make profit spammers has to send a great quantity of 
spams is sent by spammers. As a result the near 
duplicate phenomenon of spams that occur which is 
a main problem in the spam detection? 
  In this paper, devise a more sophisticated email 
Abstractions that can more effectively capture the 
near duplicate phenomenon of spams. The similar 
spams are easily recognizing the email users by 
viewing the layout structure. Email that contain text 
or html content type which is in the form of 
multipurpose internet mail extension format. All 
details about email layout structure are available in 
the html content. For representing each email 
propose a structure abstraction generation that 
generates html tag sequence.  
 
One challenging issue arises in the email abstraction 
that how it suitably match with a large spam 
database and arriving email. For this purpose, 
introduce an innovative tree structure, SpTrees that 
is used to save more number of the e-mail  

 
abstractions of reported spams. Then also efficiency 
of matching is also promoted by these sp trees. Thus 
the compared tags and spams are reduced by the 
design of near duplicate matching scheme on tree 
structure. Then combine these techniques a complete 
spam detection system is to be designed. That is a 
collaborative spam detection system. An efficient 
near duplicate matching scheme and progressive 
update scheme are designed by the collaborative 
spam detection system. The progressive update 
scheme that removes unnecessary ones in the 
database and this scheme that not only included in 
the new reported spams. With cosdes maintain a 
spam database that updated, the near duplicate 
matching system can be determined.  
                    The system model of Cosdes consists of 
initially, three parameters, Tm (the maximum time 
span for reported spams being retained in the 
system), Td (the time span for triggering Deletion 
Handler), and Sth (the score threshold for 
determining spams) should be given for Cosdes.It 
collect all the feedback spams before the spam 
detection. To construct an initial database it collect 
spams for time Tm.Then for the collaborative spam 
detection system three major modules are 
implemented. They are Abstraction Generation 
Module, Database Maintenance Module, and Spam 
Detection Module. Using the procedure structure 
abstraction generation each email is converted into 
an email abstraction. It is regarded with an 
abstraction generation module.  Then the other 
module that is the data maintenance consists of three 
major handlers. Insertion handler, error reporter 
handler and deletion handler. The collection of 
reported spams is to be stored in the spam database. 
It is to facilitate the process of matching.  Then the 
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determining results are stored in the module 
matching handler. Emails are classified into three 
types. Reported spam, testing email and misclassified 
spam. Insertion Handler adds the e-mail abstraction 
of the reported spam into the database except that the 
reputation score of this reporter is too low. Matching 
Handler performs the near-duplicate detection with 
collected spams when a testing email arrives.  If any 
incoming email is classified as a spam then it viewed 
as a reported spams and it sores in the spam 
database. The error reporter handler faced with 
feedback triggered to delete obsolete spams which 
exist over time Tm. The main functions of deleting 
outdated spams are minimize the problem of 
accidental deletion of spams. 
Four circumstances are deal with cosdes. Insertion 
handler, matching handler, error report handler, 
deletion handler. For Insertion Handler, according to 
the tag length of the inserted spam, sptable is found 
in corresponding sptree the root of this SpTree is 
assigned as node. Along the path from root to leaf 
iteratively insert the subsequences of the e-mail 
abstraction. The subsequence with 2i tags is inserted 
into next level when the node is an internal level. 
The node is assigned as the left child node if the next 
tag is a start tag. Then the subsequences of 
remaining tags are processed to leaf node. 
Experimentally one threshold value is set and spams 
that stored in the candidate set is also has threshold 
value. If the sum of all candidate spams in candidate 
set exceeds the experimental threshold value, then 
the testing email is classified as spam.  
 
Algorithm: 
Input: email with text or html content type 
Output: email abstraction (EA) of input email 
1 // Tag Extraction phase 
2    Each tag is transformed into <tagname>; 
3    Each paragraph of text transformed into 
<mytext/>; 
4    Anchor set=union of all <anchor>; 
5    EA=concatenation of <tag name>; 
6    preprocess the tag sequence of EA; 
7 // Tag reordering phase 
8 // Assign position number for each EA 
9    EA=concatenation of <tag name> with position 
number; 
10 //Anchor appending phase; 
11   if (EA. tag length<Lth short) 
12 Append anchor set in front of EA; 
13 return EA; 
END 
         Fig 1. algorithm form of structure abstraction 
generation            

 
 
Fig 2: Procedure flow of structure abstraction generation (SAG) 
 
Each tag is assigned a new position number by 
function ASSIGN_PN (PN denotes position number) 
with following expressions. 
B= [√L], 
r= (PN-1) %b, 
q= [(PN-1)/b] +1, 
PN= (b×r) + (b-q+1) 
 
1l. Related work 
 
   Various techniques have been explored to relieve 
the problem of email spams. Used, previous works on 
spam detection can be generally classified based on 
features of e-mails. It can be classified into three 
categories: 1) content-based methods,2) noncontent-
based methods, and 3) others. Initially, researchers 
model this problem as a binary text classification 
task by analyze e-mail content text.  To relieve the 
spam problem various techniques have been 
explored. Spam detection can be classified in 
previous works based on the characters of email. 
.Naive Bayes [4], [5] and Support Vector Machines 
[2], [3] are the representatives of this category. 
Generally Naive Bayes methods train a probability 
model using classified e-mails, and each word in e-
mails will be given a probability of being a 
suspicious spam keyword. As for SVMs, it is a 
supervised learning method that has outstanding 
performance on text classification tasks. Traditional 
SVMs and improved SVMs [3], [6] have been 
investigated. The excellent results with static data 
sets are reported by the conventional machine 
learning techniques. But it has some disadvantage 
that it is cost-prohibitive for large-scale applications 
Thus the latest information to adapt to the rapid 
evolving nature of spams. The spam detection of 
these methods on the e-mail corpus with various 
languages has been less studied yet. Many other 
classifications are also account for spam detection. 
They are markov random field model, neural 
network and logic regression, and certain specific 
features, such as URLs and images. 
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                Many group attempts to exploit no content 
information such as e-mail header, e-mail social 
network  
and e-mail traffic[6],[9]  to filter spams. Collecting 
notorious and innocent sender addresses (or IP 
addresses) from e-mail header to create black list and 
white list is a commonly applied method initially. 
Introduce an algorithm Mail Rank in the e-mail 
social network to examine the feasibility of rating 
sender addresses with algorithm PageRank, and 
introduce a modified version with update scheme.  
To conceal the identity, e-mail header can be altered 
by the spammers. But it is very hard to correctly 
identifying each user. That is the main drawback. In 
[5], [7]. To detect suspicious machines and abnormal 
e-mail communication, the authors intend to analyze 
e-mail traffic flows. It gain better results by operate 
in coordination with other complementary types. 
Moreover, some researchers consider combining the 
merits of several techniques. Even though the 
performance of classifier integration seems 
prominent, there is still no conclusion on what is the 
best combination. Another unsolved issue is, how to 
efficiently update the whole included classifier. Of 
the exercise as the attacker might give up ‘too easy’, 
and the attacker will suspect a set-up. The 
disadvantage of existing systems is that this system 
allows limited participation to avoid traffic flow and 
from attack. It provides more security and is also 
applicable for authentication of e-documents.  It is 
important for securing certificates, personnel 
documents, bond papers that are send via email. 
            In recent years the collaborative spam 
filtering with Near-duplicate similarity matching 
scheme has been studied. Regarding collaborative 
mechanism, P2P-based architecture [9], [10], [12] 
centralized server-based system and others are 
generally employed. There is no matter which 
mechanism is applied. The main factor is how to 
represent each e-mail for near-duplicate matching. 
The email abstraction should capture the near-
duplicate phenomenon of spams, and also avoid 
accidental deletion of hams. In [15] the first N 
hashes values of each length L substring are used as 
vector representation of the e-mail.  In [4], [9], [14] 
Nilsimsa digest technique derived a 32 byte code. It 
is used to represent the distribution of word trigrams 
in e-mail. In [13],[16] authors improve the open 
digest technique by representing each e-mail with 
multiple digests produced from the strings of fixed 
length sampled at randomized positions within e-
mail. A feature vector of a block text fingerprint 
generated from the set of checksums of each length L 
substring is exploited. 
 
II. PROPOSED SYSTEM 
 

     A newly devised abstraction scheme, SAG 
(structure abstraction generation) is proposed.it can 
more effectively catch near duplicate phenomenon of 
spams. Then an innovative tree is used to store the 
large amount of email abstractions of reported 
spams.this sp trees contribute an efficient near 
duplicate matching scheme of spams with an email 
abstraction. A complete spam detection system is 
designed that consists of progressive update scheme 
and near duplicate scheme. The most up-to-date 
information is stored in the progressive update 
scheme. Emails are in the multipurpose internet mail 
extension format. Using this html content in email 
the email abstraction is to generated. There are three 
major phases in this abstraction scheme. Tag 
Extraction phase, Tag Reordering phase and 
<anchor> Appending phase. The name of each html 
tag is extracted in Tag Extraction phase and 
eliminates the tag attributes and attributes values. 
The text in each paragraph that does not contain any 
tag embedded is transformed into <mytext/>.The 
Anchor sets are consists of Anchor tags. Then the 
email abstractions are formed by concatenating the 
valid tags. Then tags in the email abstraction are to 
be preprocessed. The preprocessing steps have many 
advantages. It removes the common tags and also it 
prevents malicious tag insertion attack. 
                  Many sequences of operations are 
performed in preprocessing steps. In tag reordering 
phase reorder the tag sequence of email abstractions. 
Reordering is for the purpose of accelerating the 
duplicate matching process. Rearrange the order of 
tag sequence that destroys the regularity of the email 
abstractions with same tag length. Thus the 
difference of the same tag length can be identified. 
Then each tag is assigned by a new position number.   

 
 

Fig:  Data structures of sp table and sp tree 
 

An innovative tree structure is designed for 
simplifying the process of duplicate matching 
scheme. The large amount of email abstractions of 
reported spams are to be stored in this tree structure. 
Each corresponding nodes in the trees are stored the 
email abstractions of collected spams. When the 
numbers of the tags are identical then it means that 
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the two email abstractions are possibly near 
duplicate. Thus the diverse sp tree that contains the 
email abstractions with different tag length. The 
email abstractions are segmented into several 
subsequences and these subsequences are stored in 
the corresponding tree nodes of the tree structure. 
From low levels to high levels the abstractions are 
stored. The similarity between the incoming mail 
and spams are processed from various nodes. Then a 
complete spam detection system is to be proposed. 
Three parameters are in the algorithmic form of this 
spam detection system. The time span for triggering 
deletion handler, maximum time span for reported 
spams and threshold value for reported spams. At the 
first stage of the spam detection it collect all the 
spams for constructing the database. There are three 
major modules for this. Abstraction generation 
module, data base maintenance module and spam 
detection module. The matching handler that 
achieves the effective matching between the each 
incoming email and testing spam database the 
matching phase that consists of approximate 
matching phase and exact matching phase. When the 
numbers of two email abstractions are identical then 
it means that they are identical to each other. The 
abstractions with same tag length are to be stored in 
the spam database. The approximate matching phase 
that reduce the unnecessary tag comparisons of 
emails that contain different taglength.Firstly 
consider an experimental threshold value and 
depending upon that threshold value the new 
arriving emails are to check. If the sum of the 
threshold values of the all incoming spams greater 
than the experimentally setup threshold value then it 
is identified as spam.  
 
CONCLUSION 
 
 In this paper I proposed a specific procedure SAG 
to generate email abstractions using the html content 
in email and this newly devised abstraction can 
effectively capture the near duplicate phenomenon of 
spams. Then an innovative tree structure is to store 
the large amount of email abstractions. And these 
trees contribute to the accomplishment of efficient 
duplicate matching scheme. 
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