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Abstract— Cloud computing as a new technology has been used in several public and private sectors. One of the important 
sector that is found need to use cloud computing is a healthcare sector, because the existing healthcare systems that use in the 
healthcare sector face with several problems such as storage problem, high setup cost, and lack of the integration system, 
while cloud computing can provide many opportunities and benefits for healthcare systems such as reduce cost, increase 
flexibility, availability and also scalability. In this research, we explored the existing literatures that related to the cloud 
computing in Malaysia healthcare sector, and then identified which of the literatures help us to reach the research objective 
(to understand the problems and issues of using cloud computing in Malaysia healthcare sector). The research findings 
indicate the limitation of body of knowledge in the cloud computing in the Malaysia research area particularly to the 
healthcare sector and illustrate several problems and benefits that the cloud computing could offer as a good technology for 
Malaysia healthcare sector in order to solve the existing healthcare systems problems.  
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I. INTRODUCTION 
 
Cloud computing is a new information technology 
(IT) model that provides method to deliver the 
healthcare service in a smart way and lead to decrease 
carbon dioxide footprint, reduce the cost of 
information technology (IT), and provide the 
computing services based on demand.  It is type of 
the business model that has inherited the advantages 
of the other technologies like: ubiquitous, distributed, 
utility computing, virtualization, and pervasive to 
offer the scalable and cost effective IT services [1]. 
According to the National Institute of Standard and 
Technology, “cloud computing is a model for 
enabling convenient, on demand network access to a 
shared pool of configurable computing resources that 
can be rapidly provisioned and released with minimal 
management effort or service providers 
interaction”[18]. The existing healthcare system that 
used in the healthcare sector is facing with several 
problems. IT solution bring different benefits to the 
healthcare sector via solving the human errors issues, 
providing fast way processing and accessing to the 
large volume of patient information, in addition 
leading to save the paper and storage space. However, 
this solution faces with several challenges and issues, 
and the main issues are security and privacy 
[3,17,19,20,21]. Healthcare sector has huge amount 
of data that are increasing in its variety, volume and 
velocity that create two big problems for healthcare 
sector that is, increasing the IT expenditure and 
complexity. Maintaining and managing this large 
amount of data is important in order to develop good 
organizations because the software and hardware 
need to be monitored, upgrades and maintained by IT 
skilled personnel.  In the existing healthcare system, 

the limited access to the patient data lead to 
ineffective decision making for patient and decrease 
the healthcare quality services [17,18,22]. Thus, 
complexity, inflexibility, and software and hardware 
cost in the existing healthcare system have raised the 
requirement of the low cost technology for healthcare 
sector in providing the several services and also 
managing the computing resources [10,22]. 
Cloud computing as IT solution can improve the 
healthcare systems and services, and it is very 
effective for delivering services for healthcare 
provider and patients [8,11,17,20,21,22]. Cloud 
computing is very useful for healthcare sector 
because it could reduce the complexity and with 
efficient   patient record administration lead to 
improve the service quality. Further, using the cloud 
computing in the healthcare sector lead to increase 
the collaboration between different hospitals and also 
patients. The patients record that store in the cloud 
can be accessed in any place and anytime and just 
require being authorized [6]. Cloud computing is also 
pay per use model, whereby the last version of 
software can be upgraded, and this could minimize 
the operating cost and reduce the start up expenses 
such as software, hardware, networking, and 
personnel cost [3,13,22]. Cloud computing offers the 
disaster recovery and backup data redundancy 
capabilities that are very important for healthcare 
sector because it replicated data in the several 
locations for more robustness and availability [3]. 
Healthcare sector in Malaysia need new technology 
to improve their system and solve existing problems 
such as capacity, accessibility, and complexity. The 
cloud computing literatures in Malaysia show that 
many researchers illustrated cloud computing use in 
the several sectors or industries, however in the 
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healthcare sector, the literatures that discuss about 
cloud computing use in Malaysia healthcare sector in 
detail are scanty. There have little systematic and full 
research studies in depth until now, and this area need 
further investigation. 
This paper is divided into five sections: first section is 
introduction of the cloud computing in the healthcare 
sector, second section illustrates the use of cloud 
computing in Malaysia healthcare sector according to 
literatures. The third section describes the method 
used for the study. Then discussion about results is 
presented in section four, and the conclusion is 
provided in the last section. 
 
II. USE OF CLOUD COMPUTING IN 
MALAYSIA HEALTHCARE SECTOR 
 
2.1. Existing Problems in Malaysia Healthcare 
Systems 
The traditional healthcare systems were paper-based 
system and all the patient record wrote by 
handwriting, so the quality of services to the patients 
was very low. Healthcare sector need innovation to 
cost effective, timely, and efficient, therefore many 
IT experts predict the cloud computing will be able to 
develop and improve the healthcare systems and 
services [21]. 
Currently most of the hospitals in Malaysia are using 
the Hospital Information Management System 
(HIMS), this system faces with several problems as 
below [9,14,15,20,21]:  

i. Storage problem:  storage and transmission 
of data are main problem of HIMS. All the 
patients record keeps in the storage of the 
hospital and this storage has limited capacity, 
and when the number of patient increase, 
need to improve the storage, so lead to raise 
the cost; different HIMS keep patient data 
with different file format, so with this 
condition transfer and share the files between 
the several hospital is not possible, so lead to 
duplication treatment and resource waste. 
Because different hospitals in Malaysia use 
different systems and instruments then the 
data transmission is not possible, therefore 
the integration system is one of the main and 
important requirements in the healthcare 
sector. 

ii. Setup cost: the setup cost for implementing 
the HIMS for all hardware and software and 
network is very expensive, so the setting up 
cost for medium and large hospital is very 
high, therefore due to high cost, the hospital 
prefers working with traditional paper based 
system.  

iii. Maintenance challenge: HIMS has two 
separate departments: maintenance and 
management for hospital. When hospital face 
with problems or issues during the operation 
and personnel cannot solve this problem, the 

outsource technical person is required to 
solve these problems and lead to additional 
cost to the hospital and maybe the system 
involved with temporary interrupts.  

iv. Lack of the integration platform in the 
healthcare sector between the entities such as: 
public and private healthcare providers, 
health insurance providers and patients. 

v. Compatibility issue: compatibility issues 
occur between the patient information from 
different hospitals because different hospitals 
use different systems and different type of 
data. Therefore, currently the platform for 
exchanges the patient information in the 
Malaysia hospitals is deprived.  
 

2.2. Cloud Computing Benefits for Healthcare 
Sector 
Many existing studies mentioned the benefits and 
advantages of using cloud computing but the number 
of the studies about cloud computing adoption is not 
more and remain limited. Also, the existing studies 
about cloud computing adoption have been focus on 
the different sector such as: education, government 
and general businesses and healthcare sector need 
more studies about adopting and using cloud 
computing. Abdullah and Seng (2015) illustrated that 
cloud computing provide several opportunities for 
healthcare sector and using the cloud computing in 
the healthcare sector lead to reduce the operation 
cost, increase the hospital performance, enable 
regulatory compliance, and help businesses 
development in the global market [2]. 
Ratnam and Dominic (2012) stated that the cloud 
computing is a bridge between the existing gap and 
provide more connected environment to improve 
operation efficiency [20,21]. Quick decrease in the 
cost, access to unlimited virtual resource, increase the 
storage capacity and power of computing are main 
important factors that contribute to the use of cloud 
computing healthcare sector [20]. 
Using the cloud computing for healthcare systems 
can solve their existing problems, since cloud 
computing bring many benefits or advantages to the 
healthcare systems as below [20,21]: 

 
i. Improve the data sharing: with the cloud 

computing infrastructure, all the hospital can 
work closely and can share the patient 
information efficiency because all the 
records store in the cloud with same format 
and this make the transmission process is 
easy. Cloud computing help the healthcare 
sector to reach the integration system. This 
integration system leads to reduce the cost 
and save the time.  

ii. Reduce the cost: by using the cloud 
computing in the healthcare sector, hospital 
can use the advantages of the virtual servers 
in the cloud and just pay per used. In 
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addition, when using the cloud computing 
do not need to pay high start up cost and 
implementing cost. Cloud computing is very 
cost effective and also do not need IT staff 
to maintain the system because the cloud 
providers are responsible for all things. 
Using the cloud computing is ideal solution 
because it used to pay - as- you-go model. 

iii. Storage: according to the limited of the 
HIMS storage that mentioned in the previous 
section, in the cloud infrastructure, all the 
patient records store in the cloud and it does 
not have any limited capacity.  

 
Dominic and Ratnam (2013) illustrated the use of 
cloud computing in Malaysia healthcare sector, and 
their study focuses on the relationship among the 
health insurance provider, IT resource, and healthcare 
providers in determining the adoption of cloud 
computing service to improve and develop the 
collaboration and efficiency. The results show that IT 
resources had significant influence on health 
insurance provider and healthcare provider, and reach 
to collaboration and efficiency with adopting the 
cloud computing in the healthcare sector. This study 
provides strategy for implementing the prototype 
based on cloud computing architecture for HIMS [6]. 
Ratnam et al (2014) used the structural equation 
modeling approach for   cloud computing adoption to 
improve the Malaysian healthcare sector, and the 
result indicates that using the cloud computing in 
Malaysia healthcare sector has strongly effect on 
efficiency and collaboration among the healthcare 
provider and healthcare service. With the integration 
of system, the collaboration are increased and by 
using the cloud computing in the healthcare sector 
lead to improve patient care and healthcare 
ecosystem. Healthcare sector with using the cloud 
computing do not need to invest on IT infrastructure 
more and only require invest on Internet connection 
that is not high, hence adopting cloud computing is 
cost effectiveness [21]. 
Ratnam and Dominic (2012) show that the challenges 
that   Malaysia healthcare sector have to face 
including (i) large government budget that spending 
for healthcare sector; (ii) lack of the integration 
system and data sharing; and (iii) need the cost 
effective for new and advanced technology [20]. One 
of the key challenges in migrating to the cloud 
computing is security [16]. Dominic and Ratnam 
(2013) illustrated that the cloud computing adoption 
for healthcare sector will have important effect on 
Malaysia healthcare sector. Their study demonstrates 
that health information sharing with integration 
system driven via collaboration is one of the 
important factors for implementing the cloud 
computing in the healthcare sector successfully. The 
cost of IT infrastructure in the healthcare sector will 
be more cost effective with adopting the cloud 
computing. The requirement for implementing the 

cloud computing in the healthcare sector is a stable 
and reliable Internet connection [6]. 
Based on literatures that related to the cloud 
computing in healthcare sector in Malaysia, there is a 
need to provide more research in the cloud computing 
in the healthcare sector topic. 
 
III. METHOD 

 
This study focuses on searching and reviewing the 
literatures of previous researches on the cloud 
computing in Malaysia particularly related to the 
healthcare sector. Following research method; firstly, 
this study identifies related literatures to be included. 
Secondly, the researchers clarify the literatures to the 
specific category that match with this study objective. 
Thirdly, the literatures incorporated and analyzed to 
reach objectives of the study. 
The first stage is identification and extraction of 
related existing literatures with this study. We have 
explored IEEE Xplore, ProQuest, Emerald, and 
search in the Google Scholar to find the related 
literatures; the number of the articles that related to 
the cloud computing in these databases compare to 
the other databases is many. To narrow down the 
related literatures, the systemically process of paper 
extraction done by searching the keywords of “cloud 
computing”, “Malaysian healthcare sector”, “cloud 
computing in the healthcare sector in Malaysia” in the 
title of article, abstract and keywords. Besides scan 
for scientific journals, we found articles from 
scientific conferences. The articles were accessed are 
in the six years range, began from 2009 to 2015. It 
helps us to get the latest literatures for this study. In 
the identification and extraction process, we omitted 
papers that seemed has less understanding and focus 
with concept of cloud computing from various 
database, we required to remove some duplication of 
papers. After filtering, we found fourteen articles 
base on the basic searching in the six years range; we 
used just full text paper in the pdf format from these 
fourteen papers, we discovered there are only four 
studies that related to the cloud computing in the 
healthcare sector in Malaysia. The results and 
discussion are presented in the following section. 
 
IV. RESULTS  
 
The existing literatures argue that the cloud 
computing has ability to solve the healthcare sector 
issues and problems, and bring many benefits such as 
the cost effectiveness, accessibility, improve the 
service quality, but researchers in their literatures also 
aware about the existence concerns and challenges 
the healthcare sector face when want to adopt it and 
top of concerns is security [5,17,19,20]. The concerns 
on system inegration, security, system utilization, 
efficiency, and management action should be 
considered as an essential factors associating the 
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cloud computing adoption in healthcare sector in 
malaysia.  
Based on the extraction, we discovered just fourteen 
papers that conducted full research in the cloud 
computing in the several areas in Malaysia while just 
four of these papers relevant to the healthcare sector, 
that one of them is a review paper and three papers 
are not enough and require to provide more literature 
in the cloud computing in the healthcare sector topic. 
Findings shows the trend of the papers that published 
from 2009 to 2015, in 2013 the number of the papers 
that published in Malaysia in the cloud computing 
area is highest. Base on research that done in the 
cloud computing area in Malaysia, these literatures 
illustrate that the ongoing research in the cloud 
computing in Malaysia are in the earlier stage 
[6,19,20]. Cloud computing is inherently ability to 
use in several industries because cloud computing has 
more capabilities and able to offer several benefits to 
them. We argue that it requires more literatures of 
cloud computing in Malaysia in depth. 

 
CONCLUSION 
 
We have identified the current status of cloud 
computing use in Malaysia healthcare sector through 
available literatures. According to these literatures 
[6,19,20], it can be concluded that cloud computing is 
one of the good solution for healthcare sector because 
it introduces the suitable method for delivering the 
service to the patients and its’ valuable solution for 
healthcare provider and has great abilities such as 
reduce the cost, access to the unlimited storage 
capacity, computing power that made cloud 
computing as a suitable solution for healthcare sector. 
Using the cloud computing in the healthcare sector 
will allow the healthcare sector reduce the cost, 
increase the service quality to the patients but should 
consider to the challenges and issues that face with 
adopting the cloud computing in the healthcare, while 
the number of the study that done in this area in 
Malaysia is not much and need further investigation 
and exploration because cloud computing in the 
healthcare sector has several dimension and very vast, 
Therefore these five researches [3,6,19,20,21] are not 
sufficient. And also the lack of the knowledge about 
cloud computing and the trust of vendor play 
important role to adopting the cloud computing in the 
different sector special in healthcare sector. 
Healthcare sector faces with main problem for 
adopting in cloud computing that is data security [4]. 
In conclusion, we achieved the initially goal of this 
paper. We have analyzed the existing literatures that 
related to the cloud computing in the Malaysian 
healthcare sector. This paper has contribution to the 
limitation of body of knowledge in the cloud 
computing in the Malaysia research area mainly 
relevant to the healthcare sector.  
Cloud computing researches have different area in 
healthcare sector, one of the important area in the 

cloud computing research in healthcare sector is a 
security since data that belong to the healthcare sector 
that stored in the cloud is very sensitive and valuable, 
and need highest level of security for implementing 
the cloud computing in the healthcare sector. Thus 
the cloud computing research in the healthcare sector 
need further exploration and research in the different 
area particularly in the security concerns because 
security is one of the main barrier to adopting the 
cloud computing in the healthcare sector. 
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