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Abstract— Wireless network used widely in many field. Being mobile used in many fields. Mobile ad hoc network 
(MANET) & Wireless sensor network are important applications of wireless networks. In which single node can be acts as a 
transmitter a well as receiver. MANET having infrastructure less nature in which mobile node can move freely. With 
improving new technology in wireless environment & removing cable and hardware cost MANETS used in industrial 
application.  To increase the performance of network, and securing the network there is need to detect & prevent the 
network. . In wired network there is fixed node and dedicated path or  link between node .But in wireless network or in 
MANETS  any node can access any link between any node because of open medium of MANET they attracts malicious 
users. IDS techniques are used to detect malicious nodes. 
In this paper, we have proposed a system, which can provide high security , detect & prevent attack on MANETS .The new 
algorithm which specially designed for MANETs is used is called Enhanced Adaptive Acknowledgment (EAACK).  
Compared to previous other approach EAACK gives the higher malicious-behavior-detection. 
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I. INTRODUCTION 
 
MANET having decentralized architecture in which 
all the node communicating in wireless manner. 
Thus, to increase the scalability of network there is 
need all node properly work together. MANETs are 
self-forming, self –maintained and Self-configuring 
allowing extreme network Scalability, & flexibility, 
which is often used in military conflict and medical 
emergency recovery. it oprets on single hop network 
and multihope network. Mantes is useful in 
emergency requirements where network range not 
possible and difficult to install network. Because it 
supports easy deployment, low cost, faster speed. 
MANETS having distributed architecture therefore 
providing security to MANETS is very difficult. 
MANETs are an attractive technology used 
diplomatic and risky or planned applications due to 
facility provided by MANET’s infrastructure. But 
MANETS moves from security issue. Because Node 
in MANET distributed remotely furthermore, many 
conventional security solutions used are ineffective 
and inefficient for the highly dynamic and resource 
constrained environments where MANETs use might 
be expected. Security is measure problem because it 
not having central point control, it support dynamic 
topology, and it having wireless medium. Hence, it is 
crucial to develop an intrusion detection system in 
MANETs. In this paper, we aim to develop such an 
efficient and reliable intrusion detection system 
(IDS). Elliptic Curve Cryptography (ECC) algorithm 
is used to provide security to the data that is sent 
between the nodes. to reduce network overhead 
caused by digital signature Hybrid key cryptography 
technique is used.[1][2]. 
In this paper, we have identified the inadequate 
nature of EAACK in scenarios of link breakage,  

 
source maliciousness and partial packet dropping and 
hence we propose an improved algorithm called 
Advanced EAACK to tackle the security issues. High 
mobility of MANET nodes contributes to frequent 
link breakages in the network which leads to path 
failures and route discovery processes. Route 
discovery is initialized through broadcast mechanism 
usually. But, the overheads created through this 
cannot be neglected.  For reducing network overhead 
hybrid cryptography technique is used. Thus, the 
improved EAACK detects malicious nodes during 
link breakage, source maliciousness, identifies partial 
packet droppers, overcomes receiver collision, 
tackled limited transmission problems and identifies 
forged acknowledgments and false misbehavior 
report. 
 
II. BACKGROUND 
 
With the upgrading technology, we are witnessing the 
expansion of MANETs into industrial application. So 
it is vital to address its security issues. Such existing 
IDSs in MANETs are  
 

[1] Watchdog  
[2] TWOACK and 
[3] AACK. 

 
1. Watchdog 
One of the IDS for MANETS is Watchdog. 
Watchdog was designed for detecting malicious node 
misbehavior in the network & detecting message loss 
watchdog is designed. Watchdog improves the 
performance of network or transmission rate of 
network in presence of an attacker. Watchdog uses 
only local information and therefore, they are robust 
to most of the attacks.  
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It has two parts namely Watchdog and Path rater. The 
major disadvantages of watchdog are 1) Ambiguous 
collisions 2) receiver collisions 3) limited 
transmission power 4) false misbehavior report 5) 
partial dropping 6) collusion. 
 
2. TWOACK 
TWOACK overcomes drawbacks of Watchdog. in 
the TWOACKscheme, TWOACK packets are sent 
for every data packet received. Here acknowledgment 
of every data packet over every three consecutive 
nodes is sent from source to destination. If ACK is 
not received in a predefined time, the other two nodes 
are marked malicious. The major drawbacks are 1) 
Increased overhead 2) Limited battery power 3) 
Degrades the life span of entire network.  
 
3. AACK 
Adaptive acknowledgement is the combination of 
TWOACK and ACK. Source sends packet to every 
node till it reaches the destination. Once reached, 
receiver sends an ACK in the reverse order. If ACK 
is not received within predefined interval, it switches 
to TWOACK scheme. The major drawbacks is that it 
suffers from 1) False misbehavior report2) Forged 
acknowledgment packets.  
 
Digital signature    
Digital Signatures provide authenticity and origin 
information of a digital message, document or code. 
Digital Signatures allows securely exchanging data 
and improving communication workflows. To apply 
Digital Signatures to messages and files the 
organization must hold a valid digital certificate. 
Digital certificates are issued by GlobalSign. We are 
a trusted Certificate Authority and we maintain one of 
the world's largest and most trusted Public Key 
Infrastructures (PKI). 
 
Digital signature is a widely adopted approach to 
ensure the authentication, integrity, and no 
repudiation of MANETs. All algorithms except 
watchdog are based on acknowledgment. Hence, it 
should be authenticated through digital signature. [3]. 
 
LITERATURE REVIEW 
 
Cluster Based Cooperative IDS is designed for Dos, 
black hole attack and routing loop in the network. It 
uses Timed Efficient Stream Loss tolerant 
Authentication protocol. Disadvantageous   is that 
system not implement dynamic clustering for the 
selection of cluster heads. 
Cluster Based Distributed Hierarchical IDS 
proposed by B. Pahlevanzadeh for detecting Flooding 
attacks in the network. It uses cluster based routing 
protocol (CBRP) The benefit of this system is to do 
not escalation the communication message overhead 
outstanding to energy consumption by using CBRP 
for handling communication message. The Weakness 

of this architecture is to an accurateness of outcome a 
malicious nodes is less due to CBRP protocol as well 
as cluster head selected arbitrarily. 
Third Distributed Hierarchical Based IDS proposed 
by Bahareh Pahlevanzadeh designed for detecting 
Denial of service attack in the network. It is based 
NIDS and HIDS over Ad hoc on demand routing 
protocol. It uses Accuracy, Detection rate and CPU 
usage. The drawbacks of this system are to vitiate the 
performance of network due to malicious nodes. 
Fourth Watchdog and Pathrater is designed by S. 
Marti, T. J. Giuli, et.al.It improves performance of 
network. But it has drawbacks like 1) Ambiguous 
collisions 2) receiver collisions 3) limited 
transmission power. [4]. 
N.kang, E.Shakshuki and T.Sheltami develop new 
IDS for MANETS called Enhanced Adaptive 
Acknowledgment (EAACK)[ ].Main goal for 
establishing of EAACK is to overcome drawbacks of 
traditional IDS i.e. Watchdog. MANETS having 
number of advantages Convenience, Deployment, 
faster, Cost consume as compared to any wired 
network. But security is very important task because 
attacker can easily attack on MANETS. 
Leady E.Shakshuki Proposed EACCK using DSA 
Routing protocol it has advantageous such as root 
cache store multiple root source node first check root 
cache then path between source and destination is 
established .it uses RSA and DSA algorithm. But 
there are disadvantageous like link breakage. After 
digital signature is used for preventing from forging 
acknowledgment. But it causes network overhead 
which is reduced by using hybrid cryptography. In 
this paper we use hybrid cryptography and Improved 
EAACK algorithm For prevention of attack or to 
eliminate requirement of redistributed Keys we use 
key exchange mechanism such as RSA & DSA. And 
finally testing the performance of mobile Ad hoc 
network in real environments by skipping in 
Simulation.            
 
EAACK: 
EAACK works on of three  parts, such as  ACK, 
secure ACK (S-ACK), and misbehavior report 
authentication (MRA).EAACK is designed for 
remove the drawbacks of watchdog. It consists of 
Three Parts such as ACK, SACK (Secure ACK), 
MRA (misbehavior report authentication).using 
digital signature we can prevents node form forged 
acknowledgement transferring packets.[6].    
 
A. ACK 
Basically Ask is used for reducing network overhead. 
It also provides End-to End acknowledgements. 
source node send data to destination node ,or other 
node which can be present in the network then 
destination node gives acknowledgements to the 
source node .when packet is loss or destination node 
not gives the acknowledgements then source node 
again sends the packets. 
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Secure ACK (S-ACK): 
Secure ACK removes problem which occurs in ACK 
Scheme. It consists of Three Consecutive node in the 
route for detecting misbehaving node. S-ACK 
acknowledgments is send to the first node by third 
party.  
 
MRA: 
Watchdog can’t detect false misbehavior report to 
overcome these drawbacks MRA schema is used in 
EAACK. When source node gets false misbehavior 
report then source node forward its report to MRA. In 
MRA mode source node uses its own knowledge base 
to find out another route for sending same packets. If 
sent or original packet is already received by 
destination then MRA concludes that false report 
generated by one of the node in the network .and that 
node which generates this report marked as 
malicious. But if the packet is first time reached to 
network then the misbehavior report is trusted and 
accepted. 
 
III.PROBLEM DEFINITION 
 
In this paper we proposed EAACK algorithm used for 
overcome drawbacks of watchdog algorithm  
 
     Receiver collisions: 

 
Fig: Receiver collisions 

 
Node A wants to send packet1 to node B and Node B 
sends packet to node c at that time node x send 
packet2  to node c but node A knows that packet send 
to c but actually there is collision between two 
packets .   
 
II. Limited transmission power:  

Figure 2. Limited transmission power 
 
Node B can’t forward packet to Node C which come 
from Node Because It has limited Transmission 
Power.   

III. False misbehavior behavior:  
 

 
Fig: False misbehavior behavior 

 
Node A send packets to Node B then it transfer  
packet to node c .But Node A gives false report to 
node s i.e. Node B  is misbehaving.  is called   False 
misbehavior behavior[6]. 
 
IV. SYSTEM ARCHITECTURE 

 
Previous intrusion detection system is more complex, 
require more because gives acknowledgement to 
previous node then from previous node to server. 
 

 
Fig : System architecture 

 
In above figure 4.Node A has send packet to Node D 
through nodes B,C. Now activation path is A-B-C-
D..When packet packet reaches to node D. then it 
gives direct back acknowledgment to Node A. 
System architecture works according to following 
module 
1. Network Configuration. 
2. Classification or types of attack. 
3. Attack detection. 
4. Attack Prevention. 
 

1. Network Configuration: 
Network configuration having three steps. Which are 
explain as fallows. 
1) Sending request to the source node: 
Network formation is a type, system science that 
models how a system behaves by deciding which 
factor change its design and how these systems 
usually work. 
2) Generating a random key: 
There are number of random key generation 
algorithms which can be utilized for keys for 
encryption. Random key is a particular inbuilt 
function in java for generating a key. 
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3) At the point when a key is created for the new 
node, activator gets the request from the new node. In 
the activator database, activator stores all the 
information of another new node like IP address and 
machine address. At that point the activator will store 
every operation, which is settled on that node in the 
database. 

 
2. Classification of Attack 

There are four types of attack on MANETS: 
1. Wormhole attack 
2. Gray hole Attack 
3. Man in Middle Attack 
4. HTTP GET Flood Attack 
5. Denial of service Attack: 
 
1. Wormhole Attack: 
Wormhole attack is an important threat in wireless or 
Ad Hoc Network. Prevention of Wormhole Attack is 
important because first malicious node or attacker   
tunnels data to other attacker node present through 
wormhole link. 
 

Fig: Wormhole Attack 
 
2. Gray hole Attack: 
In Gray hole Attack malicious node shows correct 
direction of path where data to be send there for 
sender is sending data nonstop  but after some  
transaction it starts the breaking or dropping of 
messages. Gray hole Attack uses Route request 
Packet And Route Reply Packet form communication 
between two nodes. 

Fig: Gray hole Attack 
 
3. Man in Middle Attack: 
 Man in middle attack is also called as 
Eavesdropping. Its main goal is to obtain some 
secrete, Private information. 
 

 
Fig: .Man in Middle Attack 

4. HTTP GET Flood Attack: 
In this type of attack attacker bam bards request to 
one of the node in the network so the targeted node. 
not gives immediate  reply message.i.e  it blocks the 
network[7]. 

 
Fig: HTTP GET FLOOD ATTACK 

 
5. Denial of service Attack: 
Main goal of denial of service attack is Prevent 
authorized user to access normal services. 

 

 
Fig: 5. Denial of service Attack 

 
3. ATTACK DETECTION 

1. Wormhole attack detection: 
Step 1: 
Calculate RTT(Round Trip Time) based on the time 
between the RREQ sent and RREP received. It is 
based on its own clock. 
Step 2: 
Calculate per hope distance and timestamp and stored 
it on each packet header. 
Step 3: 
Using this information we can find wormhole link. 
Every node in a path computes perhop distance with 
its neighbor and compares it with the prior per hop 
distance. If the per hop distance exceeds the 
maximum threshold range, RTh, go to step 4. 
Step 4:  
Check for the maximum count a link takes part in the 
path. If FAcount> FATh, then the link is wormhole. 
Step 5: 
Mark the link as wormhole and the corresponding 
node informs other nodes to alert the network. These 
wormhole nodes are then isolated from the network. 
 
2. Gray Hole Attack detection: 
Step 1: Initially sender sends the file in chunk size 
[10kb].  
Step 2: Intermediate node is working as an attacker 
node.  
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Step 3: Attacker node captures and doesn’t forward 
the packets to save the energy and it acts as a selfish 
node.         
 
3. DOS Attack: 
Step 1: First sender sends the Packet. 
Step 2: Node between sender and receiver work as 
attacker node  
Step 3: Packets whose sent by the sender captures the 
attacker node.  
Step 4: Attacker node forward the chunks packets to 
the receiver.  
Step 5: Here at receiver side, a threshold rate is 
provided if the incoming packets are beyond the 
threshold value the DOS attack is detected.[11].  
 
ELLIPTIC CURVE CRYPTOGRAPHY 
ALGORITHM 
 
For creating faster smaller more secure network ECC 
is used in MANETS. ECC algorithm is being used for 
encryption and decryption. Communication is secured 
as the data cannot be viewed while passing through 
the network.ECC offers strong privacy protection, 
complete unlink ability and content unobservability 
for ad hoc networks. The security analysis 
demonstrates that ECC not only provides strong 
privacy protection, it is also more resistant against 
attacks due to node compromise. 
 
RSS (Received Signal Strength): 
For reducing routing overhead and obtain secure data 
transfer path RSSI is used. Information recived by 
RSS is used as a one o the parameter in AODV in 
packet header.[12]. 
 
D. Attack Prevention 
Key exchange mechanism algorithms 
 
1. RSA: 
RSA first publicly described it in 1978.It is type of 
asymmetric cryptosystem .it is used for encrypting 
and decrypting message. for encryption it uses the 
public key and for decrypting it uses privet key. 
 

 
Fig: Working of RSA 

 
2. DSA  
IT uses the receiver to check that message content not 
be modified during transmission. on generating 
digital signature on the data and verify authentication 

of data. it perform on the two  stages    first stages  is 
sharing  choice of algorithm parameters in different 
user system. Second stages consists public and 
private keys for a particular user.[14]. 
 
Encryption algorithm: 
For encryption purpose we use RC6, Blowfish, and 
Twofish algorithm. 
 
Bouncing Theory 
For removing malicious node and forwarding traffic 
through specific location Bouncing Theory is used 
also  
 
Hybrid Cryptography: 
Hybrid Cryptography demonstrates higher malicious 
behaviour detection rates, in certain states while does 
not greatly affected the network performances. 
 

 
Fig: Hybrid Cryptography 

 
When provided packet, text, data is reached at 
destination node then destination node sent back 
acknowledgement directly to the source node. At the 
same time, the text, data, packet is encrypted with 
digital signature at the source node. When data, text, 
packet is reached at destination node then packet, 
text, data, is decrypted at original message i.e., text, 
data, packet.[13]. 
 
CONCLUSION AND FUTURE WORK 
 
In this paper we study different attacks on Mantes 
Such as Gray hole Attack Man in Middle attack, 
wormhole Attack, HTTP GET Food Attack. For 
preventing these attacks we use RSA, DSA, RC6, 
Blowfish algorithm, Twoflish algorithm. First 
watchdog use for IDS for MANETs. But There are 
lots of disadvantages or drawbacks for removing 
these drawbacks we use EAACK algorithm .For 
preventing attack first we use RSA and DSA 
algorithm. for reducing network overhead which is 
caused by digital signature we use hybrid 
cryptosystem. 
Thus mobile Adhoc network used for wireless 
communication to increase the performance of 
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network, speed of network securing the network is 
very important. Detecting and preventing the 
different attack is important. [15]. 
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