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Abstract- Virtualization has attracted many researchers to work on their problems since it has wide range of benefits. 
Nested virtualization brings some benefits and imposes some issues as well. Installing a Virtual Machine Monitor (VMM) 
inside another VMM is not always successful. A successful nested virtualization is presented here and its performance is 
measured at the first and second layer. The results show a huge degradation in performance unless powerful processor with 
larger memory size is presented.  
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I. INTRODUCTION 
 
There are different benefits of virtualization. An 
important one is using virtualization as a mechanism 
to improve the design and implementation of 
operating system especially in a research and design 
(R&D) environment. By installing a guest operating 
system on top of another operating system provides 
us with the ability to test, improves and modifies the 
guest operating system without worrying about the 
host one. Designing a new algorithm or 
implementing a new feature in operating system can 
be a daunting task consuming a lot of resources, 
money and effort. Without virtualization, the idea 
will be as complicated as any changes or 
amendments to the code can result in a corrupted 
operating system.  But with virtualization, changes 
and modifications can be done easily on the tested 
(guest) operating system while keeping the host 
operating system safe.  
The concept of virtualization has been known for 
more than 4 decades in the literature of operating 
system research and was implemented first in 
mainframe [1]. However, many factors leads to the 
flourish and revival of virtualization idea to be 
targeted on desktop. Grid computing ,  utility 
computing and cloud computing are the main 
motivations behind the current widespread of 
virtualization. Virtualization is expected to be a 
standard trend in computer technology platforms and 
cloud computing may push this technology further to 
the extent of nested virtualization.  
To understand the job of virtual machine monitor, a 
description of the inner working inside a 
virtualization layer is essential. When virtualization 
concept was introduce, there was no support from the 
hardware perspective provided by x86 architecture. 
Further, there was a wide common opinion that x86 
can't be actually virtualizable[2] To overcome this 
issue, a software must be implemented on the 
virtualization layer to do all the working on behalf of 

the guest operating system. That leads to the 
emergence of the emulate and trap model. This 
model works simply by letting the guest operating 
system to execute instructions directly on the CPU. 
However, since the guest operating mode runs on the 
user mode of the host operating system, only non 
privileged instructions are allowed to be executed. If 
the guest operating system attempts to touch and 
execute a privileged instruction, a trap will be issued 
and the control will be transferred to the virtual 
machine monitor. On receiving this control, VMM's 
task is to emulate this instruction and provide the 
necessary result back to the guest operating system. 
In this scenario, guest operating system is restrained 
from directly executing privileged code and the job is 
delegated to the VMM for emulation and returning 
the result. This method has one drawback in relating 
to the instruction set provided by x86 architecture. 
Some instructions such as popf (a privileged 
instruction) don't generate a trap, passing the VMM 
emulation step. In this way, guest operating system 
will have the privilege to execute a privileged 
instruction directly on the CPU which is both 
prohibited and dangerous. Another approach was 
suggested which is called Binary Translation (BT). 
Binary translation works by converting the 
instructions provided by the guest into host 
instructions in a groups rather than executing 
instructions individually[3]. 
 
II. NESTED VIRTUALIZATION 
 
The advantages provided by virtualization 
encourages researcher to enhanced it using nested 
virtualization Nested Virtualization is an extension 
of an old concept appeared in the literature by the 
name: recursive virtualization [2]. When a different 
VMM are stacked above each other creating different 
layers of virtualizations, it's called a nested 
virtualization. The idea gains some interest recently 
because of its benefits. Virtualization has been 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-4, Issue-1, Jan.-2016 

Virtualization: From Single To Nested Layer 
 

31 

beneficial in a development environment where an 
application can be tested on different operating 
systems. Security ,migration ,reliability and IT 
Strategy advantages provided by implementing 
virtualization has been studied extensively in the 
literature [1][4][5]Nested virtualization can provide 
further benefits allowing for debugging host 
crashes[2]. Nested virtualization is convenient for 
cloud computing architecture allowing end-users to 
create their virtual machines on a virtual machines 
provided by the cloud hosting service [6].   
Since x86 don't provide any support yet for nested 
virtualization, the above two techniques were 
extended yielding three approaches: shadow on 
shadow, shadow on EPT or EPT on EPT (multi-
dimensional paging). 
Virtualization concept has been implemented in 
different ways by companies resulting in different 
types. Virtualization gains a widespread  usage and 
interest recently by companies and researchers 
promoting the creating of different categories. There 
are three popular types here which are described 
below [1]:  
1- A virtual machine monitor is on top of a host 
operating system. This method is provided in 
Microsoft virtual server 2005. In this architecture, 
the virtual machine works between the guest 
operating systems and the host operating system 
which controls all the resources of the computer. 
This is a typical architecture of virtualization. 
2- The second type works by integrating the virtual 
machine monitor with the host operating system to 
work as one unit. In this architecture, the virtual 
machine monitor can interacts directly with the 
underlying hardware. An Example virtual machine 
software that applies this architecture is VMWare 
ESX  
3- The third type is dividing the guest operating 
systems into zones or containers. This is the 
architecture applied in par virtualization where the 
guest operating system must be modified to run in 
this environment. This type of virtualization can be 
seen in Solaris. 
 
 
III. EVALUATION 
 
We use a kernbench as linux macro benchmarks in 
order to evaluate the nested virtualization.  
Our setup consisted of a Toshiba labtop booted with 
a CPU intel i3 core with 2GB of memory. The host 
OS was Fedora 14 with a kernel that is based on the 
KVM git tree. For both L1 and L2 guests we used a 
Fedora 14 guest. L1 was configured with 1.5GB of 
memory and L2 was configured with 0.5GB of 
memory. In L1 we used VirtualBox virtual machine. 
We execute Kernbench in three setups: host, single-
level guest, nested guest. And we have got these 

results. When comparing the impact of running the 
same workload in nested and single-level guests, the 
overhead added by the additional level of 
virtualization is obviously clear from the kernbench 
results. The overhead of nested virtualization is very 
huge. Figure 1 shows the overhead of nested 
virtualization.  The overhead is unexpectedly very 
large.  

 
Figure 1: Nested Layer Overhead 

 
As We can see from table 1, the run time increases 
for guest operating system. It’s now more than the 
time it requires as a host in around 24%. 
 

Table I: Comparison of Performance in Single Layer 

 
 
CONCLUSION 
 
Nested virtualization needs to be supported by 
hardware to be successful and to have proper 
performance that makes it useful and applicable.  
The significant extra overhead added to the single 
layer virtualization is another issue. If a larger 
memory size with powerful modern processor is 
presented in a desktop machine, then there is a 
possibility of running a nested layer operating system 
with adequate process. As it’s of now, highly capable 
servers could work well with nested virtualization 
with acceptable performance. 
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