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Abstract- This paper describes a system for the Secure E- Learning system and its services. Security is provided by Elliptic 
curve cryptography algorithm.ECC generates key for each learner after they entered their details in the registration page. It 
allows only authorized user to enter into the system by entering username and password along with secret key which 
was sent to the registered learner’s mail id. Services which are provided by this E-learning system are Discussion forum, 
assessments, ranking technique and filtered web search engine. Learners can give ratings to the content which is 
available in the database. Ranking techniques that can generate substantially more diverse recommendations across all users 
while maintaining comparable levels of recommendation accuracy. Web search engine searches the internet for the keyword 
along with category and sub- category which is entered by the learners. Contents are filtered by using Support Vector 
machine algorithm. 
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I. INTRODUCTION 
 
E-learning systems facilitate a variety of tasks 
related to learning such as self-study, guided 
learning, authoring of learning objects, tutoring, 
communication, evaluation, administration, etc. These 
tasks necessitate interactions between various human 
actors as well as cooperation and collaboration 
among themselves. Through interactions, large 
amounts of personally identifiable information (PII) 
are collected, transmitted and processed that could 
reveal personal details of an actor (e.g. Learner, 
teacher, administrator, etc). Trust plays a major role 
in developing cooperation and collaboration and 
thereby in building a community. Privacy is a 
natural concern at the same time that trust is an 
important factor in an e-learning environment. 
Elliptic Curve cryptography algorithm is used for 
authorizing the users into the E-Learning system. It 
generates key for each users when they are entering 
their information in the registration page. 
 
A) Ranking 
 Ranking is used to track the rated contents. 
Recommender systems technologies have been 
introduced to help people deal with these vast 
amounts of information. Recommender systems 
estimate ranking of the contents of database based on 
the ratings given by the learners. Recommender 
systems typically try to predict the ratings of the 
content of database for each user, frequently using 
other users’ ratings, and advocated the top N items 
with the highest predicted ratings.  
B) Web search engine  
Internet Search engine is a custom designed search 
engine which continuously and proactively searches 
the internet for any content that doesn’t exist in the 
database and which is searched by a learner. Raw 
results are filtered based on category and sub- 
 

 
category which is specified by learners. It is done by 
Support vector machine algorithm.  
 
II. RELATED WORK 
 
Rahat Afreen1 and S.C. Mehrotra proposed a 
system for Elliptic curve cryptography for embedded 
systems [5]. ECC is used to generate secret key. ECC 
has proved to provide same level of security with 
relatively small key sizes. 
Zan Huang proposed a system for proactively 
acquiring ratings from customers for a newly 
introduced product to quickly improve the accuracy 
of the predicted ratings generated by a collaborative 
filtering recommendation algorithm for the entire 
customer population [1]. They have introduced the 
problem of identifying the most informative ratings 
to acquire and termed it as the product rating 
acquisition problem. They proposed an active 
learning sampling method for this problem that is 
generic to any recommendation algorithms. A 
uniform random sampling method and a degree-
based sampling method that is biased toward 
customers with large numbers of ratings for the 
item-based and user based neighborhood 
recommendation algorithms. 
Luo Si and Rong Jin presented a flexible mixture 
model (FMM) for collaborative filtering [4].  FMM 
extends existing partitioning/clustering algorithms 
for collaborative filtering by clustering both users 
and items together simultaneously without assuming 
that each user and item should only belong to a 
single cluster. They proposed a framework which 
helps to explicitly model how users graded items, 
which can vary dramatically, even among the users 
with similar tastes on items based on the preference of 
nodes. 
Zuccon, G. and Azzopardi, L. proposed the Quantum 
Probability Ranking Principle (QPRP) which 
implicitly captures dependencies between documents 
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through quantum interference [6]. QPRP doesn’t 
require estimation/tuning methods. QPRP is simple 
and effective. This demonstrates that the application 
of quantum theory to problems within information 
retrieval can lead to significant improvements. 
S. S. Keerthi proposed a system for A Fast Iterative 
Nearest Point Algorithm for Support Vector Machine 
Classifier Design [3]. Support vector machine 
algorithm is used to classify the data which is taken 
from Google search engine. It is classified based on 
category and sub-category which is mentioned by 
learner. 
 
III. PROPOSED METHODOLOGY 
 
The overall system architecture is represented in the 
figure 1. The proposed system for E-learning system 
Contains secured authorization, Efficient ranking of 
the database content and filtered web search. 
 

 
Fig1: Overall system Architecture 

 
A) Secured Authorization 
 
E-Learning system allows only authorized person to 
enter into the website to access the services. For 
this Elliptic curve cryptography algorithm is used to 
generate the secret key for each learners of the 
website. Generated secret key send to the learners 
email id and then they has to enter the username 
and password along with secret key to enter into the 
E- Learning website. Services provided by E-
Learning system are discussion forum, online test, 
Rating based view of the database content and 
Filtered Web search. 
 
1) Elliptic curve cryptography Algorithm 
 
   Elliptic curve cryptography (ECC) is an approach 
to public-key cryptography based on the algebraic 
structure of elliptic curves over finite fields. Public-
key cryptography is based on the intractability of 
certain mathematical problems. Early public-key 
systems are secure assuming that it is difficult to 

factor a large integer composed of two or more large 
prime factors. For elliptic-curve-based protocols, it 
is assumed that finding the discrete logarithm of a 
random elliptic curve element with respect to a 
publicly known base point is infeasible.  The size of 
the elliptic curve determines the difficulty of the 
problem. The  primary benefit promised by ECC is 
a smaller key size, reducing storage and transmission 
requirements—i.e., that an elliptic curve group 
could provide the same level of security afforded by 
an RSA-based system with a large modulus and 
correspondingly larger key—e.g., a 256-bit ECC 
public key should provide comparable security to a 
3072-bit RSA public key. 
 
B) Rating of the database content   
 
Learners can give ratings to the used content of the 
E- Learning website. The predicted ratings are used 
to support the user’s decision making for efficiently 
view the content. They can view the content based 
on the ranking of the topics. Rank the contents based 
on the total number of ratings given to the particular 
topic by the number of learners. Topics are ordered 
from highest to lowest of the ratings. Query 
processing is used for this method. 
 
C) Filtered Web Search   
 
Learners can searches an internet for the content 
which doesn’t exists in the database of the E-learning 
website. They have to enter the category and sub-
categories of the particular searching while entering 
the keywords in the E- Learning search engine. The 
search engines search for keywords to answer the 
queries which are given by users. The search engines 
usually search web pages for the required 
information. However they filter the pages from 
searching unnecessary pages by using advanced 
classification algorithms. These search engines can 
answer topic wise queries efficiently and effectively 
by developing support vector machine algorithms. 
The main focus of these search engines is solving 
these queries with close to accurate results in small 
time using much researched algorithms. 
 
1) Support Vector Machine Algorithm  
 
         Support vector machines are supervised 
learning models with associated learning algorithms 
that analyze data and recognize patterns, used for 
classification and regression analysis. The basic 
SVM takes a set of input data and predicts, for each 
given input, which of two possible classes classes 
forms the output, making it a non-probabilistic 
binary linear classifier. 
 
IV. RESULTS AND EVALUATION 
 
A. Elliptic curve cryptography 
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ECC is the best suited in constrained environments. 
The advantages like speed and smaller Keys are 
especially important in environments where at least 
one of the following resources is limited [9]: 
processing power, storage space, band width, or 
power consumption. This advantage is because its 
inverse operation gets harder, faster, against 
increasing key length than do the inverse operations 
in Diffie Hellman and RSA. 
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Table 1: Measured Performance of public-key 
algorithms 
 
Table 1 shows a comparison of the RSA and ECC 
cryptographic operations performed by an SSL 
server. Open SSL speed program is used to measure 
RSA decryption and ECDH operation for different 
key sizes (a minor enhancement was made for 
collecting RSA-1536 numbers). These micro- 
benchmarks highlight ECC’s performance advantage 
over RSA for different security levels.  ECC’s 
performance advantage increases even faster than its 
key-size advantage as security needs increase. 
 
B. Rating of the database content and filtered web 
search 
Since the web is growing fast and uncontrollably 
as the size of the search engines' indices indicates 
(See Table 2), several pre-indexing analysis 
techniques are performed. Such techniques are 
intended to reduce and also manage the size of the 
web data collected by web crawlers.  Compare to 
other search engines the E-Learn Search engine 
reported size is high low and page depth are low, also 
speed should be fast than other search engines. 
 

 
Table 2: Search Engine index Comparison 

 
CONCLUSION 
 
In this project, Efficient E-Learning system is 

provided to the learners. The services such as 
Secured authentication, Discussion forum, rating of 
the database content and Filtered Web search. Elliptic 
curve cryptography algorithm provides secured 
authentication. Query processing method is used for 
ranking the database content. Filtered web searching 
is obtained by support vector machine algorithm to 
classify the content based on category and sub-
categories which are mentioned by learners. In future 
work, To enhance this project connecting the E-
Learning Systems with online social networks and 
face its challenges in security. 
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Search Engine Reported        Size Page Depth 

E-Learn Search 8.3 billion 92K 

        Google 8.1 billion 101K 

        MSN 5.0 billion 150K 

       Yahoo 4.2 billion 500K 


