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Abstract- in a real  computer network,  the size of routing table is often large. The function of the router is routing the 
network packet(s)  to the correct network segment by using the information in the routing table.  Routing  table  by itself  is  
a database table contained within the router. Routing table  record  indicates the destination network address to forward the 
network packet(s). In routing such a network packet, the entry in the routing table is required to be  searched. The large 
routing table can make the searching time take too long.  It may even reach a timeout  threshold.  A  routing table requires 
o(n2) searching time where  n  is the number of nodes. Therefore,  in a typical router design, there exists  a cached  routing 
table  to make the routing record searching faster as cached memory is faster. However the cached memory can get full if 
there are so many entries  and searching the full  cached memory may not be fast enough  and can even cause a timeout.   
This paper proposes a method to reduce the searching time within the  cached  routing table by introducing predictive 
modeling schema. 
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I. INTRODUCTION 
 
In any computer network, accurate and fast routing 
has been of the desired component of the network 
design[1][2]. A router uses the routing table as a 
database table to know how to get to the next network 
hop. Searching within the routing table is slow[2]. 
Hence, there exists a cached routing table to save the 
frequently requested ip address record.  The cached 
routing  table is derived from the routing table  which 
is maintained constantly by  the  routing protocols. If 
the  cached routing table holds a  large number of  IP 
addresses, a complicated search  algorithm is  needed  
to reduce a high searching time[1]. If the complicated 
searching algorithm is not used, the cached routing 
table has to be set up in a manner that it relies on the 
good performing hardware.  Good performing 
hardware is expensive and may not be suitable to all 
companies[3][4].  On the other hand, using the 
predictive model schema for the incoming ip 
address(s) will reduce the overall ip address searching 
time in the cached routing table and it is a software 
solution. This paper will focus on the predictive 
model schema.  An Example of a structure of  routing 
table is shown in Table1.  Routing protocol maintains 
the routing table.  In order to demonstrate the routing 
table construction, it is important to introduce what 
makes up the  routing table: routing protocol(s) such 
as EIGRP, OSPF, RIP, etc. 

 
Table 1: Routing Table Structure 

Enhanced Interior Gateway Routing Protocol 
(EIGRP) is a routing protocol typically used in a 
computer network. EIGRP is not a complicated 
routing protocol [5]. If the EIGRP network is 
designed well, it will scale appropriately and will 
provide a reliable convergence. EIGRP builds a 
topology table from  advertisements  of it neighboring 
routers  and converges by  querying its neighboring 
routers.  Figure 1 illustrates the network typical 
network topology which can use EIGRP routing.  In 
figure 1, Router “Two” saves the information it 
received from Router  “One”  and  “Three”. When the 
path through Router “One” becomes unavailable, 
Router Two examines its table and begins using the 
path through  Router  “Three”  immediately.  This is a 
called network convergence[5][6]. EIGRP converges 
quickly and updates this information in the routing 
table. 
 

 
Figure 1: eigrp network topology 
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Assuming that both paths through Router “One” and 
Router “Three” are available; EIGRP will choose the 
best path with the minimal traveling distance[6].  The 
path through Router “Three” contains three hops and 
the path through Router “One” is two hops. Router 
Two chooses the path through Router “One” and 
discards the information it learned through Router 
“Three”. If the path between Router  “One”  and 
Network A goes down,    Router  “Two” loses all 
connectivity with this destination  until it  updates its 
routing table (every 90 seconds)[6][7].  EIGRP builds 
routing information from the information from its 
neighboring routers and converges the network. To 
distribute the routing information throughout a 
network, EIGRP uses an incremental routing 
updates[6]. EIGRP sends routing updates about paths 
that have changed. The basic problem with sending 
only routing updates is that EIGRP may not know the 
path which is down. The updates happen every 90 
seconds. Between the 90-second intervals, EIGRP 
may not know the current network status.  EIGRP 
relies on neighbor relationships to reliably propagate 
routing table changes throughout the network [7].  
 
On the other hand, Open Shortest Path First (OSPF) 
is an interior gateway protocol (IGP) link state 
protocol. Unlike there is no IP route exchange. Every 
neighboring router will create information about itself 
to describe IP address, network mask, reachable 
neighbor, link type, etc.  That information will be 
place in the routing table. OSPF divides the routers 
into Area (Area0, Area1, etc). All routers within an 
area have the exact same database [7]. Each router 
constructs a tree of shortest path. The shortest path 
tree gives the route to all destinations within the 
autonomous system. Compared to distance vector 
protocols that have a flat architecture, OSPF uses a 
hierarchical architecture [8]. By having a hierarchical 
design, routing control packets in the domain are 
decreased and limited to a given area.  When OSPF is 
enabled on an interface, the router starts sending 
“Hello” packets periodically in order to discover the 
remote neighbor(s)[8]. The discovery can be 
dynamic.   
A configuration might be needed to access the 
network that lacks broadcast capability. When a 
router receives a Hello from its neighbor, it includes 
the Router ID of this neighbor in its next Hello. This 
ensures that there is two-way connectivity between 
routers [8].    It is vital that the database of all routers 
within an area is synchronized so they have the same 
view of the network. Synchronization is performed by 
way of OSPF packets.  Once two routers achieve the 
two-way state, they start synchronizing their database 
by establishing a master-slave relationship. This is 
necessary so that one of the routers leads the database 
synchronization [9]. After the two-way state, the 
routers go to the “Exstart” state where they have to 
find out who is the master. Initially both routers 
declare themselves as master.  However the router 

with the higher Router ID is elected as master. After 
the election, they go to the Exchange. Only one 
Database Description packet is sent and echoed at a 
time. This guarantees a reliable exchange between the 
two routers[9]. The structure of OSPF Routing is 
illustrated in Figure 2: 
 

 
Figure 2: OSPF Routing Generation 

 
The last routing protocol which will be introduced in 
this paper is RIP. RIP sends routing-update messages 
at regular intervals.  It only receives the network 
updates when the network topology changes[9]. 
When a router receives a RIP routing, the router 
updates its routing table to reflect the new route. The 
value for the path is increased by one. The sender is 
then marked as the next hop. RIP routers maintain 
only the best to a destination. After updating its 
routing table, the router immediately begins 
transmitting RIP routing updates to inform other 
network routers of the change. These updates are  
sent independently of the regularly scheduled updates 
that RIP routers send. RIP uses hop count(s)  to 
measure the distance between the source and a 
destination network. Each hop in a path from source 
to destination is assigned a hop count value which is 
typically one. When a router receives a routing 
update that contains a new or changed destination 
network entry, the router adds one to the value 
indicated in the update and enters the network in the 
routing table. RIP has 2 versions. By default, the 
software receives RIP Version 1 and Version 2 
packets. However it only sends out Version 1 
packets[9]. 
 
To override the default behavior, configuration to the 
router is needed.  RIP Version 1 does not support 
authentication.  The username and password are not 
required. Sending and receiving RIP Version 2 
packets can use the authentication on an interface. 
The authentication includes username and password.  
Routing protocols use several timers that control the 
frequency of routing updates, the length of time 
before a route becomes invalid.  These timers can be 
adjusted to change the routing protocol performance 
to suit the internetwork needs. The authentication can 
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also be added. The authentication ensures that a 
router receives reliable routing information from a 
trusted source. Without neighbor authentication, 
unauthorized or deliberately 

 
Figure 3: Mixed Mode Routing Protocols 

 
Figure 4 is the general architecture of the router. Each 
router uses a routing table which is a simple database 
and a cached table in the random access memory. 
There is input line and output line. In between input 
and output, there is a routing able.  The routing table 
is initialized by receiving information from the 
neighboring routers and is updated every 30 seconds 
[10]. It contains the next-hop routes. The high level 
architecture of a high-end is show in Figure 4. The 
input box accepts the input traffic from the 
neighboring router. The routing table gets the input 
from the input box and searches within itself the 
routing record and gives the output to the output box. 
The output box will have a further logic to route the 
packet to the destination address[11]. 

 
Figure 4: Router's High-Level Architecture 

Within each input and output box, It consists of the 
line cards which accept input traffic.  It only contains 
a mechanism to divert the datagrams from the input 
cards to the output cards.  The output cards aggregate 
traffic and send it out on the selected output ports.  
The centralized controller which holds the entire 
routing table. The cached routing table is located in 
the line cards in order to obtain high speed. Searching 
in the cached memory is faster than searching in the 
database if the cached memory is effective and is not 
full by itself.  If the cached memory is full, it cannot 
take on the new ip address entry.  Each input line card 
has a table cache. The cache contains a small part of 
IP addresses from the routing table. Its function is to 
speed up the searching of IP addresses since the 
search in the local RAM is much faster than in the 
centralized routing table. When a packet arrives, the 
router checks its destination IP address in the cache 
table. If it is found, then it will continue the process 
to forward the packet. In case the destination IP 
address is not in the cached table, the router searches 
the routing table which takes more time. The routing 
table is not in the fast cached memory. It is therefore 
desirable to have information about the most 
frequently used IP addresses in the line card's routing 
cache. In the event that the information for the 
incoming packet is not in the routing cache, it has to 
be fetched from the central routing table. If the 
cached routing table is full, then one of the existing ip 
addresses in the cached routing table must be 
removed and replaced with new IP address. A large 
forwarding cache table size implies a high search 
time. If the searching does not find the destination ip 
address it looks for, it will have to search for it in the 
routing table which is a database. Looking into the 
routing table will result in the cache being updated 
which is very time-consuming if the routing table is 
large.  This paper will propose the predictive ip 
address schema so that the cached routing table will 
result in a match and does not need to go to the 
routing table for the cached table updating. The 
appropriate replacement algorithm is needed to be 
implemented in the case that the cache capacity is 
full[12]. In carrying out the research, the router 
images were downloaded from the Cisco laboratory. 
The files were chosen randomly and downloaded. 
  
II. CHALLENGES 
 
In this paper, (1) IP address modeling schema will be 
described and (2) the method, which it will be applied 
to the cached routing table, will be described. 
 
III. METHODOLOGY 
 
3.1 IP address modeling scheme is based on the 
research data. The file traces of the backbone routers 
have been downloaded from the Cisco laboratory. 
The files were chosen randomly, and downloaded, 
and converted to ASCII using C scripts.  The data 
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collection is measuring the frequency of each ip 
address within the given time interval, 1 milli 
seconds. The analysis was performed for 1000 
random IP addresses. The number of collected 
records was 29,500 records. The data frequency 
collection has been found to be in a pattern which is 
consistent for a given IP address as shown in Figure 
5. 

 
Figure 5: IP Address Data Collection 

 
There is a pattern relationship between each IP 
address and its frequency in the cached routing table. 
For a given network topology, the ip request passed 
through the router interface (gateway address) has a 
pattern [12][13]. There is a frequently used  ip 
addresses passed to the router interface to be routed 
and it is this dataset which will make it possible to 
apply it to the cache routing table  as a schema. There 
is also a dataset which is not frequent. Apply the ip 
address prioritized by its frequency into the cached 
routing table will ensure that the cached routing table 
contains the essential ip address record. Hence when 
the ip address requests arrive at the input of the 
router, it can be found on the cached memory and 
will be processed quickly.   
3.2 Since the cached routing table space is a limited a 
space, applying the preferred set of frequently used ip 
addresses may exceed the cached routing table space. 
Hence, the algorithms must be used in order to create 
the optimal cached table space. There are numerous 
methods such as Round Robin Method and Least 
Recently Used Algorithm (LRU):  
3.2.1 Round Robin Method is used in the following 
manner. When IP packet arrives, its destination IP 
address is looked up in the cached table (forwarding 
table). If the IP address is found, then it is already in 
the cached routing table and no action is needed. If 
the IP address is not found, it is stored in the first 
location of the cached memory so that it can be 
located in the next lookup. With itself being added to 
the head of the memory block and if the cached 
memory block is already full, the existing ip address 
at the head of the cached memory shall be 
deleted[12][13].  
3.2.2 Random Replacement Algorithm is used in the 
following manner. When IP packet arrives, its 

destination is put in the random location and its 
current content is deleted [12][13].  
3.2.3 LRU Replacement Algorithm is used in the 
following manner. When IP packet arrives, the 
cached content will be pushed down one block, 
creating the empty block at the first node and the last 
node shall be  deleted [12][13]. All three  replacement 
algorithms have been experimented and it has been 
found that LRU has the best performance. 
 
IV. RESULT AND DISCUSSION 
 
The researchers have chosen 1000 unique IP 
addresses in the file traces which contain more than a  
million transactions. LRU Algorithm has been used 
and the results have been  recorded.  The same 
dataset  has been run against  replacement algorithm 
and round robin algorithm. Here is the finding(s):    
The total number of ip addresse records was 29,500. 
The frequency  of the targeted routing table records 
was 0.931, 0.806, 0.776 respectively. Hence we are 
able to conclude that LRU Algorithm performs better 
than Round Robin and Random Replacement 
Algorithm.    The paper will now discuss how to 
apply our findings to the real router and real 
networking environment.  In a typical router 
configuration, there exists input line  cards, output 
line cards, central routing  table (database) and the 
switch mechanism. Each input line card has a 
forwarding mechanism  and a forwarding table.  The 
prediction schema should be placed in each line card 
since each line card provides forwarding packet  
service for a particular  network segment  to which 
they are connected. When the router is turned on, the 
ordinary replacement algorithm needs to be run so 
that the network data can be collected and configured.  
The algorithm will be used until collecting the 
information about the incoming IP addresses is 
finished.  Once the data is ready, the slope of the 
correlation function for each IP address will be 
calculated. The high and low correlated IP addresses 
will be determined. The two sets of ip address 
frequency will be built, one for the highly correlated 
data and the other one for the lowly correlated data. 
The data set used to build each schema is chosen by 
calculating the frequency. Once the schema is built, 
the prediction can be made as to which IP Address 
will be coming to the router interface, according to 
the statistics which have been collected. 
 
CONCLUSION 
 
This paper has demonstrated that IP Address pattern 
can be detected by using the data fetched from the 
router interface. It should be stressed that the detected 
pattern is only with the stable network topology 
design and with the staple ip address design. With the 
ip address design, we have found that there is a 
dataset of ip address requests which flow back and 
forth. With this dataset, we can create the schema for  



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-3, Issue-12, Dec.-2015 

Optimizing IP Address Searching Time In Cached Routing Table With Predictive Modeling Schema 
 

127 

the ip address scheme and feed it to the cached 
routing table for a very fast packet switching. We 
hope that our findings will improve the router 
operation used in the industry. The next researcher 
should extend what we have found and extend it, in 
terms of the replacement algorithm. With the faster 
replacement algorithm, the router operation can even 
be more effective. 
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