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Abstract —Vehicular adhoc networks(VANETs) have emerged as an effective technology for providing a wide range of 
safety applications. VANETs are subset of the MANET applications and were introduced to support and improve safety of 
the drivers, as a step towards constructing a intelligent, safer and cleaner and environment. A vehicle in VANET acts as 
an intelligent mobile node capable of communicating with its neighbors and other vehicles in the network. Privacy and 
Security have become crucial matter of attention in the Vehicular Ad-Hoc Network, which is vulnerable to various 
attacks. The attackers intentionally tries to disrupt and misuse the network causing damage to system resulting loss in lives 
and finance. Discouraging such attackers is therefore necessary to ensure proper and smooth working of the network. 
We are proposing a technique by creating a secure environment by performing a group based isolation/eviction of 
misbehaving vehicles by neighboring vehicles with a strong ID based authentication. Our eviction method works in a 
decentralized manner for V2V communications where a permanent revocation of misbehaving vehicle is performed by its 
neighbours thus not depending on the centralized authority and hence simplifying the revocation process in VANET. 
 
Index Terms — VANETs. 
 
I. INTRODUCTION 
 
Everything is becoming wireless. The fascination 
of mo- bility, flexibility and accessibility makes 
wireless technologies the dominant method for 
transferring all sorts of information. Cellular phones, 
satellite televisions and wireless Internet are very 
well-known applications of wireless technologies [8]. 
Wireless research field is growing faster than any 
other one. It serves a wide range of applications 
under different topolo- gies every one of which 
comes with some new specialized protocols. 
With the wide increasing advancement and variety 
of de- ployments in wireless communication 
technologies, telecom- munication industries and 
car manufacturers are gearing up to equip each 
vehicle with wireless communication devices thus 
enhancing driving safety [10]. Such vehicular 
commu- nication networks are referred to as 
Vehicular Ad Hoc Net- works(VANETs). With 
rapid growing progress in vehicular communication 
technology there is an increasing attention from 
bothe academia and industry [1]. 
 
Vehicular Ad hoc Network (VANET) is a special 
type of short-range wireless communication mobile 
ad hoc network (MANET) where nodes self-
organize and self-manage infor- mation in a 
distributed fashion. VANET technology offers 
exchange of safety messages with nodes which act as 
wireless routers thus  allowing  other  vehicles  to  
participate  forming a network. Modern vehicles are 
often with the ability to communicate with multiple 
vehicles via multiple wireless connections. 
With VANETs offering a variety of safety 
applications, IEEE developed the IEEE 1609 
Wireless Access in Vehicular Environments (WAVE) 
standard for VANETs.  The  Ameri- can Society for 
Testing and Materials (ASTM)  and  IEEE have  

 
developed basic vehicular communications 
technology called as Dedicated-Short Range 
Communication(DSRC). The DSRC has bandwidth 
of 75 MHz at 5.9 GHz frequency and it periodically 
broadcasts a message every 300msec over a single 
hop [9] [6]. The nominal transmission range of 
each vehicle is 300 m. 
Based on IEEE 802.11p, the DSRC system  
supports two kind of communication environments: 
Vehicle-to-Vehicle (V2V) and Vehicle-to-
Infrastructure (V2I) communications [1]. In V2V 
communications dynamic wireless exchange of data 
takes place between nearby vehicles while in V2I 
commu- nications communication takes place 
between vehicle and road side unit(RSU). The 
design of V2V communication is more challenging 
than V2I communication as there is no infrastructure 
for direct authentication of vehicles. Therefore, the 
design of efficient V2V environment is more 
challenging than V2I environment. 
 
A lot of vehicles cause problems or face problems 
due to traffic congestion. A lot of vehicles try to 
cause damage by sending wrong information, 
bogus data or may cause even more worse 
situation. It is indeed necessary to report the details 
of problematic vehicles to other vehicles so as to 
avoid the traffic overcrowding. Thus, it becomes 
necessary to remove such damage causing vehicles 
to stop further damage. One way to prevent this is 
Misbehavior Revocation. In Misbehavior Revocation 
all the certificates of the problematic vehicles are 
revoked, thus by preventing other vehicles from those 
vehicles causing problems. 
The rest of the paper is organized as follows. 
Section II presents the related work. Section III 
presents the preliminaries of the system. Section IV 
gives the problem definition which motivate to do 
the below work. Section V and Section VI 
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contains the proposed system and its results. Finally, 
Section VII concludes the paper. 
 
II. RELATED WORK 
 
M. Raya et al.[2] has proposed a an eviction 
technique with 3 systems designed. First is 
centralized revocation which performs revocation of a 
node by using compressed CRL’s and bloom filters. 
Second is the localized misbehavior detection 
system (MDS) which performs misbehavior 
detection in the VANET system. Third is the local 
eviction of attackers by voting evaluators (LEAVE) 
to perform eviction of misbehaving vehicles. The 
vehicle which is to be revoked a message is sent by 
central authority to stop all security functions. The 
MDS identifies for unknown anomalies and the 
LEAVE provide isolation of misbehaving vehicle by 
neighboring voting. When a defined threshold is 
crossed a message is broadcasted to ignore all 
messages from that misbehaving vehicle. In this 
way the neighbors isolate the misbehavior vehicle 
until the central authority revokes all the 
certificates of that vehicle. This method is effective 
but causes a bottleneck of central authority and can 
be used for PKI systems only. 
 
P. Golle et al. [3] has proposed a sensor-driven 
technique for detecting and correcting malicious 
data where vehicles are equipped with sensor 
capabilities to maintain the network model status. 
The model specifies the possible events taking place 
in the network by observing some control rules 
e.g., two vehicles cannot exist at the same location. 
Each vehicle can use its own modified network 
model based on the directly observed data. Consistent 
data is only accepted and if the data are inconsistent, 
then a heuristic termed adversial parsimony is 
developed and ranking is performed for all possible 
expla- nations where the highest rank explanation is 
expected. With accurate information about the 
vehicle position this technique efficiently detect 
many attacks and corrects the  malicious data but it 
cannot completely perform revocation of malicious 
vehicle. 
 
A. Wasef et al. [4] proposed an Expedite Message 
Authenti- cation Protocol for VANETs. The EMAP 
provides a fast CRL checking and revocation 
process. The CRL checking takes longer time and 
can cause bottleneck to the central authority. EMAP 
allows legitimate OBU to secretly update their 
keys using probabilistic novel key distribution. The 
revocation depends on a central entity by using 
HMAC function and novel key sharing process. 
EMAP has modular features which allows its 
integration with any PKI based system. EMAP 
decreases the message loss ratio by employing fast 
CRL checking process. 
J. Sun and Y. Fang proposed a threshold based 

defense scheme against misbehavior to mitigate the 
impacts of mis- behavior users on the VANET 
system. A limit is set for number of times the 
misbehavior a user can authenticate itself in case of 
automatic revocation. The major disadvantage of 
this technique is that an adversary is not isolated 
immediately after damage but when the misbehavior 
goes beyond a certain level. A pseudonym look up 
table is needed to be maintained for storing the keys 
which increases the computation process of 
cryptographic keys. 
 
Thus, the review study of ours shows that there are 
certain disadvantages in the above mentioned 
methods and the major drawback is that all of them 
are infrastructure based. We try to overcome to this 
disadvantages in our proposed system to a certain 
extent. 
 
III. PRELIMINARIES 
 
A. System Model Assumptions 

The system under consideration consists of the 
following: 
1) The VANET communication type is 

considered to be Vehicle-to-Vehicle 
Communication. 

2) An LE(Law Executor) is trusted entity. 
3) The LE is responsible for proving group keys to 

vehicle wishing to join the group. 
4) On-Board Units(OBUs) can communicate with 

other OBUs. 
5) The OBU can generate public/private keys pairs 

for authetication. 
6) The vehicles can be compromised by an 

attacker. 
7) The revoked vehicle can collude and try to 

revoke a legitimate vehicle. 
 

B. Bilinear Pairing 
The bilinear pairing [18] is one of the foundation 
of our proposed protocol. Let G1 denote an additive 
group of prime order q, and G2 a multiplicative 
group of the same order. Let P be a generator of 
G1, and ê : G1 × G1 → G2 be a bilinear mapping 
with the following properties : 
1) Bilinear : ê(aP, bQ) = ê(P, Q)ab , for all P,Q ϵ 

G1 and a,b ϵR   Zq . 
2) Nondegeneracy : ê(P, Q) ̸= 1G2 . 
3) Symmetric : ê(P, Q) = ê(Q, P) for all P,Q ϵ G1. 
4) Admissible : The map ê is efficiently 

computable. 
 

C. Security Threats on VANETs 
If vehicular communications are not secured, a 
number of attacks can be launched, which may 
affect the reliability of the system and lead to lives 
or financial losses.Attacks can be categorized into 
three main groups as: 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-3, Issue-12, Dec.-2015 

Misbehavior Eviction From VANETS 
 

117 

1) Threats to Availability : Introduction of 
mal- ware,viruses or worms, broadcast 
tampering, spamming, DOS attack, blackhole 
attack posses a threat to availabil- ity. 

2) Threats to Authenticity : It is necessary to 
protect legit- imate user from any inside or 
outside attack by providing authenticity. Attacks 
causing authenticity threats include replay 
attacks, message tampering, masquerading, sybil 
attack, GPS spoofing etc. 

3) Threats to Confidentiality : 
Confidentiality of mes- sages exchanged 
between the nodes in VANETs are vulnerable to 
tampering by gathering of location infor- 
mation and eavesdropping. 

D. Security Requirement for Secure VANET 
Systems 

Security of VANETs is important to prevent 
the system and entities of system from 
damage. A secure VANET system should 
satisy certain fundamental requirements such 
as au- thentication, non-repudiation, privacy, 
confidentiality, access control, availability 
respectively. 

1) Authentication :It ensures that the user is 
legitimate. 

2) Non-repudiation: Non-repudiation assures the 
trans- mission of messages and preventing user 
from denying it. 

3) Privacy :Privacy of user is necessary to prevent 
disclos- ing real identities and locatin 
information of user. 

4) Access Control :Access control defines the 
operations that each user in the network can 
perform. 

5) Confidentiality :It is necessary to keep the 
content of message a secret from unauthorized 
users. 

6) Availability : The VANET system must be 
available all time to users. 

 
IV. PROBLEM DEFINITION 
 
Misbehavior in VANETs have been taking place 
from time to time by intentional malicious 
behavior. Misbehavior can be from an insider or an 
outsider. It is less difficult to prevent misbehavior 
from unauthorized users of VANETs since the  
legitimate  users  can  simply  ignore  the  messages 
from an outsider. But it is more difficult and complex 
to prevent misbehavior from an insider i.e. a 
legitimate user, as it possesses the required 
credentials issued by the authority for 
communication with the peer vehicles and base 
stations thus tricking easily to trust them and 
causing a much more larger impact on the network. 
Misbehavior can be tampering with broadcast 
messages, injecting of false messages, flooding of 
messages, improper usage of network resources, 
escaping from accident spots, attacks from 

compromised vehicles etc. Thus, it is important to 
prevent such misbehavior which jeoparadizes the 
safety of vehicles, drivers, passengers as well as the 
transportation system causing losses of lives and 
financial losses. We devise a defense technique to 
provide protection against such misbehavior in 
VANETs. 
 
V. PROPOSED SYSTEM 
 
We have created a secure environment by performing 
group based isolation of detected misbehavior and 
faulty vehicle with a strong ID based authentication 
system in V2V com- munications. We use the 
transitive trust relationship, as there is no centralized 
authority in V2V communication, where vehicles are 
classified into roles such as Law Executor(LE), 
Mistrustful Vehicle(MV), Trustful Vehicle(TV) [1]. 
The Law Executor(LE) after verifying the 
trustworthiness of the vehicle wishing to join the 
network, grants the group keys for com- 
munication. The LE is already authenticated with the 
AS and contains a secure key set(SecKi, i=1,...,n) 
granted by AS based on a hash chain method(eg., 
h2(x) = h(h(x))). At first, any new vehicle has to get 
registered with the authentication server (AS). The 
AS installs secure parameter in the vehicle’s OBU 
which are used in future for joining any VANET 
group. Also each vehicle is equipped with security 
hardware such as trusted platform module including 
an event data recorder for recording important data 
about the vehicle from OBU, tamper-proof device for 
providing cryptographic processing capabilities so 
that the attacker cannot obtain information about 
the vehicle from the OBU. When a vehicle V wants 
to joins in a nearby group, it sends the secure 
parameters with the group joining request to the LE 
intending to authenticate itself with the LE inorder 
to join the group. 
 
A. Group-based Revocation Protocol 

The system initialization takes place as follows: 
1) As the AS issues a lifetime certificate to the 

LE it is permanently trusted and can 
authenticate the vehicles wishing to join the 
VANET group. 
 

2) The LE selects a generator P ϵ G1 of order k 
and a key pool consisting of n keys each having 
fixed identity. 
 

3) For each joining vehicle the LE computes the 
secret keys  for  revocation  SecKshare   =  
{s1,  s2,  s3,  .  .  . 
,  sx}  corresponding  to  P uKshare   =  {  P 
uKshare1     , 
P uKshare2   ,..., P uKsharex   } = {P 
uKsharei   |1 ≤ i ≤ 
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x}= {(1/si)P |1 ≤ i ≤ x} from the key set. 
 

4) Each vehicle picks a key set containing m 
distinct keys. 
 

5) The LE also announces the hash function H: 
{0,1}∗  → 
G1  and public key P0. 
 

6) With the completion of initialization 
procedure, each vehicle must have the following 
information: 

• short-lifetime certificate; 
• A set of m keys; 
• Revocation Secret Keys SecKshare = Si | 

1 ≤ i ≤ 
x; 
• Revocation Public Keys P uKshare = P 

uKsharei      | 
1 ≤ i ≤ x; 
• The hash function H and the public key 

P0. Whenever  any  vehicle  v  is  found  
misbehaving  or  mali- 

ciously behaving in the group, then the 
neighbors of vehicle v 
conducts a voting system among the group 
members. Each vehicle in the groups give their 
vote for vehicle v.  If  the voting exceeds a given 
threshold, then a decision of revoking the 
vehicle v is taken by the members. All the votes 
are accumulated at the LE. The working takes 
place as follows: 

1) After the voting conducted in the group, the 
votes get arrived at the LE whether to revoke the 
vehicle v or not. The LE generates a message M 
containing the details of certificate of 
misbehaving vehicle v, reasons for revoking v, 
current time-stamp, the LE signature and 
certificate requesting shares from other 
participants. 

2) The vehicles in the communicating group 
receiving the message from LE sends their 
vote after validating the signature and time-
stamp of the message to ensure freshness of 
message. 

3) The share is calculated as Revokei = si H(M) 
∈ G1 , i 
∈ {1,2,3,..,x} and sends (I ∥ Revokei) to LE. 

4) When LE receives the share from the all the 
vehicles, it verifies the received share by using 
the corresponding public by checking: 
e 

 
If this verification fails, then the share is 

rejected. 
5) When LE receives all the share i.e. Revoke1, 

Revoke2.,Revokex, it computes the total 
revocation message signature as 

x 

Revoke = 
∑ 

Revokei. 
i=1 

6) The LE then broadcasts a revocation message 
CertRevoke  =  {M  ∥  Revoke  ∥  Tstamp  ∥  IDv  
∥ LEsgn ∥} to the neighboring vehicles where 
Tstamp is the current time-stamp, and LEsgn is 
the signature of LE on {M ∥ Revoke ∥ Tstamp  } 

7) The vehicles receiving the revocation message 
checks the freshness of the message by checking 
the time- stamp. 

8) After verifying the Certrevoke it is forwarded 
c o r r e ct l y t o o t h er  vehicles and the 
dissemination continues until the  lifetime of  
the  revoked certificate expires. When coming  
in contact with centralised authority, the mes- 
sage  Certrevoke is paased to it so as keep 
the list of revoked vehicles 

9) As the revoked message is broadcasted to all the 
neigh- borhood vehicles, the messages from the 
revoked vehi- cles are ignored by the neighbors. 
If any RSU captures the message Certrevoke , 
it checks the message validity and forwards the 
message to AS which keeps the list of revoked 
vehicles. 
 

All the keys of the revoked vehicles are 
compromised hence a rekeying process is called 
by the LE when a certain predefined threshold 
exceeds by the number of compromised keys. The 
LE generates an intermediate key Kmi  to update 
the compromised keys. The LE calculates  
 
VI. RESULTS 
 
The graphs below shows the misbehave detection 
graph. With each misbehavior detected, isolation of 
such malicious OBU takes place. With each percent 
of malicious OBU de- tected the percent of isolation 
goes on increasing. In the second graph, the percent 
of authenticated OBU goes on decreasing with each 
percent of malicious OBU detected. 
 

 
Fig. 1: Misbehave Detection Graph 
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Fig. 2: Performance Computation Graph 

 
CONCLUSION 
 
We have proposed a framework for solving inside 
attacks in VANETs. We have proposed a group-based 
revocation protocol to defend against any 
misbehavior in the VANET system. Our protocol 
works in a decentralized manner in V2V 
communications where there is no infrastructure thus 
providing an efficient isolation of the misbehaving 
vehicle over the given environment and preventing 
VANET system. 
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