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Abstract- Cloud computing is an emerging concept for geographically distributed data centres and resources which are 
made available online as services. A cloud may be hosted by anyone, either a user, a service provider of any government. 
The cloud systems provide an interface to communicate or services by forming an intercloud. Different cloud providers can 
open up with better interface and thereby providing better resource provisioning on demand. However, the current cloud 
systems do not provide interoperability. This paper studies the power of intercloud technology with respect of improving 
interoperability. Various approaches implemented to enhance intercloud interoperability are reviewed in this paper. 
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I. INTRODUCTION 
 
Cloud computing is one of the budding technologies 
wherein more and more companies are reaching out 
for the benefits of distributed data centre.  One of the 
main advantages of cloud computing is that it 
provides a model of “utility computing”. It is capable 
of offering on-demand provisioning of computing 
resources, such as storage, computation and 
networking. This provision of resources is 
implemented on   a “pay-as-you-go” model, which 
could be beneficial for companies. This paradigm can 
be put in contrast with previous models, based on the 
acquisition of equipment and software licenses. The 
main benefits that companies and organizations 
expect from adopting the cloud computing paradigm 
are the improved flexibility and scalability of their IT 
services, as well as the resulting cost savings from the 
outsourcing of such services [1]. 
 
Cloud Computing technologies  are stepping up as 
infrastructure services for provisioning computing 
and storage resources on-demand in a simple and 
uniform way and may involve multi-provider and 
multi-domain resources, including integration with 
the legacy services and infrastructures. In this way, 
clouds represent a recent technology in evolutional 
computing and communication technologies with the 
use of new type of services and a new abstraction 
layer for the general infrastructure services 
virtualization and mobility [2].  Current development 
of the cloud technologies demonstrate movement to 
developing Intercloud models, architectures and 
integration tools that could allow integrating cloud 
based infrastructure services into existing enterprise 
and provide interoperable environment for moving 
existing infrastructures and infrastructure services to 
virtualized cloud environment. More complex and 
enterprise oriented use of cloud infrastructure 
services will require developing new service 
provisioning and security models that could allow  

 
creating complex project and group oriented 
infrastructures provisioned on-demand and across 
multiple providers.  
Cloud based virtualization allows for easy upgrade 
and migration of enterprise application. This brings 
significant cost saving comparing to traditional 
infrastructure development and management that 
requires lot of manual work.  Cloud based 
applications operate as regular applications in 
particular using  System Oriented Architecture(SOA) 
Web Services platforms for services and applications 
integration, however their composition and 
integration into distributed cloud based infrastructure 
will require a number of functionalities and services 
that can be jointly defined as Intercloud Architecture.  
 
1.1.  INTERCLOUD ARCHITECTURE 
Intercloud Architecture (ICA) should address 
problems with multi-domain heterogeneous cloud 
based applications integration and interoperability, 
including integration and interoperability with legacy 
infrastructure services, and to facilitate interoperable 
and measurable intra-provider infrastructures and 
clouds federation. This papers attempts to study the 
architectural framework for provisioning Cloud 
Infrastructure Services On-Demand  being developed 
by authors as a result of cooperative efforts in a 
number of currently running projects such as 
GEANT3  and GEYSERS[3,4], that provides a basis 
for defining the proposed Intercloud architecture.  
 
1.2 INTEROPERABILITY 
Cloud interoperability can be said as the ability to 
migrate services or transfer data from provider to 
another.  Interoperability continues to be an issue 
when cloud providers design their own proprietary 
solutions for managing and monitoring resources. 
There are different options and techniques discovered 
for attaining interoperability. Reaching consensus of 
all top players in not an easy task for cloud 
computing. 
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Cloud computing should provide users with full 
benefits of cloud properties including elasticity, 
scalability, accessibility and flexibility. These 
benefits should not be limited within only one 
particular cloud provider. There are various protocols, 
standards and concepts available which specifically 
target interoperability problems in clouds.  The 
Intercloud scenario is based on the key concept that 
each single cloud does not have infinite physical 
resources or ubiquitous geographic track. A cloud 
provides with the computational and storage 
resources of its infrastructure even to the clients 
where there are no geographical footprints of it; still 
it would be able satisfy such requests for service 
allocations. The Intercloud scenario would address 
such situations where each cloud would use the 
computational resources or storage resources, or any 
other kind of resources the infrastructures of other 
clouds.  The working is similar to internet wherein a 
service provider with a specific endpoint, will access 
or deliver traffic accordingly to source/destination 
addresses outside of its service area by using Internet 
routing protocols with other service providers with 
whom it has a pre-arranged exchange or peering 
relationship. It is also analogous to the way mobile 
operators implement roaming and inter-carrier 
interoperability. Such forms of cloud exchange, 
peering, or roaming may introduce new business 
opportunities among cloud providers if they manage 
to go beyond the theoretical framework. 
 
II. LITERATURE SURVEY 
 
There are several works in the literature where 
different nodes or group of nodes intend to establish 
connection with specific issues in mind. 
According to Vinton Cerf[5], a co-designer of the 
Internet’s TCP/IP protocols and considered a father 
of the Internet, cloud interoperability can stand as an 
important issue. In this interview, Cerf indicates that 
nowadays it is impossible or very difficult to move 
his data from cloud A to cloud B. So, the next step on 
cloud computing studies will be aimed to develop 
protocols and standards to interact multiple clouds in 
order to take advantage of the offered computing 
power.  
Jamie Lloret[6] et al tried to compare the intercloud 
architectures based on different features and qualities. 
They have proposed a intercloud architecture and 
protocol and has presented an analytical model of his 
proposed architecture. This architecture uses 
Neighbour Selection method which allows available 
capacity balancing and in turn load balancing and has 
assured best QOS between clouds. They also 
innovated that as the number of clouds increases the 
number of broadcast messages remains 
approximately constant, so adding more clouds do not 
overload the system. 
A detailed study of XMPP protocol is done to study 
whether it is a suitable control plane protocol for 

Intercloud. We successfully addressed topology, 
security, authentication, service invocation, and 
transported RDF and SPARQL within XMPP, We 
also used an XMPP Java API to a Cloud Service. 
Celesti et al[2]. explain how to make up an 
interoperable heterogeneous cloud environment for 
intercloud communication, where clouds cooperate to 
accomplish trust contexts and provide new business 
opportunities such as cost-effective assets 
optimization, power saving, and on-demand resources 
provisioning. The authors propose a three-phase 
cross-cloud federation model. The federation 
establishment, between a cloud needing external 
resources and a cloud offering resources, passes 
through the following three main phases: (a) the 
cloud looks for other available clouds, (b) the cloud 
selects, between the discovered clouds, the ones 
which fit as much as possible its requirements and (c) 
the cloud establishes a trust context with the selected 
clouds. The same authors also introduce a security 
example, which can be implemented on interclouds. 
 
With a view to providing cloud systems with the high 
quality and reliability required for social 
infrastructures, this paper has proposed an inter-cloud 
system architecture, which controls multiple cloud 
systems flexibly and optimally in a coordinated 
manner in order to make a reliable service platform 
possible. This architecture represents data 
transmission based on hadoop distributed file system 
and virtual machine migration enhancing security 
with flogger mechanism. But as each Cloud provider 
lays out its own set of specific implemented Cloud 
services and applications in order to manage them. 
This results in a lack of interoperability among Cloud 
providers. Especially from a security management 
perspective the integration of different security 
technologies, permitting a Cloud provider, for 
instance, to be able to join the Inter-Cloud without 
changing its security policies or authorization 
processes, is needed. Other issues such as managing 
and scheduling resources to be consider with virtual 
machine migration at run time. The interoperability 
can be taken to a level of self adaptable inter-cloud 
communication model.[7] 
 
Rabia khan and Amjad Mehmood[15] in their paper 
focused on interoperability and portability issues by 
using XMPP protocol: for discovering the nearby 
clouds, and providing same information to the agents: 
which is next state-of-art technology. It has features 
like mobility and intelligence: mobility is for 
interoperability and portability among the open 
clouds, intelligence for taking wise decision by 
calculating the work load on each MAP’s (mobile 
agent place) virtual machine(s),services available on 
each cloud , estimating the distance between the 
clouds: by counting no of hops, and place the result in 
database. All those computations would not be done 
at runtime, in order to increase the performance of the 
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cloud, however those parameters manipulation would 
be preprocessed after week or month and results 
would be stored in database. So after storage, when 
agent would be requested for the service, cloud would 
be more intelligent than before and would search its 
database, find the appropriate result and guide the 
operation of interoperability and portability 
accordingly as per parameters’ conditions specified in 
paper. 
 
III. INTERCLOUD ARCHITECTURES FOR 
INTEROPERABILITY 
 
Cloud computing has several advantages and 
drawbacks.  At one side providing services to end-
users using Internet helps to improve small and 
medium enterprises. These companies in turn provide 
us with more cloud-based services and may widen the 
area of potential market. In addition, final users will 
only pay for the used services without having to 
worry about purchasing the hardware or software 
required to perform these tasks.   Hence their 
potential only depends on their intellectual 
capabilities and not on their infrastructure. The main 
problem stands to be the high dependency of 
centralization from the organizational and 
architecture perspective. The centralization of 
resources was blocked due to the improvements made 
by other architectures. The other problems which can 
be marked up are: the dependence of the applications 
proposed by the companies, the services can solve the 
needs of many end users, etc.   One issue bring into 
consideration in cloud computing is its architecture 
[5]. In most cases it is a centralized architecture with 
all the benefits and drawbacks of these architectures. 
This centralized architecture lacks fault tolerance and 
causes a bottleneck. The other important drawbacks 
in cloud computing is the security. These security 
issues reduce the growth of cloud computing. In order 
to avoid the security weakness in cloud computing, 
Zissis and Lekkas[18] propose to introduce a trusted 
third party solution based on cryptography, 
specifically Public Key Infrastructure operating in 
concert with Single-Sign-On and LDAP (Lightweight 
Directory Access Protocol), to ensure the 
authentication, integrity and confidentiality of the 
data and the communication. There are other 
techniques to increase the security of cloud 
computing such as using virtualization because it can 
protect both the integrity of guest virtual machines 
and the cloud infrastructure components. Many 
clouds coexist in Internet (Google, IBM, Microsoft, 
etc.), each one performing its own protocol. Cloud 
computing provide many strengths and opportunities, 
so economic benefits are also obtained. An 
internetworking between clouds will also increase the 
benefits to the customer and decrease the economic 
costs of each cloud because more services and 
resources will be available to the customers as in Fig. 
1. 

 
Fig 1: Intercloud Interconnection 

 
This paper studies various problems related to the 
architecture of the intecloud ultimately leading to a 
more matured architecture on interclouds. The ideal 
features of a matured intercloud architecture are as 
follows: 
Each cloud should be able to work and offer its 
services without any dependence with other clouds. 
 Resources, services and data are shared 

through the intercloud architecture. 
 The intercloud architecture is scalable and able 

to add new clouds. 
 The availability of the resources, services and 

data should not depend on the customer´s 
applications. 

 The architecture should be able to provide 
better load balancing capabilities.  

                  
IV. INTERCLOUD ARCHITECTURAL STUDY 
 
In an intercloud system one cloud would utilize the 
resources, services or data of other cloud.  
The main objective of intercloud is to create an open 
interface to ease the exchange of data from one cloud 
to another. The connections are established between 
one or more clouds for this systematic exchange of 
data. These clouds have to abide specific common 
protocol in order to exchange data or information 
effectively. The protocols should be translated for the 
other cloud to understanding it easily while 
information exchange.  
The interconnection of clouds provides us with 
various benefits interesting features as follows: 
When there is interconnection amongst clouds a user 
connected to a specific cloud can utilize all the 
services of clouds. Hence the Service and storage 
availability will be increased. Thus if multiple clouds 
are connected, a user connected to a cloud will access 
those many services.   
But this interconnection has several disadvantages 
also. There could be data or content replication in 
different clouds. An end user might have his data 
saved in several clouds in order to keep his data 
secured. A cloud customer need not change its 
desktop application when it is going to connect to 
another cloud. Communication between clouds 
should be transparent to end user.  Customer desktop 
applications could use the services and store 
information and data of any cloud using only one 
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open service.  The probability to find a desired 
resource will be increased because it could be offered 
in the customer’s cloud from other clouds.  An 
intercloud technology provoke us to take in to 
consideration various architectural features which 
affect the interconnection of the intercloud cloud 
computing.[8,10] 
Different nodes of respective clouds may offer 
services which nodes from other clouds cannot 
understand. 

1. There should be an appropriate load balancing 
among the virtual connections.  

2. There should be a facility of implementing 
priority amongst various connecting nodes. 

3. Different nodes may use different protocols for 
communicating with each other. 

4. Different types of devices may be allowed to 
use different type of services. For eg mobiles, 
PDA’s etc. 

Table 1 shows the comparative study of various 
features of intercloud technology discussed by 
different researchers. The features under 
consideration are restricted to protocols used, specific 
architectures, fault tolerance and interoperability. 
In this table, we have considered some of the features 
of architecture of intercloud keeping in view the 
important problem of interoperability which is under-
researched in the area of cloud computing.  The 
interconnectivity among clouds will be able to derive 
more benefits only when the important area of 
interoperability is thought upon for effective 
communication among clouds.  

Table 1 COMPARISION OF INTERCLOUD 
FEATURES 

 

CONCLUSIONS AND FUTURE WORK 
 
The intercloud technology is still in its development 
stage. In this paper we have made an effort to study 
the intercloud architecture and protocols. The 
intercloud technology is studied for its possible 
features which can be proved to be a better solution 
for interoperability. We compared the architectures of 
five different papers and could find that different 
papers use different architectures for a secured and 
easy portability of data. We could find that all the 
intercloud architectures are able to achieve better 
interoperability. We could derive from the above 
table that MDA-SOA architecture is more fault 
tolerant than other architectures. The comparative 
study of protocols signifies that the most common 
protocols used is XMPP. XMPP is a very robust and 
powerful protocol and is standardized and 
decentralized in nature. It is extendable and 
adaptable. 
The architecture of intercloud is studied in view of 
developing a more matured architecture to be able to 
address various problems under consideration like 
fault tolerance, interoperability. Various other 
features like node authentication, Security, QOS are 
proposed as a future work for this work. 
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