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Abstract- Network security consists of the provisions and policies embraced by a network administrator to preclude and 
monitored unauthorized access, misuse, modification, or denial of a computer network and network-accessible resources. 
Network security involves the authorization of access to data in a network, which is controlled by the network administrator. 
Users choose or are assigned an ID and password or other authenticating information that allows them access to information 
and programs within their authority. Network security covers a variety of computer networks, both public and private, that 
are used in everyday jobs conducting transactions and communications among businesses, government agencies and 
individuals. Networks can be private, such as within a company, and others which might be open to public access. Network 
security is involved in organizations, enterprises, and other types of institutions. The most common and simple way of 
protecting a network resource is by assigning it a unique name and a corresponding password. In this research paper 
researcher discuss on different security issues and techniques which will help to improve the security in various era of the 
world. 
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I. INTRODUCTION 
 
What is a Network? 
A network consists of two or more workstations that 
are linked in order to share resources (such as printers 
and CDs), interchange files, or allow electronic 
communications. The computers on a network may 
be linked through cables, telephone lines, radio waves 
or infrared light beams. 
Network computer devices that originate, route and 
dismiss the data are called network nodes. Nodes can 
comprise personal computers, phones, servers as well 
as networking hardware. Two such procedures can be 
said to be networked together when one device is able 
to exchange information with the other device, 
whether or not they have a uninterrupted connection 
to each other. 
Computer networks vary in the transmission 
media used to transmit the signals, 
the communications protocols to organize network 
traffic, its size, topology and organizational set on. In 
most cases, communications protocols are layered on 
other more precise or more general communication. 
protocols, except for the physical layer that straight 
deals with the transmission media. 
 
What is security? 
A dedicated field in computer networking that 
involves fortifying a computer. Network security is 
typically held by a network administrator or system 
administrator who gears the security policy, network 
software and hardware needed to secure a network 
and the resources retrieved through the network from 
unauthorized access and also ensure that employees 
have suitable access to the network and assets to 
work. 
A network security system typically relies on layers 
of protection and consists of several mechanisms  

 
including networking monitoring and security 
software in addition to hardware and applications. All 
components work organized to increase the overall 
security of the computer network. 
Network security starts with authenticating, usually 
with a username and a password. Since this entails 
just one important authenticating the user name i.e. 
the password this is at times termed one-factor 
authentication. With two-factor authentication, 
something the user has also used (e.g. a 'dongle', 
an ATM card, or a mobile phone); and with three-
factor authentication, the user also used (e.g. 
a fingerprint or retinal scan). 
 
II. SECURITY TECHNIQUES 
 
              Hashing 
              Symmetric Key Cryptography 
              Diffie-Hellman Key Exchange 
               Public Key Cryptography 
 
Hashing: - A hash value also referred as a message 
digest, is a number generated from a string of text. 
The hash is significantly reduced than the text itself, 
and is generated by a formula in such a way that it is 
extremely improbable that some other text will create 
the same hash value. 
.Hashes plays a role in security systems where they're 
used to confirm that transmitted messages have not               
been interfered with. The sender generates a hash of 
the message, encrypts it, and sends it with the 
message itself.     The receiver then decrypts both the 
message and the hash, produces another hash from 
the received message, and associates the two hashes. 
If they're the same, there is a very high probability 
that the message was transmitted intact. 
 
Symmetric Key Cryptography:-  
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These are algorithms for cryptography that use the 
same cryptographic keys for encryption 
of plaintext and decryption of cipher text. The keys 
may be indistinguishable or there may be a simple 
transformation to go amongst the two keys. The keys 
epitomize a shared secret between two or more 
parties that can be used to uphold a private 
information link. 
 
Symmetric-key systems are simpler and faster, but 
their main drawback is that the two parties must 
exchange the key in a secure way. Public-key 
encryption eludes this problem because the public 
key can be dispersed in a non-secure way, and the 
private key is never diffused. 
Symmetric-key cryptography is occasionally 
called secret-key cryptography. The most potently 
used symmetric-key system is the Data Encryption 
Standard (DES). 
 
Diffie-Hellman Key Exchange:- 
The scheme was first issued by Whitfield 
Diffie and Martin Hellman in 1976.  
 
Diffie–Hellman key exchange (D–H) is a specific 
technique of securely swapping cryptographic 
keys over      a public channel and was one of the 
first public-key protocols.  
The Diffie–Hellman key exchange method allows 
two parties that have no prior knowledge of each 
other to jointly create a shared secret key over 
an insecure channel. This key can then be used to 
encrypt subsequent communications using 
a symmetric key cipher. 
The scheme is also used to secure a variety 
of Internet services. 
Although Diffie–Hellman key agreement is a non-
authenticated  protocol, it provides the basis for a 
variety of authenticated protocols, and is used to 
run perfect forward secrecy in Transport Layer. 
 
Public Key Cryptography:-Public-key cryptography 
finds application in midst the IT security 
discipline information security. Information security 
(IS) is concerned with all aspects of securing 
electronic information assets against security 
threats. Public-key cryptography is used as a mode of 
assuring the secrecy, authenticity and non-
reputability of electronic communications and data 
storage. 
A cryptographic system that uses two keys - a public 
key recognized to everyone and a private or secret 
key acknowledged only to the recipient of the 
message.  
The public key system is that the public and private 
keys are associated in such a manner that only the 
public key can be used to encrypt messages and only 
the corresponding private key can be used to decrypt 
them. Likewise, it is virtually impossible to deduce 
the private key if you know the public key. 

Types of Attacks:- 
Networks are focus to attacks from malicious 
sources. Attacks can be from two categories: 
"Passive" when network intruders intercept data 
roving through the network, and "Active" in which an 
intruder initiates commands to interrupt the network's 
normal operation.  
Types of attacks include: 
 Passive 

 Network 
 wiretapping 
 Port scanner 
 Idle scan 

 Active 
 Spoofing 
 Man in the middle 
 ARP poisoning 
 Smurf attack 
 SQL injection 
 cyber attack 

Firewall:- 
In order to deliver some level of separation between 
an organization's intranet and the 
Internet, firewalls have been employed. A firewall is 
simply a group of modules that collectively form a 
barrier between two networks. A number of terms 
precise to firewalls and networking are going to be 
used throughout this section, so let's introduce them 
all together. 
 
Bastion host: - A general-purpose computer used to 
control access between the internal network (intranet) 
and the Internet. Typically, these are hosts running a 
flavor of the Unix operating system that has been 
modified in order to decrease its functionality to only 
what is necessary in order to upkeep its functions. 
Many of the general-purpose types have been turned 
off, and in many cases, completely removed, in order 
to mend the security of the machine. 
 
Router:-A distinct drive computer for connecting 
networks together. Routers also switch certain 
functions, such as routing, or handling the traffic on 
the networks they link. 
 
Access Control List (ACL):- Many routers now 
have the capability to selectively perform their duties, 
based on the facts about a packet that comes to it. 
This comprises effects like origination address, 
destination address, destination service port and so 
on. These can be hired to limit the varieties of packets 
that are allowed to come in and go out of a given 
network. 
 
Demilitarized Zone (DMZ):-The DMZ is a 
precarious part of a firewall: it is a network that is 
neither untrusted network, nor trusted network. But, 
this network that associates the untrusted to the 
trusted. The importance of a DMZ is remarkable 
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someone who breaks into network from the Internet 
should have to get through numerous layers in order 
to efficaciously do so. Those layers are provided by 
various components within the DMZ. 
 
III. TYPES OF FIREWALLS 
 
Application Gateways:-The major firewall was 
application gateways, and is sometimes known as 
proxy gateways. These are completed through bastion 
hosts that run special software to act as a proxy 
server. This software runs at the Application Layer in 
the ISO/OSI Reference Model, hence the name. 
Clients behind the firewall must be prioritized in 
order to use Internet services. Traditionally, these 
have been the most protected, because they don't 
allow anything to pass by default, but need to have 
the programs written and turned on to begin passing 
traffic. 
 
Packet Filtering:-Packet filtering is a practice 
whereby routers have ACL (Access Control Lists) 
turned on. By default, a router will permit all traffic 
sent it, and will do so without any sort of margins. 
Employing ACLs is a method for enforcing security 
policy with respect to what sorts of access you allow 
the outside world to have to your internal network, 
and vice versa. 
There is fewer overhead in packet filtering than with 
an application gateway, because the feature of access   
control is accomplished at a lower ISO/OSI layer 
(typically, the transport or session layer). Due to the 
lower overhead and the fact that packet filtering is 
completed with routers, which are specialized 
computers optimized for tasks related to networking, 
a packet filtering gateway is frequently much faster 
than its application layer packet filtering gateway. 
 
Hybrid Systems:-In some of these systems, new 
connections must be authenticated and approved at 
the     application layer. Once this has been done, the 
residue of the connection is passed down to the 
session layer, where packet filters watch the 
connection to certify that only packets that are part of 
an ongoing (already authenticated and approved) 
conversation are being approved. 
 
Other possibilities embrace using both packet 
filtering and application layer proxies. The benefits 
here embrace providing a measure of protection 
against machines that provide services to the Internet 
(such as a public web server), as well as deliver the 
security of an application layer gateway to the 
internal network.  Using this method, in order to get 
to services on the internal network, an attacker will 
have to break through the access router, the bastion 
host, and the choke router. 
 
IV. HOW SECURITY TECHNIQUES WILL 
HELP TO IMPROVE DATA RELIABILITY  

Security And Authenticity Availability 
Information security is the practice of 
preserving information from unauthorized access, 
use, disclosure, disruption, modification, perusal, 
inspection, recording or destruction. 
 
Availability 
For any information system to aid its purpose, the 
information must be available when it is required. 
This means that the computing systems used to hoard 
and process the information, the security 
controls used to defend it, and the communication 
channels used to access it must be working 
correctly. Availability systems objective to remain 
available at all times, preventing service commotions 
due to power outages, hardware failures, and system 
upgrades. Ensuring availability also encompasses 
precluding denial-of-service attacks, such as a flood 
of incoming messages to the target system 
fundamentally imposing it to shut down. 
  
Security 
Information Technology security is data security 
applied to technology (most often some form of 
computer system). It is sensible to note that 
a computer does not inevitably mean a home desktop. 
A computer is any device with a processor and some 
memory. Such devices can array from non-networked 
standalone devices as simple as calculators, to 
networked mobile computing strategies such as 
smartphones and tablet computers. IT security experts 
are almost always found in any chief 
enterprise/establishment due to the nature and 
assessment of the data within larger businesses. They 
are liable for keeping all of the technology within the 
company safe from malicious cyber-attacks that often 
attempt to breach into critical secluded information or 
gain control of the internal systems. 
 
Authenticity 
Authentication is the act of authenticating a claim of 
identity. There are different types of information that 
can be used for authentication: things such as a PIN, 
a password. Something we have: a driver's license or 
a magnetic swipe card. 
Something like: biometrics, including palm 
prints, fingerprints, voice prints and retina (eye) 
scans. 
Strong authentication involves providing more than 
one type of authentication information (two-factor 
authentication). The username is the most communal 
form of identification on computer systems today and 
the password is the most shared practice of 
authentication. Usernames and passwords have 
served their purpose but in our modern world they are 
no longer acceptable. Usernames and passwords are 
slowly being replaced with more sophisticated 
authentication mechanisms. 
 
Reliability 
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The term "reliable" is a synonym for assured. 
Reliability is the property of leading to consistent 
intended behavior and results. 
Reliability is also well-defined as the assets of 
trustworthiness. Data are often considered reliable 
when they are exact and defined, and when they can 
be replicated. 
The objective of computer security embraces 
protection of information and property from theft, 
venality, or natural disaster, while allowing the 
information and property to remain accessible and 
dynamic to its envisioned users. The term computer 
system security means the collective processes and 
mechanisms by which subtle and valuable 
information and services are protected from 
publication, tampering or breakdown by unauthorized 
activities or untrustworthy individuals and unplanned 
events  
A “reliable” service is one that notifies the user if 
delivery miscarries, while an “unreliable” one does 
not notify the user if delivery fails.  
Reliable protocols typically sustain more overhead 
than unreliable protocols, and as a result, function 
more slowly and with less scalability.  
A reliable protocol delivers reliability properties with 
respect to the delivery of data to the intended 
recipients. 
 
 
 
 
CONCLUSION 
The security issues in networked systems as 
described in this paper identify some of the work that 
needs to be done, and the necessity & concerns needs 

to be addressed. Several countries dependent on some 
of the IT based infrastructure could face serious 
national consequences resulting from their 
vulnerabilities. The changing technologies and the 
changing threats is complicating our understanding of 
the threats and how to deal with them. 
Due to the complexities among networks 
internationally, any increases in network security 
must involve the dedicated efforts of as many nations 
as possible. A great deal of understanding can be 
accomplished through such mechanisms, but not 
without taking note of their earlier troubles. 
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