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Abstract- This paper is about the provision of the modern day services such as broadband communication, internet and 
control of the various devices and appliances through the Electrical Power Supply lines. Since in rural and hilly areas users 
of these new technologies are scarce in number and hilly areas provide coverage problem for wireless media. So opting 
already installed power lines as communication media results in saving of the installation cost of new network plus the 
maintenance cost. Since electrical supply lines are not designed for carrying information signal, hence it lacks in security and 
performance is degraded due to noise and attenuation. In this paper work done so far in this field is represented. 
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I. INTRODUCTION 
 
Power line communication involves transmission and 
reception of the data on the electrical power supply 
network. Being already installed all over the country, 
the power supply network covers every village and 
electricity is available in hilly areas too. Village being 
far from city lacks the provision of the modern day 
services as the consumer of such services are low in 
number and installation of a specific network require 
lots of efforts and capital, in hilly areas there is a 
problem of coverage and other interference due to 
multipath reception and other factors for wireless 
perspective. 
 
The solution to this problem can be provided through 
the use of power line communication. As research 
work in being done in this areas to use power line as 
“last-mile” solution. Use of already installed power 
lines as communication media eliminate the cost 
associated with installation of new networks and 
reduces maintenance cost. Since the power lines are 
not designed to carry information, hence noises 
encountered on these lines are very high along with 
the attenuation. Furthermore there is a risk of leakage 
of the information. Some the problem can be 
completely overcome such as security of the 
information can be achieved through encryption and 
noise effect can be reduced through the use of error 
detection and correction. 
 
A considerable amount of the work is to be done in 
this field in order to use it as broadband 
communication media, but it is already in use for 
LAN and in-building communication. 
This paper represents the amount of work done in this 
field up till now. 
 
II. LITRETURE REVIEW  
 
There has been a great deal of work in the field of 
powerline communication as it holds the promise of a  
 

 
effective communication media providing great 
flexibility in the network. 
 
Ulhas Patil, Chilgar Neha, Pawar Priya S., Patel Arati 
R (April 2015) implemented power line 
communication through powerlines. In the setup PC 
were used as the two end of communication system. 
ARM7 processors were used on both side, which 
were interfaced with computer through TTL to serial 
communication module. This setup was capable of 
transmitting and receiving 8-bit command. RSA 
algorithm was used for encryption. Encryption-
decryption was done in the ARM7 based embedded 
system. The block diagram of the setup is given in 
below Fig.2.1.1. 

 

 
Fig.2.1.1 Block Diagram of Powerline Communication 

 
Abdelraheem Mohammed Elkhalifa, Dr. Abdul 
Rasoul J. Alzubaidi (Sept. 2013) preferred FSK over 
PSK, which are both modulation methods generally 
used in modems. Since phase delay in powerlines is 
inevitable, FSK with reasonable phase delay provide 
good modulation technique. They further preferred 
Orthogonal Frequency Division Multiplexing 
(OFDM), in OFDM multiple signal which are chosen 
to have orthogonal frequency separation so that they 
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can overlap without interfering with each other as 
shown in Fig.2.1.2. The coupling circuit was 
introduced to connect the communication system to 
power line. Coupling network prevent the damage to 
the communication system due to 50Hz supply. The 
methods for coupling power line and communication 
system are differential mode coupling which uses line 
or active wire as one terminal and the neutral wire as 
the second terminal and common mode coupling in 
which line wire and neutral wire are used together 
forming one terminal and ground wire serves as 
second terminal. 

 

 
Fig.2.1.1 OFDM with Nine Subcarrier 

 
Since power-lines are designed to carry large voltages 
and currents, they are not are for carrying digital data. 
If we are going to use them for communication then 
we have to consider the worst case scenario. 
 
Abdul Mannan, D.K.Saxena, Mahroosh Banday (July 
2014) discussed in their paper the influencing 
negative properties of the power supply network; they 
describe factors as frequency-dependent attenuation, 
changing impedance, fading and unfavorable noise 
conditions. Power lines do not necessarily provide a 
secure media for communication, due to numerous 
appliances being introduced and removed in the 
electrical network in an uncontrolled manner changes 
the properties of the network. Also various electrical 
appliances introduce the noise in the network such as 
vacuum cleaner, light dimmer etc.). 
 
Spectrum Planning Team, Radiofrequency planning 
Group, Australian Communication Authority (Sept. 
2013) elaborate that for the provision of the modern 
day services a broadband communication links are 
needed. In old days power-line communication used 
narrow band (i.e. typically less than 500kbits/s), for 
broadband communication higher data are required 
(i.e. 4-20MHz). These data rates are comparable with 
early Ethernet systems used to interconnect 
computers. Power-line communication with such high 
data rates raises issues such as compatibility between 
private and public networks; last-mile communication 
network may not be compatible with in building 
network. Telecommunication policy issues and Radio 
communication issues, due to high data rates the 
power lines which are not shielded tend to radiate the 
signal causing interference to other public netwoks. 
This is the main issues that preventing the power line 
communication as last mile solution. 

Phil Sutterlin and Walter Downey[9] dealing with 
noises in the Power-line communication such as 
Impulse noise ( at twice the AC line frequency) 
which is introduced by triac-controlled dimmers. 
Tonal noise is divided into unintended and intended 
interface, former being caused by switching power 
supplies and later introduced by power-line intercom. 
High frequency impulse noise finds its source in 
variety of series-wounded AC motors. [2] suggest 
that the DSP (Digital Signal Processing) in power-
line communication is more effective in noise 
controlling than Spread Spectrum. They concluded 
that DSP based narrowband system perform better 
than the broadband spread-spectrum systems. 
 
2.1 Modulation Techniques 
For narrowband power-line communication single 
carrier has been adopted for its simplicity, employing 
frequency-shift keying (FSK), Quadrature Phase-
Shift Keying (QPSK) but in broadband Power-line 
frequency selective fading becomes problem. To 
avoid ISI (Inter-symbol Interference) and fading 
techniques such as spread spectrum and multicarrier 
modulation (MCM)[5]. 
Orthogonal Frequency Division Multiple (OFDM) 
uses multiple orthogonal subcarriers[4]. 
 
2.2 Noises and Issues Power-line Communication 
Impedance mismatch in power-line communication 
causes reflections and power-line communication 
present very harsh environment. Attenuation, 
Multipath and noise are some of the factors that are 
effecting the communication.  Multipath is caused by 
signal reaching the receiver with different delays. 
Noise in power-line are classified as colored 
background noise having power spectral density 
lower and decreasing with frequency, narrowband 
noise which has sinusoidal form with modulated 
amplitude. Periodic impulse noise, asynchronous and 
synchronous noise and asynchronous impulse noise 
whose impulses are mainly caused by switching 
transient in the network[2]. 
Since power-line communication radiates signal 
interfering with radio communication at high 
frequency but since it is not doing so intentionally so 
it does not comply to the wireless regulation[7]. 
 
2.3 Standards 
Home-plug developed under FCC (Federal 
Communications Commission) Part 15 and 
CENELEC are the two most popular standards. 
Home-Plug Power-Line Alliance is a global 
organization consisting of some 65 member 
companies. Home-Plug is assumed to provide the 
cost-effective, interoperable power-line network. 
Some of the Home-Plug Standards are; 

a) Home Plug 1.0 – specification for connecting 
devices via power-lines in the home,  



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,        Volume-3, Issue-12, Dec.-2015 

Secure Powerline Communication: Review 
 

15 

b) Home Plug AV – designed for transmitting 
high definition television (HDTV) and VoIP 
around the home, 

c) Home Plug BPL – a working group to develop 
a specification for to-the-home connection and  

d) Home Plug Command and Control (CC) – 
command and control a specification to enable 
advanced, whole-house control of lighting, 
appliances, climate control, security and other  
devices. 

 
Institute of Electrical and Electronics Engineers 
(IEEE):   the standards are due to the IEEE BPL 
Study Group. Some of those standards are:  

a) IEEE P1675 ‘Standard for Broadband over 
Power -line Hardware’ is a working group 
working on hardware installation and safety 
issues. 

b) IEEE P1775 ‘Power -Line Communication 
Equipment –Electromagnetic Compatibility.  
(EMC) Requirements – Testing And 
Measurement Methods’ is a working group 
focused on PLC equipment, EMC 
requirements and testing and measurement 
methods. 

c) IEEE  P1901  ‘IEEE  P1901  Draft  Standard  
for  Broad -band over  Power-Line  Networks:  
Medium  Access  Control  and Physical Layer 
Specifications’ is a working group for 
delivering BPL. The aim is to define medium 
access control and physical layer  
specifications  for  all  classes  of  BPL  
devices  –  from  long distance connections to 
those within subscriber premises[2]. 

 
III. ADVANTAGES AND DISADVANTAGES OF 
POWER-LINE COMMUNICATION 
 
3.1 Advantages 
  

(a) Saving in separate communication network 
installation and maintenance cost. 

(b) Let you move you computer and appliances 
where you want. 

(c) No. of electricity consumer are more than no. 
of data network user. 

(d) No more wire just plug in. 
(e) Share your internet connection. 

 
3.2 Disadvantages 
 

(a) Electromagnetic Radiation issue. 
(b) Addressing issues. 
(c) Security issues. 
(d) Noise Interference. 
(e) Regulatory and Standardization issues. 

 
IV. APPLICATIONS OF POWERLINE 
COMMUNICATION 
 

(a) High-Definition (HD) and Standard-Definition 
(SD) video distribution. 

(b) Broadband Internet sharing. 
(c) Home Automation. 
(d) Automatic Meter Reading. 
(e) Process Control. 
(f) Heating and ventilation control. 
(g) Low speed data communication Networks. 
(h) Intelligent buildings. 
(i) Power distribution Management. 

 
CONCLUSIONS 
 
Power line communication can be seen as the 
effective mean for the communication to the areas 
where the installation and maintenance of the 
communication can be proved costly. Furthermore for 
control application installing separate network can be 
avoided if we use the same network used for 
supplying power. As supply lines are laid as web in 
the house connecting to every appliance hence it can 
be used to control them also. Power line 
communication provide you with the freedom as you 
can move your computer or information terminal 
anywhere in the building still connecting to the 
network through a power socket. 
 
The problems associated power-line communication 
are the radiations associated with the high frequencies 
required for information systems which are generally 
in the range from 2kHz-30MHz. The electrical 
network is dynamic in nature as various appliances 
are introduced and eliminated affecting its 
characteristics as impedance. Although the noise 
effect can be reduced through the use of Digital 
Signal Processing, radiation is still preventing the 
widespread use of the Power-Line communication. 
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