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Abstract: I have studied Cyber Laws, Cyber Ethics and Cyber Crimes, IT Act 2000 in detail. As per my opinion, I feel that, the cyber laws 
are not sufficient to stop the cyber crimes. Cyber crimes are happening in a large scale. More efforts should be taken, more laws should be 
introduced, and they should be implemented strictly. If persons are follows some ethics to stop growth of cyber crimes. Cyber ethics are 
specially design for different organization like firms, governments, and civil society. The IT Act 2000 also penalize various cyber crimes 
and provides strict punishments, its also not sufficient, we need implement new act, its implementation 
 
 
I. INTRODUCTION 
 

The Internet and the most known part of it, 
the World Wide Web, are one of the greatest 
inventions of our time. The formation and the growth 
of these big Net has changed the way we do business, 
communicate, entertain, retrieve information, and 
even educate ourselves. This worldwide medium 
allows interaction with people without regard for 
geographic location and it is a great exchange and 
source of data, information and software.  In this 
paper, at first a short history of the WWW is 
presented, with its main facilities and possibilities. In 
the second part, after a short introduction on the web 
site of the society, are presented history, presence, 
and future plans about the use of Internet 

 
Looking over the Internet history there is an 

unsettling familiarity with the story recounted above. 
One finds an emphasis on issues like cyber-stalking, 
cyber-rape, Internet pornography, and so on.  
Today, ten years into web development, there is a 
‘new’ industry emerging called ‘Cyber-ethics’. It, 
unfortunately, has a strong resemblance to the early 
stages of ‘computer ethics’. Cyber-ethics seems to 
encompass two sorts of problems. The first set of 
problems is “dysfunctional human behavior” on the 
web and includes: flaming, hacking, harassment, 
misinformation, obscenity, plagiarism, and viruses 
and worms. The second set conflates legal and ethical 
issues and equates cyber-ethics with cyber-crime. As 
in the early misconception of computer ethics, this 
range of cyber-ethics content is irrelevant to the 
honest Internet developer. Cyber ethics only 
addresses the behavior of the malcontents and 
dishonest developer. It does not help the Internet 
developer address potential negative impacts of the 
software. 
 

This presumed irrelevance of positive 
Internet ethics is asserted by this conference which 
does not even include Internet Professional ethics as a 
possible subject. The items on the list of interesting 
subjects for this conference only contains one item 
that might include professional ethics - malware – 

which has relevance to the responsibility of web 
developers. But notice that it is an issue generated by 
“dysfunctional behavior” with little relevance to the 
behavioral choices of the moral Internet developer. 
This version of Cyber-ethics misdirects us in harmful 
ways from other significant developments related to 
the Internet. Since the Nets beginning professional 
codes of ethics have been developed clearly asserting 
the responsibilities of Internet developers. The web is 
run by software we develop and just as avionics 
software developers have responsibilities to those 
who ride in the airplane, so we have responsibilities 
to our web users and those impacted by the web. 
Look at simple, non-headline grabbing, example of 
how poorly we do addressing the professional 
responsibility of Internet developers. A User of AOL 
Instant Messenger (AIM) had just undergone a series 
of eye surgeries and was visually challenged for a 
few months. This laptop computer user used several 
accessibility functions to be able to keep on working. 
Unfortunately the AIM News Ticker could not be 
enlarged. Believing the claim on AOL’s web site that 
they pride themselves on accessibility, the user 
contacted AOL’s technical support asking that 
something be done to make the news readable to the 
visually challenged. The AOL technician told the user 
to simply select the ‘large text option’, not realizing 
that AOL had set, but also locked the text size, so it 
shows at 800 by 600. Rather than admit that this 
limited the visually challenged user, the technician’s 
solution to their failing to design an adequate system. 
The technician ended the discussion saying the only 
thing they could do was suggest that this user (and all 
visually challenged users) change the resolution on 
his screen to 800 by 600. Requiring a whole class of 
users to change the resolution of their entire computer 
would be considered a “bug” in any other software. 
There was a lack of understanding of the 
responsibility to the user. I am not faulting the 
technician here. This is just a simple example of the 
harm caused by the absence of a discussion of 
professional responsibility. The AOL technician 
presumed their responsibility ends at the illumination 
of the computer screen. This is similar to the early 
confusion about computer ethics which tied the 
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concept of computer ethics to the machine rather than 
to the practices and behaviors of individuals. 

When a computer connects to a network and 
begins communicating with others, it is taking a risk. 
Internet security involves the protection of a 
computer's internet account and files from intrusion 
of an unknown user. Basic security measures involve 
protection by well selected passwords, change of file 
permissions and back up of computer's data. 

Security concerns are in some ways 
peripheral to normal business working, but serve to 
highlight just how important it is that business users 
feel confident when using IT systems. Security will 
probably always be high on the IT agenda simply 
because cyber criminals know that a successful attack 
is very profitable. This means they will always strive 
to find new ways to circumvent IT security, and users 
will consequently need to be continually vigilant. 
Whenever decisions need to be made about how to 
enhance a system, security will need to be held 
uppermost among its requirements. 

Computers are tools, and, like any other 
tools, can be used by people intent on causing 
damage or carrying out illegal activities. The nature 
of today's Internet and computer networks means that 
criminal activity can be carried out across national 
borders with false sense of anonymity. In cyber 
crimes, computer is either used as target of offence or 
used as a tool for committing the offence. 
 

Hacking, cracking, espionage, cyber-
warfare, and malicious computer code viruses are 
common forms of crimes that target the computer. In 
crimes where computers as used as tool, the criminal 
uses a computer to commit a traditional crime, such 
as counterfeiting currency, creating forged 
documents, creating morphed images, and used in 
almost all illegal activities to store data, contacts, 
account information etc. In short, cybercrimes taking 
place in the society can be enumerated as follows; 
 Financial Crimes involving cheating, credit card 

frauds, money laundering, etc. 
 Cyber Pornography involving production and 

distribution of pornographic material. 
 Sale of illegal articles such as narcotics, 

weapons, wild life etc. 
 Online Gambling 
 Intellectual Property Crimes such as theft of 

computer source code, software piracy, copyright 
infringement, trademark violations, etc. 

 Harassments such as Cyber Stalking, cyber 
defamation, indecent and abusing mails, etc. 

 Forgery of documents including currency and 
any other documents 

 eployment of viruses, Trojans and Worms 
 Cyber Attacks and Cyber Terrorism 

There is a widespread lack of awareness 
regarding cyber crimes and cyber laws among the 
people who are constantly using information 
technology infrastructure for official and personal 

purposes. The State has recently seen increased cyber 
crime activities such as email harassment, defamation 
through web, document forgery, etc. Unless 
awareness is created among the users, such crimes 
may not be reported properly to the law enforcement 
agencies. And also this will block real use of IT 
infrastructure by public. 

 
The information technology act 2000 was 

passed on June 9, 2000. The act is intended to 
perform the following functions. 
a. To provide recognition for legal commerce: Legal 
commerce refers to transaction carried out by 
electronic means. The transaction and data related to 
the transactions are communicated electronically. 
b. To facilitate electronic filling of document with 
government agencies: the act recognized that 
individuals would increasingly prefer to file 
document with the government electronically, rather 
that stand in long queue to do so manually. Electronic 
filling of document offers several advantages. People 
no longer have to wait in long queue, which are a 
waste of time and therefore, a waste of productivity. 
Also, documents filed electronically lodge instantly 
with the government, avoiding the time log involved 
in physically sending the documents from one 
department to another or from one state to center or 
vice versa. 
c. To amend and augment existing laws: The 
information technology act ,2000 recognizes that 
certain laws are out of date and need to be amended 
and augmented to deal with current realities. In the 
light of this, the act seeks to amend the Indian Pinal 
Code (IPC), the Indian Evidence Act, 1891 and the 
Reserve Bank of India Act, 1934. 
 
   The government of India recognized that if 
India had to complete on a global scale, companies 
and individuals in India must have the same 
advantages that those abroad did. With the 
liberalization of the economy, it was felt that India 
urgently needed to give its own citizens the tools to 
compete in the global arena. India could not afford to 
be a mere buyer , it needed to be a seller of goods and 
services too. In order to be a competitive seller, India 
needed to put into the hands of Indian manufactures 
and sellers the tools that their foreign competitors 
had. 

Realizing the importance of the enactment of 
suitable Act to combat cyber crimes, the Government 
of India after careful consideration passed the 
Information Technology Act 2000. But, experts felt 
that the IT Act, 2000, is primarily meant to be a 
legislation to promote e- commerce and it is not very 
effective in dealing with several emerging cyber 
crimes like cyber harassment, defamation, stalking 
and so on. 
 As already mentioned, India’s economy was 
opening up to foreign competition. Multinationals 
were making their presence felt in India. With their 
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superior budgets and experience in other domestic 
markets, multinationals would soon squeeze Indian 
players out of the market. India thus desperately 
needed to strengthen its own players so that they 
could compete in the global market. While there is a 
market for Indian products and services in foreign 
markets, India would lose out to other suppliers if 
foreign buyers and consumers found it easier to deal 
with those competitors. 
 
 Most developed nations had 
embraced the internet and electronic commerce was 
fairly well developed in countries like the USA, 
France, Denmark, Sweden, etc. Corporate and even 
end user consumers were buying from net enabled 
services, evaluating products on the internet and 
making payment online. These countries had already 
tackled issues like data encryption, authentication of 
identities, etc. 
 
 If India did not follow suit, we 
were likely to lose out to countries like china, which 
were already taking steps to safeguard the interests of 
buyers and sellers on the internet. 
Therefore, India decided to frame its own Information 
Technology Act based on the framework offered by 
the Model Law on electronic commerce adopted by 
the United Nations Commission on International 
Trade Law wide resolution A/RES/51/162. 
 
CONCLUSION AND RECOMMENDATION: 
 

Cyber crimes in India are rapidly evolving 
from a simple e-mail crime to more serious crimes 
like hacking and source code theft. It is a known fact 
that given the unrestricted number of free Web sites, 
the Internet is unquestionably open to exploitation. 
Further, cases of spam, hacking, cyber stalking and 
email fraud are rampant and, although cyber crimes 
cells have been set up in major cities, the problem is 
that most cases remain unreported due to a lack of 
awareness. 

Followings are some drawback which is 
needed to improve laws and ethics: 
 
1.Reliance on terrestrial laws is an untested 
approach. Despite the progress being made in many 
countries, most countries still rely on standard 
terrestrial law to prosecute cyber crimes. The 
majority of countries are relying on outdated statutes 
that predate the birth of cyberspace and have not yet 
been tested in court. 
2. Weak penalties limit deterrence. The weak 
penalties in most updated criminal statutes provide 
limited deterrence for crimes that can have large-
scale economic and social effects.  
3. Self-protection remains the first line of defense. 
The general weakness of statutes increases the 
importance of private sector efforts to develop and 

adopt strong and efficient technical solutions and 
management practices for information security. 
4. A global patchwork of laws creates little 
certainty. Little consensus exists among countries 
regarding exactly which crimes need to be legislated 
against. Figure 2 illustrates the kinds of gaps that 
remain, even in the 19 countries that have already 
taken steps to address cyber crimes. In the networked 
world, no island is an island. Unless crimes are 
defined in a similar manner across jurisdictions, 
coordinated efforts by law enforcement officials to 
combat cyber crime will be complicated. 
 
5. A model approach is needed. Most countries, 
particularly those in the developing world, are 
seeking a model to follow. These countries recognize 
the importance of outlawing malicious computer-
related acts in a timely manner in order to promote a 
secure environment for ecommerce. But few have the 
legal and technical resources necessary to address the 
complexities 
of adapting terrestrial criminal statutes to cyberspace. 
A coordinated, public-private partnership to produce 
a model approach can help eliminate the potential 
danger from the inadvertent creation of cyber crime 
havens. The weak state of global legal protections 
against cyber crime suggests three kinds of action. 
 
1. Firms should secure their networked 
information. 
Laws to enforce property rights work only when 
property owners take reasonable steps to protect their 
property in the first place. As one observer has noted, 
if homeowners failed to buy locks for their front 
doors, should towns solve the problem by passing 
more laws or hiring more police? Even where laws 
are adequate, firms dependent on the network must 
make their own information and systems secure. And 
where enforceable laws are months or years away, as 
in most countries, this responsibility is even more 
significant. 
 
2. Governments should assure that their laws 
apply to cyber crimes. 
National governments remain the dominant authority 
for regulating criminal behavior in most places in the 
world. One nation already has struggled from, and 
ultimately improved, its legal authority after a 
confrontation with the unique challenges presented by 
cyber crime. It is crucial that other nations profit from 
this lesson, and examine their current laws to discern 
whether they are composed in a technologically 
neutral manner that would not exclude the 
prosecution of cyber criminals. In many cases, 
nations will find that current laws ought to be 
updated. Enactment of enforceable computer crime 
laws that also respect the rights of individuals are an 
essential next step in the battle against this emerging 
threat. 
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3. Firms, governments, and civil society should 
work cooperatively to strengthen legal 
frameworks for cyber security. 
To be prosecuted across a border, an act must be a 
crime in each jurisdiction. Thus, while local legal 
traditions must be respected, nations must define 
cyber crimes in a similar manner. An important effort 
to craft a model approach is underway in the Council 
of Europe, comprising 41 countries. The Council is 
crafting an international Convention on Cyber Crime. 
The Convention addresses illegal access, illegal 
interception, data interference, system interference, 
computer-related forgery, computer-related fraud, and 
the aiding and abetting of these crimes. It also 
addresses investigational matters related to 
jurisdiction, extradition, the interception of 
communications, and the production and preservation 
of data. Finally, it promotes cooperation among law 
enforcement officials across national borders. Late in 
its process, the Council began to consider the views 
of affected industry and civil society. This process is 
making the Council’s product more realistic, 
practical, efficient, balanced, and respectful of due 
process that protects individual rights. At this point, 
most observers support provisions to improve law 
enforcement cooperation across borders. However, 
industry, through the World Information Technology 
and Services Alliance, argues that the requirements 
on service providers to monitor communications and 
to provide assistance to investigators, as outlined in 
the Draft Convention, would be unduly burdensome 
and expensive. Another provision considered 
objectionable could criminalize the creation and use 
of intrusive software, or hacking programs, which are 
designed for legitimate security testing purposes. This 
action could stifle the advances in technology vital to 
keep up with evolving cyber threats. Privacy and 
human rights advocates object to the Draft 
Convention’s lack of procedural safeguards and due 
process to protect the rights of individuals, and to the 
possibility that the ensuing national laws would 
effectively place restrictions on privacy, anonymity, 
and encryption. 

The Council plans to release a final draft of 
the Convention in December 2000. In 2001, a 
political process involving national governments will 
determine the scope and coverage of the final 
Convention. Because of cyber crime’s international 
potential, all countries, and all companies, are 
affected. Interested parties, including national 
governments from outside Europe, and businesses 
and non-governmental organizations from around the 
world, should participate vigorously in a consensus 
process to develop measures that support effective 
international lawmen for cement and foster continued 
growth and innovation. 

The IT Act 2000 attempts to change updated 
laws and provides ways to deal with cyber crimes. 
We need such laws so that people can perform 
purchase transactions over the net through credit 

cards without fear of misuse. The Act offers the 
much-needed legal framework so that information is 
not denied legal effect, validity or enforceability, 
solely on the ground that it is in the form of electronic 
records. 
                    In view of the growth in transactions and 
communications carried out through electronic 
records, the Act seeks to empower government 
departments to accept filing, creating and retention of 
official documents in the digital format. The Act has 
also proposed a legal framework for the 
authentication and origin of electronic records / 
communications through digital signature. 

 From the perspective of e-commerce in 
India, the IT Act 2000 and its provisions 
contain many positive aspects. Firstly, the 
implications of these provisions for the e-
businesses would be that email would now 
be a valid and legal form of communication 
in our country that can be duly produced and 
approved in a court of law.  

 Companies shall now be able to carry out 
electronic commerce using the legal 
infrastructure provided by the Act.  

 Digital signatures have been given legal 
validity and sanction in the Act.  

 The Act throws open the doors for the entry 
of corporate companies in the business of 
being Certifying Authorities for issuing 
Digital Signatures Certificates.  

 The Act now allows Government to issue 
notification on the web thus heralding e-
governance.  

 The Act enables the companies to file any 
form, application or any other document 
with any office, authority, body or agency 
owned or controlled by the appropriate 
Government in electronic form by means of 
such electronic form as may be prescribed 
by the appropriate Government.  

 The IT Act also addresses the important 
issues of security, which are so critical to the 
success of electronic transactions. The Act 
has given a legal definition to the concept of 
secure digital signatures that would be 
required to have been passed through a 
system of a security procedure, as stipulated 
by the Government at a later date.  
Under the IT Act, 2000, it shall now be 
possible for corporate to have a statutory 
remedy in case if anyone breaks into their 
computer systems or network and causes 
damages or copies data. The remedy 
provided by the Act is in the form of 
monetary damages, not exceeding Rs. 1 
crore. 
 

 
 
 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106  Volume- 1, Issue- 3, May-2013 

 Cyber Ethics And Laws- Pros And Cons: A Study Of It Act 2000 
 

29 

REFERENCE AND BIBLIOGRAPHY 
 

 
1. Fundamentals of Cyber law by  Rohas Nagpal  
2. Prof.Nilima Mehta,2006,Study Material,Legal aspects 

of Bussiness, Tilak maharashtra University, pune 
3. “Evolution of the internet” by Larry 

Morgan,Managing director,Macquarie Telecom 
4. “E-commerce” Raj University 3b-554/3E.771 
5. “Cyber Law and Information Technology” by Talwant 

Singh Addl.disst.& Session Judges, Delhi. 
6. Simmonds, A; Sandilands, P; van Ekert, L (2004). "An 

Ontology for Network Security Attacks". Lecture Notes 
in Computer Science 3285: 317-323.  

7. Security of the Internet (The Froehlich/Kent 
Encyclopedia of Telecommunications vol. 15. Marcel 
Dekker, New York, 1997, pp. 231-255.)  

8. Cybercrime and cyberterrorism: Preventi’ve defense for 
cyberspace violations By PRAVEEN DALAL. 

9.  Computer Crime Research Center. 
10.  Coleman, Keivin "Cyber Terrorism" 
11.  Collin, Barry C. "The Future of Cyber Terrorism" 

Proceedings of 11th annual international symposium on 
criminal justice Issue.  Jemmy, Sprdes &Will, Brars; 
Examples of Cyber Terrorism. 

12. Association for Computing Machinery, Inc. Association 
for Computing Machinery: Code of Ethics.  

13. Bynum, Terrell Ward. "The Foundation of Computer 
Ethics," Computers and Society, June 2000,  

14. Cummings, Donavan, Haag, McCubbrey, Pinsonneault, 
Management Information Systems: For the Information 
Age, McGraw-Hill Ryerson, 2004  

15. Deborah G. Johnson (2001) Computer Ethics. Prentice 
Hall.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

16. Per Arne Godejord (2008) Getting Involved: 
Perspectives on the Use of True Projects as Tools for 
Developing Ethical Thinking in Computer Science 
Students, International Journal of Technology and 
Human Interaction, Vol. 4, Issue 2  

17. Luciano Floridi (1999). "Information Ethics: On the 
Theoretical Foundations of Computer Ethics", Ethics 
and Information Technology 1.1, 37-56.  

18. Martin, C. Dianne and Weltz, Elaine Yale, "From 
Awareness to Action: Integrating Ethics and Social 
Responsibility into the Computer Science Curriculum," 
Computers and Society, June 1999.  

19. Herman T. Tavani (2004). Ethics & Technology: 
Ethical Issues in an Age of Information and 
Communication Technology. New Jersey: John Wiley 
and Sons, Inc..  

20. India's Information Technology Act, 2000 By Pavan 
Duggal ( editorial advisor, Inomy.com, and advocate, 
Supreme Court of India) Source: Inomy.com 
11/06/2000 

21. Ecommerce Times By: Harbaksh Singh Nanda Date: 
December 23, 2004 
http://www.hinduonnet.com/thehindu/br/2003/04/ 
29/stories/2003042900070 
300.htm Tuesday, January 17, 2006 by: Praveen Dalal 

22.    Nandan Kamath, ‘Crime on the Internet – a 
challenge’, Law relating to    Computers,Internet and 
ECommerce: 

23. .   A Guide to Cyberlaws, 2000, Universal Law 
Publishing Co. Pvt.Ltd., pp.229-257. 

24.    As for more details, refer to Nishith Desai Associates, 
‘Legal & policy framework for  

e-commerce in India’, edited by Nandan Kamath, 
op.cit., 2000 

25.     Cyber crime Source -
 http://cyberlaws.net/cyberindia/articles.htm 

 
 
 

 


