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Abstract: In this day and age computer systems work in extremely dynamic & circulated environments which necessitate 
the protection mechanisms to avert intentional or unintentional hostility to security policies. Intrusion detection system is one 
of very discussed about solutions. In this paper, we presented a new approach known as Intrusion detection, using 
Trigonometric Functional Link Artificial Neural Networks that deals with neural network model to detect intrusion. Neural 
network methods are flexible in learning various archetypal problems. In this paper, the attribute normalization  technique 
are used to a given KDD Cup 1999 dataset .Attribute normalization is essential in detection performance .However, many 
intrusion detection methods do not normalize attributes before training and detection. The MATLAB software is used to 
train and test the dataset and the classification rate is calculated. 
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I. INTRODUCTION 
 
Automated attacking implements and soaring 
accessibility of these on Internet have raised the 
inevitability of computer security systems. Firewalls 
and security policies are the foremost defense lines in 
array to shield computer systems and prevent from 
invader to harm computer systems. However, creating 
an absolute secure computer system is still a dream. 
This is due to the fact that, application programs will 
always be full of anonymous bugs and vulnerabilities. 
In addition, attackers relentlessly find new techniques 
to exploit vulnerabilities in the computer systems. A 
computer system is ought to present confidentially, 
integrity and accessibility against attempts to exploit 
vulnerabilities in the operating system and in 
application programs. Confidentially is the safeguard 
of private information from revelation to 
unauthorized users. Integrity is the protection of the 
susceptible data from alteration by unauthorized users 
and availability states that data can be accessible in 
the least time by the apt users. Intrusion detection was 
acted upon by Anderson in the early 1980s. Anderson 
characterizes an intrusion as any unauthorized 
attempt to access, manipulate, modify, or destroy 
information, or to render a system unreliable or 
unusable (Anderson 1980). 
 
The foremost purpose of IDS is to offer high rates of 
attack finding with very small rates of false alarms. 
There are two natures of errors that are vital to be 
recognized in intrusion detection False positives: 
False positives are the error occurring when IDS flags 
a standard activity as an attack. Simply, false 
positives are false alarms. False negatives: False 
negatives are the errors stirring when IDS fails to 
detect an ongoing attack. 
 
 

 
According to the detection principle there are two 
types of intrusion detection system: misuse detection 
and anomaly detection. In misuse detection the 
pattern of intruders gets modeled and in case of any 
match, system signals a intrusion. Misuse detection 
for a while is called signature based detection. While 
anomaly detection is typically mold behavior of the 
system and if the conduct gets deviated from normal 
one then system raises an alarm. According to the 
type of data Host-based IDSs and network based IDS 
host based monitor tricks within an individual 
computer system and maneuver on information 
obtained from these activities. Host-based IDSs 
generally use two information sources, operating 
system audit trails, and system logs. Network based 
Ids normally sniff network packets and search attacks 
in these network packets. Network-based IDSs 
generally consist of sensors which are placed at 
various points (such as at LAN and WAN backbones) 
in the network. 
 
In this system, it is proposed that the signature based 
intrusion is detected using neural network classifier 
like Trigonometric Functional link Neural Network 
(TFlann). 
 
The experimental results with different network data, 
our model achieves correct classification rate of  
95.8%. 
 
II. RELATED WORK 
 
In particular, quite a lot of Neural Networks based 
approaches were engaged for Intrusion Detection. 
With a few types of attack by a number of aspects of 
KDD data[1], the back propagation (BP) network 
with GAs for augment of BP was used by Tie and Li 
[4],The recognition rate for Satan, Guess-password, 
and Peral was 90.97,85.60 and 90.79 consequently. 
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The overall accuracy of detection rate was 91.61 with 
false alarm rate of 7.35.Jimmy and Heidar [5] applied 
feed-forward Neural Networks with Back 
Propagation training algorithm, they used some 
attribute from TCP Dump and the sorting result was 
25/25. MLP and Radial Based Function (RBF) Neural 
Network for categorization of 5 natures of attack was 
the method followed by Dima,Roman and Leon[10], 
the accuracy rate of classifying attacks was 93.2 
using RBF and 92.2 using MLP Neural Network, and 
the false alarm was 0.8%.. Mukkamala, Andrew and 
Ajith [8] striked Back Propagation Neural Network 
with various types of learning algorithm. The 
performance of the network was 95.0. The overall 
accuracy of classification for RPBRO was 97.04 with 
false positive rate of 2.76% and false negative rate of 
0.20. Jimmy and Heidar[13] made use of Neural 
Network for classification of the unknown attack and 
the result was 76% correct classification. Vallipuram 
and Robert [14] exercised back-propagation Neural 
Network, they used all features of KDD data, the 
classification rate for experiment result at usual 
traffic was 100%, known attacks were 80%, and for 
unknown attacks were 60%. Muna Mhammad T. 
Jawhar [15] used Neural Network and Fuzzy C-Mean 
(FCM) clustering algorithms. On the whole, accuracy 
of classification was 99.9% with false positive rate of 
0.01%. Rodrigo Braga [16] used Open-Flow and 
SOM unsupervised neural network, The detection 
rate obtained was extremely close to other 
approaches. 
 
III. PROPOSED METHOD 
 
We put into effect the Trigonometric Functional Link 
Artificial Neural Network to detect intrusion. 
Normally, the FLANN architecture utilizes a single 
layer feed forward neural network and to overcome 
the linear mapping, functionally spreads out the input 
vector. Data is acquired for training sets of neural 
networks using KDD CUP 1999 dataset. The KDD 
CUP 1999 dataset is a version of the unique 1998 
DARPA intrusion detection evaluation program, 
prepared and managed by the MIT Lincoln 
Laboratory. These data sets ones fed to neural 
network and by training them to neural network we 
are able to say whether there is intrusion or not. 
Simple block diagram of proposed system. 
 

 
Figure 1 Block Diagram Of Proposed System 

 
2.1 Data Collection 
 
The data set applied in the experiments is ‘‘KDD Cup 
1999 Data’’, 1998 and this dataset is capable of 
discriminating between “bad” connections, called 
intrusions or attacks, and “good” normal connections. 
Each network connection is labeled as either normal, 
or as a precisely one specific kind of attack. The 
network connection data contain 41 features 
involving 34 numeric and 7 symbolic features. There 
are 494,021 connection records in the training set in 
which 97, 278 are normal and 396,744 are attacks. 
KDD Cup 1999 dataset has distinct types of attacks. 
They can be organized into 4 main categories. 
DoS: denial-of-service (e.g., teardrop): ): In DOS the 
attacker makes the memory resources too busy to 
serve legitimate networking requests and therefore 
denying users access to machines like apache, 
Neptune, smurf, back, mail bomb, ping of death , 
UDP storm, etc. 
R2L: unauthorized access from a remote machine 
(e.g., password guessing): With remote to user 
attack,a user sends packets to machines through 
internet, and the user has no control in order to 
disclose the machines vulnerabilities and exploit 
privileges which a local user would have on the 
computer, e.g xlock,guest,xnsnoop,phf etc. 
U2R: unauthorized access to local super user (root) 
privileges by a local unprivileged user (e.g., buffer 
overflow attacks): These attacks are efforts in which 
hacker commences on the system with a normal user 
account and attempts to maltreat vulnerabilities in the 
system in order to gain super user privileges for 
example xterm, perl. 
 Probe: surveillance and other probing (e.g., port 
scanning): Probing, an attack where the hacker scans 
a machine or a networking device to find out the 
weak spot of the system which may compromise 
later. This technique is generally used in data mining, 
e.g satan,portsweep etc. 
The 41 features dataset is used to detect the attacks in 
KDD Cup 1999 dataset. The 41 features are listed in 
the website [1]. 
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IV. NORMALIZATION 
 
Attribute normalization perquisites up the detection 
performance for all the detection methods. In KDD 
Cup 1999 data, for example, the values of attribute 
“dst bytes” (number of data bytes from destination to 
source) ranges from 0 to 2293370 or even larger, 
while the attribute “same srv rate” (number of 
connections to the same service) only ranges from 0 
to 1. If the attributes are not normalized into the same 
(or similar) scale, one attribute (e.g., “dst bytes”) may 
overwhelm all the others. Each record in KDD Cup 
1999 format has 41 features, apiece of which is one 
of the uninterrupted discrete and symbolic form with 
significantly varying ranges. In this, normalization is 
done only in 37 features set except  the protocol, 
service, flag and class either normal or anomaly as 
further this 4 symbolic features are dispensed to some 
integer code. 
For normalizing feature values, a statistical scrutiny is 
performed on the values of every feature based on the 
existing data from KDD Cup 1999 dataset and 
followed by up to standard maximum value for each 
feature is determined. The min-max normalization 
executes a linear transformation on the original data 
values[2,3]. If we know the maximum and minimum 
value of a given attribute, it is easy to transform the 
attribute into a range of value [0,1].  The  normalized 
value will be found using the following formula:    
 
Normalized value(x) = 

original value of feature(fi)-min.value of feature(fi) 
max. value of feature(fi)-min. value of feature(fi) 

 
by where “fi” is the actual value of the attribute, and 
the maximum and minimum are taken over all values 
of the attribute. Normally “x” is set to zero if the 
maximum is equal to the minimum. 
 
The Original Dataset before normalization shown in 
fig.2 and dataset after normalization in fig.3 
 

 
Figure 2 Dataset Before Normalization 

 

 
Figure 3 Dataset After Normalization 

 
2.2 Data Labelling 
 

After normalization of 31 features,3 symbolic 
features have to labeled with some integer code. As 
each data contains three symbolic attributes, we 
should translate them into numerical attributes when 
we carry out the experiment. The three symbolic 
attributes are: service, protocol-type and flag and also 
labeled class to the 0 for normal and 1 for attack. The 
method to digitize service is as follows: 
auth=1,bgp=2,csnet_ns=3 and so on[6] We can 
digitize protocol-type and flag with the same 
method.figure 4 shows dataset after labeling. 
 

 
Figure 4 Dataset After labelling 

    
2.3 Training and Testing 
 
2.3.1 Training: 
500 signals from kdd cup dataset are selected. TFlann 
neural networks are used for training the KDD Cup 
1999 data. The networks are usually trained to 
perform tasks such as pattern recognition and 
decision-making and classification. 
 
2.3.2 Testing: 
500 signals are taken for testing the networks. TFlann 
neural networks are used for testing the KDD 
Cup1999 data. By testing the KDD Cup 1999 data, 
the accuracy of the neural networks are measured. 
 
V. CLASSIFICATION USING FLANN 
 
Functional Link Artificial Neural Networks are a 
well-admired type of network that can be guided to 
recognize diverse patterns including images, signals, 
and text. FLANN is a single layered non-linear neural 
network. In a FLANN the need of hidden layer is 
removed. Every input pattern is functionally 
improved by a set of linearly independent functions 
preferred from an orthonormal basis set. This set of 
functional values are multiplied with corresponding 
weights and added which is the output. The output is 
put side by side with the desired dataset and error is 
fed to the adaptive learning algorithm which updates 
the weights. There are a number of functional 
expansions of the input pattern in the FLANN such as 
trigonometric, Legendre, Chebyshev and Power 
Series. 
For functional expansion, the input Trigonometric 
expansion is chosen for detecting intrusion. The 
utility of each input x is taken out using the 
trigonometric expansion shown below. 
        
[x sin( x) cos( x ) .. .. ..sin(N x ) cos(N x )}] 
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Figure 5  TFLANN 

 
Here the suggested network is trained with some 
particular dataset and tested in some other dataset. It 
is established that the proposed network is proficient 
to train at any dataset given to it and the trained 
network can be exploited for detecting intrusion. 
 
VI. EXPERIMENT  
 
The system has been implemented, trained and 
conducted test using different data sets in window 7 
environment on PC Intel(r),2.60 ghz processor and 
MATLAB R2009b used for simulation of datasets. 
Trigonometric neural network was applied for 
training and testing the neural network. The Neural 
Network was trained with the labeled training data 
which contains attack records, and non attack records. 
Once the training was over, the weight value is stored 
to be used in recall stage. The value of learning rate 
and bias is taken 0.01 and 1 and log sigmoid 
activation function and back propagation algorithm 
has been used. 
2.4.1 Performance Measures: 
The detection rate and the false alarm rate according 
to the following assumptions [9] 

False Positive (FP): the total number of normal 
records that are classified as anomalous  

False Positive (FP): the total number of normal 
records that are classified as anomalous. 

 False Negative (FN): the total number of 
anomalous records that are classified as normal  
 
 Total Normal (TN): the total number of normal 

records  
 
 Total Attack (TA): the total number of attack 

records  
 
 Detection Rate = [(TA-FN) / TA]*100  

 
 False Alarm Rate = [FP/TN]*100  

 
 Correct Classification Rate = Number of Records 
Correctly Classified / Total Number of records in the 
used dataset.  

VII. RESULT 
 

FP FN TN TA 
6 14 246 254 

 
Table 1 RESULT 

 
Detection Rate = [(254-14) / 254]*100 =94.48% 
 
False Alarm Rate = [6/246]*100=2.43% 
 
Classification Rate = [479/500]=95.8% 
 
 
CONCLUSION AND FUTURE WORK 
 
Our work offered intrusion detection using TFLANN 
neural network for becoming aware of attack. The 
attained detection rate (94.48%) is remarkably good 
compared to other approaches. Table 2 demonstrates 
the previous researches compared to our approach. 
Our future will delve into developing a more accurate 
model that can classify also the attack type. 
 

 
Table 2 Comparisons of result with previous 

approaches 
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