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Abstract – Cipher text-Policy Attribute-based Encryption (CP-ABE) is considered as one of the most suitable scheme for 
data access control in cloud storage. Despite that the existing Outsourced ABE solutions are able to offload some intensive 
computing tasks to a third party, the verifiability of results returned from the third party has yet to be addressed. Aiming at 
tackling the challenge above, a new Secure Outsourced ABE system is proposed, which supports both secure outsourced 
key-issuing and decryption. This new method offloads all access policy and attribute related operations in the key-issuing 
process or decryption to a Key Generation Service Provider (KGSP) and a Decryption Service Provider (DSP), respectively, 
leaving only a constant number of simple operations for the attribute authority and eligible users to perform locally. In 
addition, for the first time, an outsourced ABE construction is proposed which provides checkability of the outsourced 
computation results in an efficient way. 
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I.INTRODUCTION 
  
ABE is a new vision of public key based one-to-many 
encryption that enables access control over encrypted 
data using access policies and ascribed attributes 
associated with private keys and cipher texts. There 
are two kinds of ABE schemes:  
Cipher text-policy ABE (CP-ABE). 
Key-policy ABE (KP-ABE) 
 
In a CP-ABE scheme each cipher text is associated 
with an access policy according to the attributes. The 
user’s private key is associated with a set of 
attributes. This user is able to decrypt a cipher text. If 
the set of attributes associated with the user’s private 
key satisfies the access policy.  
In the fig[1] it refers a user provides an untrusted 
server, say as a proxy operated by a cloud service 
provider, with a transformation key TK that allows to 
translate any ABE cipher text CT satisfied by that 
user’s attributes or access policy into a simple cipher 
text CT’.The small overhead for the user to recover 
the 
In a KP-ABE Scheme [2]–[7] the parts of a quality 
set and a right to gain entrance strategy are swapped 
from what we depicted for Cp-Abe: ascribes sets are 
utilized to clarify the figure writings and access 
polices over these qualities are connected with user’s 
private keys. 
plaintext from the transformed cipher text CT’.The 
drawbacks of the ABE schemes is that number of 
pairing operations required to decrypt a cipher text 
Eliminates the decryption overhead for users. The 
scheme provides no guarantee on the correctness of 
the transformation done by the cloud server.  
 
II.RELATED WORK 

2.1Proxy Re-Encryption: In this process perform 
how to delegate (in a true offline sense) the ability to 
transform an ABE cipher text on message m into an 
El Gama style cipher text on the same m, without 
learning Anything about m. It is similar to the 
concept of proxy re-encryption. Where an untrusted 
proxy is given a re-encryption key that allows it to 
transform an encryption under Alice’s key of m into 
an encryption under Bob’s key of the same m, 
without allowing the proxy to learn anything about m.  
 
2.2 Pairing Delegation 
It enables a client to outsource the computation of 
parings to another entity. However, the schemes 
proposed in still require the client to compute 
multiple exponentiations in the target group for every 
pairing it outsources. Most importantly, when using 
paring delegation i n the decryption o f ABE cipher 
texts.  
 
2.3 Linear Secret Sharing Schemes  
A secret-sharing scheme [4][6] over a set of parties P 
is called linear (over Zp) it follows,  
1. The shares for each party form a vector over Zp.  
2. There exists a matrix an M with l rows and n 
columns called the share-generating matrix For all I = 
1,...., l the i'th row of M .we let the function þ denoted 
the party  
Identity-Based Encryption (IBE) allows a sender to 
encrypt a message to an identity without access to a 
public key certificate. The ability to do public key 
encryption without certificates has many practical 
applications. For example, a user can send an 
encrypted mail to a recipient, e.g. 
bobsmith@gmail.com, without requiring either the 
existence of a Public-Key Infrastructure or that the 
recipient be on-line at the time of creation. 
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In this paper a new type of Identity-Based Encryption 
[1] is proposed that we call Fuzzy Identity-Based 
Encryption in which we view identities as a set of 
descriptive attributes. Fuzzy-IBE gives rise to two 
interesting new applications. The first is an Identity-
Based Encryption system that uses biometric 
identities. Secondly, Fuzzy IBE can be used for an 
application that is called as ―attribute-based 
encryption‖. In this application a party will wish to 
encrypt a document to all users that have a certain set 
of attributes. For example, in a computer science 
department, the chairperson might want to encrypt a 
document to all of its systems faculty on a hiring 
committee. In this case it would encrypt to the 
identity{―hiring-committee‖,―faculty‖,―systems‖}.  
Any user who has an identity that contains all of these 
attributes could decrypt the document. Cloud 
computing is a promising technology, which is 
transforming the traditional internet computing 
paradigm and IT industry. With the development of 
wireless access technologies, cloud computing is 
expected to expand to mobile environments [4], 
where mobile devices and sensors are used as the 
information collection nodes for the cloud. However, 
users‘ concerns about data security are the main 
obstacles that impede cloud computing from being 
widely adopted. These concerns are originated from 
the fact that sensitive data resides in public clouds, 
which are operated by commercial service providers 
that are not trusted by the data owner. Thus, new 
secure service architectures are needed to address the 
security concerns of users for using cloud computing 
techniques.  
 
III.PROPOSED METHODOLOGY 
 
Since some users may change their associate 
attributes at some time, or some private keys might be 
compromised, key revocation or update for each 
attribute is necessary in order to make systems 
secure. The user revocation can be done via the proxy 
encryption mechanism together with the CP-ABE 
algorithm. Attribute group keys are selectively 
distributed to the valid users in each attribute group, 
which then are used to re-encrypt the cipher text 
encrypted under the CPABE algorithm. In addition, 
as the user revocation can be done on each attribute 
level rather than on system level, more fine-grained 
user access control can be possible. Even if a user is 
revoked from some attribute groups, he would still be 
able to decrypt the shared data as long as the other 
attributes that he holds satisfy the access policy of the 
cipher text. Therefore, the proposed scheme is the 
most suitable for the data sharing scenarios where 
users encrypt the data only once and upload it to the 
data-storing centers, and leave the rest of the tasks to 
the data-storing centers such as re-encryption and 
revocation.  
This new method offloads all access policy and 
attribute related operations in the key issuing process 

or decryption to a Key Generation Service Provider 
(KGSP) and a Decryption Service Provider (DSP), 
respectively, leaving only a constant number of 
simple operations for the attribute authority and 
eligible users to perform locally. Checkability on 
results returned from both KGSP and DSP is done so 
that the users obtain the correct results. The idea of 
appending redundancy and having checksum while 
sending and receiving the data will fight against the 
dishonest actions of KGSP and DSP. The system 
model for outsourced ABE scheme consists of Data 
User, Attribute Authority (AA), Key Generation 
Service Provider (KGSP), Decryption Service 
Provider (DSP) and Storage Service Provider 
(SSP).This new method offloads all access policy and 
attribute related operations in the key issuing process 
or decryption to a Key Generation Service Provider 
(KGSP) and a Decryption Service Provider (DSP), 
respectively, leaving only a constant number of 
simple operations for the attribute authority and 
eligible users to perform locally. 
 
3.1 DATA USER:   
Data User is he who has successfully registered 
himself and having his own ID and password using 
which he can login to the website in order to access 
the data. If a user possesses a set of attributes 
satisfying the access policy of the encrypted data, and 
is not revoked in any of the valid attribute groups, 
then he will be able to decrypt the cipher-text and 
obtain the data.  
 
3.2 ATTRIBUTE BASED ENCRYPTION:  
Using attribute based encryption technique we are 
providing security to the database. A sensitive data is 
shared and stored on cloud server, there will be a 
need to encrypt data stored at third party. In Attribute 
based encryption cipher text labeled with set of 
attribute. Private key associated with access structure 
that control which cipher text a user is able to 
decrypt. We are using attribute-based encryption 
(ABE) as the main encryption primitive. Using ABE, 
access policies are expressed based on the attributes 
of users or data, which enables a patient to selectively 
share her PHR among a set of users by encrypting the 
file under a set of attributes, without the need to know 
a complete list of the users. The complexities per 
encryption, key generation and decryption are only 
linear with the number of attributes involved. 
However, to integrate ABE into a large-scale PHR 
system, important issues such as key management 
scalability, dynamic policy updates, and efficient on-
demand revocation are non-retrieval to solve, and 
remain largely open up-to-date. 
 
3.3 THE ATTRIBUTE HIERACHY 
We are using attribute based encryption for providing 
security. For that we use following distribution of 
attributes that are mainly important. 
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3.4 SECURITY DEFINITION 
In this work, we assume that all the entities except 
AA are ‘‘honest-but-curious’’. More precisely, they 
will follow our proposed protocol but try to find out 
as much private information as possible based on 
their possessions. The adversary model described in 
Fig.1 is considered. More precisely, since KGSP and 
U respectively owns the knowledge of OKKGSP for 
KGSP and user’s private key, they are considered as 
active attackers which are allowed to collude with 
DSP and SSP to launch harmful attack separately. 
Following this consideration, two types of adversaries 
are categorized. . Type-I adversary defined as a group 
of curious users colluding with SSP and DSP, is able 
to potentially access private keys for all the corrupted 
users, all the cipher text stored at SSP, all the blinded 
transformation keys stored at DSP, etc, and aims to 
decrypt cipher text intended for users not in the 
group. . Type-II adversary defined as KGSP 
colluding with SSP and DSP, is able to potentially 
access all the keys for KGSP, all the cipher text 
stored at SSP, all the blinded transformation keys 
stored at DSP, etc, and aims to decrypt any cipher 
text. 
 
3.5 ANALYSIS 
Our second construction has almost the same 
efficiency with the first one. Specifically, in key-
issuing, though another key combination operation is 
required at attribute authority side, it costs 
multiplications for j’j times, which is negligible using 
the modern devices. Then, we provide the 
security analysis below. Theorem2. The second 
construction is secure against chosen plaintext attack 
in the sense of the security definition modified under 
DBDH assumption. 
 
3.6 CHECKABILITY 
Beyond outsourced key generation and decryption, 
the checkability on KGSP is supported in our second 
construction. Specifically, since KGSP [1] (or KGSP 
[2]) cannot distinguish the outsourced private key 
generation from the two outsourced tasks. If KGSP 
[1] (KGSP [2]) fails during any execution of Key Gen 
(out), it will be detected with probability which is not 
less than 1/2. In addition, through appending 
redundancy, the dishonest action of DSP can be 
easily detected in our construction. 
 
IV.EXPERIMENTAL RESULTS  
 
To evaluate the performance of CP-ABE outsourcing 
scheme, encryption time, key generation time and 
decryption time are calculated. The time taken by CP-
ABE outsourcing scheme is calculated on Integrated 
Development Environment (IDE) Visual Studio 
(C#.Net) while the database is kept in Microsoft 
Azure Database. Performance analysis is done by 
calculating Encryption and upload time, Decryption 
and download time and key generation time. 

Performance analysis is done using different file sizes 
and the results are obtained by noting down the time 
taken for encrypting those files with different sizes, 
time taken for decrypting those files and time taken 
for key generation. 
 
CONCLUSION AND FUTURE WORK 
 
A new outsourced ABE scheme is proposed that 
simultaneously supports outsourced key-issuing and 
decryption. With the aid of KGSP and DSP, this 
scheme achieves constant efficiency at both authority 
and user sides. Performance analysis shows that the 
proposed system i.e. outsourced ABE takes less 
encryption time and decryption time and the time 
increases as the file size increases. The time taken by 
the proposed scheme for encryption and decryption 
and key generation is in milliseconds. To sum up, this 
outsourced ABE scheme achieves efficiency at both 
attribute authority and user sides during key-issuing 
and decryption without introducing significant 
overhead compared to the original approach. In this 
paper, the data owner acts as the only authority in 
every cryptosystem. In large-scale systems, it is 
desirable to provide decentralized access control in 
the sense that the existence of multiple authorities in 
an application is allowed. When encryption provides 
data confidentiality, it also greatly limits the 
flexibility of data operation. To address this issue, it 
is needed to combine ABE with cryptographic 
primitives such as searchable encryption, private 
information retrieval and homomorphic encryption to 
enable computations on encrypted data without 
decrypting. 
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