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Abstract-This paper aims to enhance trust in e-commerce multi-agent environments by presenting a trust model to select the 
most trustworthy service provider, named 2RC, based on computing Reputation, Risk, and Conflict of service provider agents. 
To propose a computational model,the most representative trust models in e-commerce agent systems were analyzed. These 
models focus on different factors for evaluating the trustworthiness of agents. According to this analysis, 2RC model computes 
three vital factors as; reputation of provider agents, risk of interaction with provider agents, and the conflict in previous 
behavior of provider agents. Then 2RC presents a method for selecting the most trustworthy service provider agent by using 
TOPSIS method. The experimental results in defense of the proposed model are provided and the performance of 2RC is 
compared with other existing trust models. The experimental results indicate that the performance of 2RC is significantly 
better than other existing models.Thereby 2RC is capable of selecting the trustworthy service provider agent more 
appropriately that other trust models. The 2RC is beneficial to enhance the safety of online transaction in 
e-commerce-multi-agent environments. 
 
Index Terms- Conflict, Multi-agent Systems, Reputation, Risk, Trust model. 
 
I. INTRODUCTION 
 
One of the main challenges faced by the organizations 
is rapid reconfiguration of purchasing systems to 
handle rapid change in business environment without 
human intervention [1, 2]. One important criterion of 
the organization, included service provider is the 
flexibility characteristic of supporting different 
sequences of services. For obtaining this competitive 
advantages it is necessary to find the best service 
provider to support the perfect production system for 
offering new services[1, 3].In fact, the intelligent 
systems help the purchasing system of each 
organization to find the most appropriate service 
provider according to their requirements by detecting 
the reliable provider agent which is able to provide the 
demanded services accurately.  
The nexus of computers, networks, people, and 
business goals for purposes of selling goods, services, 
and information is an innovative way to cut costs, 
grow markets and profitability, and improve 
shareholder return relative to traditional business 
methods [4]. This phenomenon introduces as the next 
business revolution in the world [5, 6]. This 
combination is the business phenomenon referred to as 
e-commerce: the trade of goods and services that takes 
place electronically such as over the Internet [7]. 
Organizations conducting business electronically 
confront several differences in the e-commerce 
business environment that may have a significant 
impact on managing relationships in the supply chain. 
These differences can lead to higher levels of 
uncertainty and changes in the traditional structures of 
service provider, which can effect on the success of 
service provider relationship management[8]. Each 
organization seeks an applicable method for finding  

 
the reliable service provider which can provide their 
demands. In this case, using advisor agents can 
support this organization in detecting the reliable 
service provider agent among all provider agents, 
through electronic transactions. 
The generation of electronic transactions which is 
based on agent system requires the presence of a 
system of trust in order to ensure the fulfillment of a 
contract, to minimize the uncertainty associa\ed with 
interactions in open distributed systems. The most 
important factor in detecting a reliable service 
provider agent is that an organization asks a 
responsible service provider agent to execute a task, so 
a belief that the service provider agent will complete 
the task is generated. The lack of assurance that a task 
will be completed is a big problem in task delegation; 
hence there is a need for mechanisms which can 
minimize the risks of unaccomplished tasks [9-11] and 
select the most promising service provider agent. 
Since an organization has to select the most promising 
service provider agent, it should be evaluated the 
trustworthiness of each service provider and then 
select the most reliable one. 
Several researchers such as Sabater and Sierra [14], 
Wang and Singh [19]and Rosaci, et al. [16]have 
presented models to provide a good level of trust in 
agent-environments, but these models did not consider 
the all factors which are necessary for evaluating the 
trustworthiness of service provider agent and 
presenting a method to detect the most reliable service 
provider agent. Thus, it is the aim of this paper to 
present a computational trust model based on 
computing the critical factorssuch as reputation, risk 
and conflict which can support a selection of reliable 
service provider agent and enhance fulfilment of 
electronic transactions.  
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The rest of the paper is organized as follows: Section 
Two explains the related models. Section Three 
proposes 2RC model. This is then followed by 
evaluation of the 2RC in Section Four. Finally, Section 
Five contains the conclusions.  
 
II. RELATED WORKS 
 
In this section, the concept of reputation, risk, and 
conflict are described by presenting several related 
models. 
 
A. Reputation 
Reputation is a collective evaluation of an agent 
carried out by many agents. In fact, it is a total measure 
of trust by other agents in a network of a service 
provider agents[12]. When an agent has to select the 
most promising interlocutors, it should be capable of 
allocating a proper weight to the reputation [13]. 
Thereby, reputation is the public’s opinion about the 
character or standing (e.g. honesty and capability) of 
an entity, which could be a person, an agent, a product 
or a service. 
SPORAS presented by Sabater and Sierra [14] is a 
reputation mechanism for a loosely connected 
environment, in which agents share the same interest. 
In this model, the reputation value is calculated by 
aggregating users’ opinions. Two most recent agents 
are considered for gathering the rating values. 
Moreover, this model suggests a new recursively 
reputation rating at a specific time, from previous 
reputation rates, in which the more recent ratings carry 
more weight. But, this model has two main limitations. 
First, SPORAS aggregates only the most recent ratings 
between two users. Second, after each update, users 
with very high reputation values achieve much lower 
rating changes than users with low reputation values 
[14, 15]. 
On the other hand, An integrated reliability-reputation 
model for the agent societies (TRR) presented by 
Rosaci, et al. [16] considers one issue which exists in 
measuring the reputation of agents by evaluating the 
trustworthiness of an agent that rates the other agents. 
In this model, the reputation of each agent is computed 
based on the ratings given by other agents that have 
had previous interactions with it and also the 
trustworthiness of the rater agents. The ratings 
reported by highly trustworthy agents have higher 
values than the ratings reported by agents with lower 
trust. Thereby, the rater agents with less 
trustworthiness have less effect on the evaluation of 
reputation. 
 
B. Risk 
There is no reason to trust if no element of risk is 
involved. This relationship implies that cooperation is 
less likely with higher risk unless the benefits from 
cooperating are worth the risk. Therefore, the 
reasoning behind trust motivates agents to accept the 
risk when they interact with others [17].As a rule of 

thumb, before initiating any interactions agents should 
evaluate the risk of interactions and trustworthiness of 
the entities to be engaged.  

A Trust and Risk Framework (TRF) [18] is one of 
the few models which presented a complete formula 
for calculating the risk of interaction with each agent 
based on negative and positive previous outcomes. 
The model divides the outcomes of each interaction 
into two subsets desire space (satisfying interactions) 
and disobey space (dissatisfying interactions), then the 
model measures the risk of each interaction based on 
the probability of disobey outcome, and the 
differences between the values of disobey outcomes 
and the average of desire outcomes. Moreover, the 
model computes the trust value of each interaction 
based on the total numbers of satisfying interactions to 
the total numbers of agents that participated in each 
interaction. The model also calculates the confidence 
level associated with this trust value. However, it is 
not considering the conflict in evaluating the 
trustworthiness of agents and it did not present a 
method for computing the reputation of agents. 

 
C. Conflict 
Conflict in the evidence shows that some evidences 
are positive (satisfying interactions) and some others 
are negative (dissatisfying interactions). The agents 
can present different behaviors in different times of 
interactions, while some of them have the habit of 
practicing inconsistent behaviors. Therefore, in order 
to calculate the trust value of each agent more 
accurately, it is essential to consider the conflict that 
agents had in their previous behaviors. 
Formal Trust Model (FTM) presented by Wang and 
Singh [19], based on the probability theory, divides the 
outcomes of past interactions into positive (satisfying) 
and negative (dissatisfying) outcomes. This model 
combines the trust values from multiple sources [20, 
21]. The model calculates the trust of each agent 
according to the posterior probability of previous 
satisfying and dissatisfying interactions. FTM[19] 
offers the expected value of the probability of a 
positive outcomes, )()( 1+1+= tsα , has a 
characterizes of conflict in the evidences, where, s
shows the numbers of previous satisfying interactions 
and t represents the total number of previous 
interactions. Since ],[ 10∈α ,ifα  approaches to 0 or 1 
means unanimity, otherwise, if 50= .α  means the 
number of satisfying interactions is equal to the 
number of dissatisfying interactions, which indicates 
the maximum conflict in the evidence. Ultimately, 
FTM[19] calculates the conflict in evidences as 

),min( αα -1 . 
According to the related models which described in 
this section, each model calculates one of the three 
identified factors. In addition, none of those models 
proposes a method for selecting the most trustworthy 
agent. In the next section, 2RC model is described, 
based on all three identified factors and selection of 
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the most trustworthy service provider agents. 
 
III. 2RC MODEL 
 
2RC model applies advisor agents to find a 
trustworthy service provider agent, which basically 
means that the buyer agent sends a query to its 
neighboring agents as an advisor agent, and then the 
buyer agent evaluates the responses of the advisor 
agents.Fig 1 shows the schema of 2RC model. 
 

 
ig. 1. 2RC Model 

 
As illustrated in Fig1, in Step 1, the requester sends a 
query for advisor agentsto ask them to recommend a 
trustworthy service provider and rate their suggested 
service provider. The query contains the following 
parameters: 
I. The kind of services the requester needs 
II. The IDof the suggested service provider 
III. The number of previous satisfying interactions 

with the suggested provider (if any) 
IV. Rate of previous satisfying interactions for the 

suggested service provider for each criterion. 
V. Rate of previous dissatisfying interactions for the 

suggested service provider for each criterion. 
VI. The most recent satisfying interaction with the 

suggested service provider (i.e. time) 
Based on the collected responses, in Step 2 the buyer 
agent calculates the reputation of each service 
provider, which is done based on the responses 
received in Step 1. The 2RC model computes the 
reputation of the service providers based on the recent 
satisfying interaction as follows: 

 
where, ProAΩ → indicates the initial reputation value for 
each service provider agent, Pro; },...,,{ maaaA 21=
is the advisor agents that rated service provider agents; 
c  shows the total number of criteria; c

Adviaξ →  
represents the total satisfaction rate, between zero and 
one, given by advisor agent, ia ; Proiat →  is the weight 
assigned to the most recent time of satisfying 
interaction, given by advisor agent, ia ;

∑∑ ∈ →∈ →→ sIntractioni ProiaSi ProiaProia ij=µ  denotes 
the proportion of the number of previous satisfying 

interactions to the total number of previous 
interactions between advisor agent, ia , and service 
provider agent, Pro, and c

qwRe  is criteria preferences of 
the buyer agent. 
Moreover, the number of advisor agents, N , has a 
direct relationship with the accuracy of the reputation 
value. In other words, as the number of advisor agents 
that participate in computing reputation for a specific 
service provider agent grows, the reputation value for 
that specific service provider agent becomes more 
accurate. Hence, the final reputation value for each 
service provider agent is calculated, as below:  

where, ProΠ  indicates the reputation of service 
provider agent; Pro; ∑∈Nn n  is the total number of 
advisor agents that rated the service provider agent, 
Pro; N  shows the total number of advisor agents, and 

ProAΩ →  is the initial reputation value of a specific 
service provider agent, Pro, obtained by Refer to. (1). 
After calculating the reputation of each service 
provider agent, the buyer agent measures the risk of 
interaction with each suggested service provider agent 
(Step 3). In this step, the presented formula by Trust 
and Risk Framework [18] is applied to evaluate the 
risk of interaction with each service provider agent 
based on the probability of dissatisfying outcome’s 
occurrence, and the differences between the 
dissatisfying rates of previous interactions and average 
satisfying rates of previous interactions that reported 
by advisor agents.] 
The buyeruses the reported rates of each service 
provider into two sets, satisfying interactions (positive 
outcomes), }o,...,o,{o=s i21 , and dissatisfying 
interactions (negative outcomes), 

}o,...,o,{o=U n2+i1+i . Then, the risk of interaction 
with the service provider agent,Pro , is computed as: 

 
where, ρ  represents the probability of dissatisfying 
interactions; n2+i1+i o,...,o,o  are the dissatisfying rates 
of previous interactions, and d  is the average of 
satisfying rates of previous interactions [24]. 
InStep 4, conflict of each service provider agent is 
evaluated. Referring to the presented formula by 
Wang and Singh [19], 2RC evaluates the value of 
conflict in previous behavior of each suggested service 
provider agentconsidering to the numbers of previous 
satisfying and dissatisfying interactions that advisor 
agentexperienced with its suggested service provider, 
as follows: 

 
where, ProAReq,ψ →  represents the conflict in previous 
interactions of service provider agent, Pro, which are 
reported by the advisor agents, A , ts=α  is the 
proportion of the number of previous satisfying 
interactions, s , to the total previous satisfying and 
dissatisfying interactions, t , which reported by the 
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advisor agents, A , and tdsα =-1  shows the 
proportion of the number of previous dissatisfying 
interactions, ds , to the total previous interactions, t , 
which are reported by the advisors, A , for its 
suggested service provider agent, Pro 
Finally in Step 5, 2RC model selects the most 
trustworthy service provider, which is accomplished 
using the Technique for Order Preference by 
Similarity to Ideal Solution (TOPSIS) multi-criteria 
decision-making method (further details in Chen 
[25]). In this method, the decision matrix is first 
constructed based on the calculated reputation, risk, 
and conflict of each suggested service provider. The 
weighted normalized matrix is then constructed, 
before determining the Positive Ideal Solution (PIS) 
and Negative Ideal Solution (NIS) by using entropy 
method. TOPSIS finally calculates and ranks the 
closeness coefficient for each alternative solution, 
before selecting the most trustworthy provider (i.e. 
highest rank). 
 
IV. EXPERIMENT SET UP 
 
In order to evaluate the performance of 2RC, 
MATLAB (R2012a) was used to simulate an 
e-commerce multi-agent environment, according to 
the following settings:  
Structure - The experiments were designed using 
simulations method proposed byZhang and Cohen 
[26] and Gorner, et al. [27]. According to this method, 
the buyer agent and service provider agents were 
selected randomly. The buyer agent rated the service 
provider agents arbitrarily as satisfying and 
dissatisfying interactions. The 2RC model defined the 
satisfaction rate to be between zero and one, whereas 
the dissatisfaction rate was between zeroandnegative 
one. In other words, the dissatisfaction ratewas 
represented by a negative rate. 
To compare the performance of 2RC against other 
existing trust models, simulations were carried out for 
three models that described as related works, namely 
SPORAS [29], TRF [18] and FTM [9].  
Accuracy in selecting the most trustworthy service 
provider agent was determined by counting the 
number of times that the model selects the trustworthy 
service provider agent. 
Composition - The experiments were carried out in 
various scenarios, as determined in Table1. The 
distributions refer to the segregation of the numbers of 
trustworthy and untrustworthy providers. For instance, 
looking at Group 1 and Distribution 1, the number of 
trustworthy providers for this scenario is 2 whereas the 
number of untrustworthy providers is 6. The total 
number of agents simulated was based on three groups 
in Table 1. Each simulation execution was repeated 
ten times to maintain consistency and to ensure the 
models produce similar results. Their accuracies were 
then averaged into a single value. Moreover, the 
maximum number of iterations was set to 500 in this 
study. 

Table 1. Parameters of experimental set up 

 
 
V. RESULTS AND DISCUSSION 
 
Table 2 exemplifies the results of the experiments for 
all the various scenarios, with the mean accuracies at 
iteration 250 and 500. 

 
Table 2. Summary of the results for comparison of 2RC and the 

random selection 

 
 
Results clearly reveal that 2RC outperformed the rest 
of the models in selecting the most trustworthy service 
provider agents, across all groups and distributions. 
Analysis of Variance (ANOVA) was carried out, 
followed by a post-hoc analysis to investigate if the 
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accuracy differences are significant between the 
compared models. The results show 2RC performed 
significantly better at p < 0.05 compared to all 
compared models. Thereby, this result reveals that the 
proposed model (2RC) which applies advisor agents 
for evaluating trustworthy service provider agents has 
better performance than other existing models; in 
addition 2RC proposes a selection method for service 
provider agents by using a multi-criteria 
decision-making process (TOPSIS) 
 
CONCLUSION 
 
There is a lack of trust models addressing the risks of 
communications in a multi-agent environment, 
therefore a computational trust model named 2RC was 
proposed to select the most trustworthy service 
provider agent. The modal involves three crucial 
components, that is, reputation of each service 
provider agents among a network of agents, the risk of 
interaction with each service provider agent, and the 
conflict in behaviors of each service provider agent. 
Experimentation covering various scenarios with 
different number of agents was carried out, and the 
performance of 2RC was compared to other 
comparable models, namely SPORAS, TRF and FTM. 
Results indicated that 2RC perform significantly better 
than compared models. 
Future studies could aim to extend and improve 2RC 
by considering more factors such as reliability and 
uncertainty. 2RC focused on the trustworthiness of the 
service provider agents, but advisor agents could also 
provide the wrong information about the service 
provider agents, so a method of evaluation 
trustworthiness of advisor agents is also necessary. 
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