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I. INTRODUCTION 
 
‘Cloud computing’ is reckoned one of fruits of the 
unremittingly developing technology and its versatile 
applications. The term has drawn the attention of 
numerous users, be they individuals or institutions, 
owing to its various systems and applications that are 
characterized by transparency, and are accessible to 
beneficiaries without them necessarily possessing 
prior knowledge or experiences; let alone that such 
applications are often within their financial and 
technical capacity. It has come as no surprise, as such, 
that cloud computing is now regarded as one of most 
promising trends in higher education, insomuch that 
many academics and education specialists have shown 
particular interest in using cloud computing for 
learning purposes. This could be attributed to its 
widespread adoption, and the unceasing development 
of its applications, in addition to the fact that there is a 
great potential for harnessing cloud computing for 
multiple educational purposes and aspects. Cloud 
computing, thus viewed, manifests itself as an 
effective method for developing the learning process, 
overcoming the problems relating to open 
expenditure, bolstering educational competitiveness, 
upgrading the educational quality, and boosting its 
output. Many observers argue that cloud computing 
per se is not something new. For them, it is an 
established technology that, however, has been 
recently developed and diffused due to its flexibility 
and well-recognized advantages that made its use and 
sharing quite easy. Still, as the demand on this 
technology increased, there arose the challenge of how 
to offer a safe, high-quality service at an affordable 
price. Indeed, a plethora of academic papers and 
studies have already highlighted several challenges 
and obstacles diminishing the positive role of cloud 
computing. And it could be argued, by and large, that 
all such challenges are attributed to the novelty of the 
technology in the first place. This paper touches upon 
a number of challenges facing the use of cloud 

computing in higher education. To that end, it will 
shed particular light on academics’ use of this 
technology, and investigates to what extent this 
technology is of use for higher education. Thus, this 
paper seeks to reinforce the existing literature as to 
how cloud computing could develop education in 
general, and the higher education i particular. 
 
II. RESEARCH PROBLEM 
 
In spite of the vast outreach of cloud computing 
applications, and the substantial expansion of its 
usage areas, still there is a lack of standards to which 
such applications and services are to be compared. 
This has yielded several challenges that are likely to 
diminish the importance cloud computing, and curb 
the potential for its use for the benefit of education and 
other areas. Such challenges include: information 
security, computing management, Internet 
accessibility, and problems associated with privacy 
and property rights, in addition to many other 
challenges that need to be discussed and overcome, in 
a manner that would make cloud computing less prone 
to such shortcomings. For sake of clarity, the research 
problem lies, on the one hand, in the fact that there are 
multiple challenges and shortcomings of which users 
of cloud computing applications complain every now 
and again. The greater part of reviewed literature on 
cloud computing cites and highlights such challenges. 
On the other hand, so far as the challenges to using 
cloud computing in education are concerned, the 
literature remains limited and insufficient. 
 
III. RESEARCH IMPORTANCE 
 
The importance of this paper stems from its being 
centered on cloud computing; a topic which many 
scholars have shown keen interest in, and which drew 
the attention of several institutions alike. As a matter 
of fact, cloud computing is deemed to be a 
technological revolution offering many services and 
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benefits, such that attracted the majority of technology 
users to be part and parcel of their everyday lives. 
Underpinned with such a vast outreach, cloud 
computing has been further developed, and many 
developers have strived to overcome its shortcomings. 
Hence arises the importance a paper that takes as its 
target highlighting the challenges to using cloud 
computing by teaching staff (academics). This paper is 
an attempt to pinpoint the challenges to using cloud 
computing by academics for knowledge saving and 
sharing, by asking their opinions thereon. The paper is 
envisaged to come up with recommendations that 
would hopefully contribute to overcoming such 
challenges, and give rise to using cloud computing 
applications in academia. Still, another reason why 
this paper is of high importance, originates in the fact 
that it is the first academic paper to tackle cloud 
computing challenges from the viewpoint of 
academics, thus adding to the literature of a quite new 
topic, within a new research area. 
 
IV. RESEARCH OBJECTIVES 
 
The main objective of this paper is to pinpoint the 
challenges to using cloud computing by academics, 
and to investigate how such challenges could affect the 
use of this technology. Complementing with this are a 
couple of secondary questions: 
1. To identify the purposes for using cloud computing 
in academia. 
2. To identify the common challenges to using cloud 
computing by academics for knowledge saving and 
sharing. 
 
V. RESEARCH QUESTIONS 
 
This paper seeks to find answers for the following 
questions: 
1. What are the purposes for using cloud computing by 
academics in higher education? 
2. What are the common challenges to using cloud 
computing by academics? 
 
VI. CONCEPTUAL FRAMEWORK 
 
Cloud computing: A multiplicity of definitions for 
‘cloud computing’ are to be found in several studies. 
And it could be argued that the term has gained 
considerable attention, as to how to be best defined. 
Following are a host of definitions for ‘cloud 
computing’ that are appropriate for the purposes of 
this paper: 
1. Al-Abdulrazzaq defines it as “a technology that 
transfers the PC processing and storage to the 
so-called ‘cloud’; which refers to an online server, 
thereby transforming IT applications from products to 
services.”1 

2. According to the Arab Center for Cyberspace 
Research (ACCR), cloud computing is defined as “a 
model that ensures proper and permanent access to the 
web at any time, thus enabling users to share a large 
number of computing resources that could be offered 
and shared at the minimum level of effort or contact 
with the service provider.”2  
3. As Atta defined it, cloud computing refers to “the 
transfer of the PC processing and storage to online 
servers, where the user’s files are saved, so that they 
could be reached and accessed anywhere by any 
computer. This transfers programs and applications 
into mere services, and reduces the computer itself 
into a mere digital interface or window. Such servers 
often adopt the virtual reality technologies to enable 
numerous users to use the same service.”3 
Cloud computing could also be defined as “the ability 
to access virtual resources and benefit from their 
applications by saving and sharing knowledge, as well 
as invest them for advantage of the learning process, 
with the least possible financial and technical 
capabilities.” 
Cloud: is defined by Rehab al-Sayed as “a model that 
ensures proper and permanent access to the web at any 
time, thus enabling users to share a large number of 
computing resources that could be offered and shared 
at the minimum level of effort or contact with the 
service provider.”4 
Cloud computing challenges: 
By this term is herein meant the “factors that impede 
or curb the use of cloud computing in academia for 
knowledge saving and sharing, at both the individual 
and institutional levels.” 
 
VII. LITERATURE REVIEW 
 
The reviewed literature on the topic reveals that there 
are several studies revolving around the 
conceptualizations, definitions and the various aspects 
of cloud computing in general, with some of them 
placing particular emphasis on the use of cloud 
computing in higher education. Overall, the literature 
spotlights the conceptualization and definition of 
cloud computing, and how its applications could be 
invested and benefited from. It also touches upon 
cloud challenges to using cloud computing for 
educational purposes, albeit only as part of the state of 
the art on cloud computing, or as part of the 
introduction to papers and studies, side by side with 
the uses and advantages of cloud computing. What 
makes this study different is that it focuses, almost 
exclusively, on the challenges to using cloud 
computing in academia as an independent topic. This 
topic is herein approached on two levels: the first is 
rather theoretical, as represented by discussing and 
finding out the common challenges that tend to 
diminish the importance of cloud computing, as cited 
in prior studies. The second level is based on a survey 
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of the teaching staff opinion on this topic. Comprised 
of academics using cloud computing applications, 
therefore, the study population is envisaged to get us 
closer to the reality as to what challenges hold back 
their adoption of cloud computing, and how this likely 
to affect them.  
 
Having reviewed the literature on the topic, following 
are a host of studies that are consistent with this study:  
 
 El-Amri & El Rahili Study (2014) 5 entitled 
“Effectiveness of a Proposed Training Program Based 
on Participatory Cloud Computing in Bolstering 
Technical Performance at Taibah University” -- The 
study aimed at checking on effectiveness of a proposed 
training program based on participatory cloud 
computing in bolstering the technical performance 
among the teaching staff at the Madinah-based Taibah 
University. The experimental research method was 
used in the study with 33 teaching staffers being 
chosen as samples.  
The study tackled the importance of developmental 
programs and courses in improving the technical 
skills of the teaching staff and using cloud storage. 
The study came up with a number of 
recommendations, including holding training courses 
for the teaching staff at the Saudi universities to train 
them on how to use applications of the participatory 
computer computing in strengthening the technical 
performance and preparing training manuals and 
guides to help Saudi academic staff to use Google 
educational applications at higher education 
institutions. 
 
 Inas Mohamed el-Sheety Study (2013)6 entitled 
“The Possibility of Using Cloud Computing in 
E-Learning at Al-Qassim University” – The study 
tackled the concepts of cloud computing and shed 
light on its properties, benefits, obstacles and services. 
Besides showing forms for it, the study discussed the 
possibility of using cloud computing in e-learning at 
Al-Qassim University. The experimental research 
method was used in the study with 30 students being 
chosen as samples. The researcher focused on putting 
forward a questionnaire before and after collecting 
data.  
At the end of the study, the researcher made several 
recommendations, including using cloud computing 
as an educational strategy allowing self-education, 
training academic staff on ways of using technology in 
education and scientific research, and issuing a 
package of legislation and laws to provide a secure 
e-educational environment. 
 
 Umaymah Abdullah Al-Ahmadi Study (2012)7 
entitled “Cloud Computing and E-Quality in the 
Education Process” – The study aimed at illustrating 
the importance of lifelong learning and education 

through transition to a knowledge-based society, as 
well as ways of building a high-knowledge community 
manned by effective cognitive cadres and enjoying 
influential cognitive partnerships, while depending on 
knowledge production instead of exploiting it.  
At the end of the study, the researcher stressed the 
importance of linking education with the needs of 
learners and the labor market, as well as the 
requirements of development. She also called for 
briefing the community members on the importance of 
interacting with technical updates in the educational 
field, and urged educators to contribute to shaping this 
new pattern of education. Moreover, the researcher 
urged provision of needed infrastructure, represented 
in trained human resources, and effective means of 
communications to help transfer education from one 
place to another. 
 
 Mirce Study (2011)8 entitled “The Use of Cloud 
Computing in Higher Education: A Strategy to 
Improve Performance in the Current Financial Crisis” 
– The study aimed at encouraging universities to 
improve their performance through using cloud 
computing as an alternative to information 
technology. Amid the study's targets was to determine 
benefits of cloud computing at universalities and 
obstacles facing it. The researcher came up with a 
number of outcomes, the most importance of which 
was that clouding computing supports education at 
universities, and that applications of cloud computing 
could be reached anywhere and anytime. The study 
highlighted that the use of cloud computing could also 
save a lot of money for universities. The researcher 
noted that the difficulties facing universities while 
using cloud computing include hacking and 
malfunction of the computer system. 
 
 Bettom Study (2011) 9 – It discussed ways of 
developing skills of academic staff with regard to the 
use of the Internet. The study came up with a number 
of recommendations, including urging people to 
participate in interactive activities over online 
learning and providing an opportunity for citizens to 
interact using a safe means. The researcher noted that 
in order to adopt this online participatory action, it is 
necessary to have enough opportunities to experience 
this new trend and allow experts to play a role to that 
effect. 
 
 Tout Study (2009)10 entitled “Security of Cloud 
Computing in Higher Education” -- The study aimed 
at defining cloud computing, as well as its services and 
applications, besides identifying difficulties facing the 
use of cloud computing at higher education 
institutions. The study came up with a number of 
outcomes, the most important of which was that cloud 
computing could provide information sources and 
software for institutions of higher education. Also, the 
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study outlined that cloud storage could be used as an 
alternative to systems of local files and to allow 
customers to interact with the services provided by the 
external infrastructure. Researchers made reference to 
a number of difficulties facing institutions of higher 
education, such as the insufficient budget, poor 
infrastructure at universities, and the lack of unified 
storage media. 
 
VIII. STUDY METHODOLOGY 
 
This study espouses a descriptive, analytical approach 
through which the phenomenon is sought to be 
unraveled and analyzed in terms of its nature and 
intensity. To that end, information is collected, 
classified, and then analyzed, with the aim of 
demystifying the relationship between its various 
aspects, thus coming up with a viable illustration of 
the phenomenon, and with results that would help 
better diagnose the reality.11 Questionnaire is another 
method embraced in this study for the purpose of 
identifying challenges to using cloud computing in 
academia, and investigating to what extent such 
challenges affect the use of cloud computing 
applications by the study population. The 
questionnaire is composed of three axes:  
1. Cloud computing usage 
2. Purposes for using cloud computing 
3. Challenges to using cloud computing 
 
That is to be added to reviewing the prior literature on 
the topic, including books, journals, academic papers 
and theses, as well as the relevant conferences. 
 
IX. RESEARCH TOOLS AND SAMPLING 
TECHNIQUES 
 
Questionnaire is herein embraced as the main 
research tool. It is developed by the researcher, after 
having reviewed the relevant pedagogical literature on 
the topic, with a view to helping gather the relevant 
information, and thus bringing us closer to real 
estimates as to how academics use cloud computing, 
and what challenges there are to using such a 
technology. Validated by specialized professors, the 
questionnaire has been emailed to the teaching staff of 
the Faculty of Arts, Princes Nourah Bint 
Abdul-Rahman University (PNU). The questionnaire 
was made available online for 30 days. However, since 
it proved rather difficult to obtain a precise count of 
the teaching staff, and for reasons having to do with 
the poor response of the study population, the 
researcher has had recourse to the ‘simple random 
sample’ approach. This sampling technique ensures 
an equal opportunity for any member to participate in 
the questionnaire, on condition that all participants 
comprising the study population should be accurately 
counted and well acquainted with. That is because the 

study is subject-specific (being centered on cloud 
computing challenges, and simultaneously 
place-specific (being confined to the PNU Faculty of 
Arts.) On analyzing the questionnaire, after having 
made available for a time-span of nearly one month, it 
was found out that it covered a great deal of the major 
sections, and that the sample well represented the 
study population, thus raising the potential for coming 
up with viable and reliable indicators. And in her 
quest for enhancing results, and collecting more 
information on the use cloud computing in high 
education, and how the aforementioned challenges 
affect the use of this technology, the researcher has 
made use of other data-gathering methods, such as 
direct observation, and interviews with the teaching 
staff. 
 
X. CLOUD COMPUTING DEFINED 
 
When was the term “cloud computing” first coined? 
And to what extent does it cover the preexisting, 
in-use applications, such as the e-mail? There is but 
little agreement when it comes to answering these 
questions. Indeed, cloud computing encompasses all 
practices that involve information saving and sharing 
through the cyberspace, as a result of the technological 
development, and the colossal outreach of the Internet. 
There is almost consensus, however, that the ‘cloud 
computing’ concept is not novel, and that it involves 
many of the applications currently used by individuals 
and institutions. Still, the number of users is projected 
to double in the future. Underlying this prediction are 
the well-recognized advantages often associated with 
cloud computing; most notably the easy and quick 
access to the service, and the feasible communication 
with others. Consequently, cloud computing has 
become a prerequisite for any institution aspiring to 
getting work done quickly and efficiently. According 
to the Future Planning and Technology Director at 
SISCO Inc., one the world’s pioneering e-business 
solutions providers, cloud computing is one of the 
most outstanding technological trends that are likely 
to change the face of the world. By 2020, he noted, an 
estimated third of the world’s data will be saved on the 
cloud, or passing through it. Thus, cloud computing 
has the potential for boosting knowledge; by reaching 
out to the largest number of users, cloud computing is 
most likely to change communication patterns 
worldwide. In a report by Al-Arab Newspaper13, IT 
experts predicted that cloud computing will gain great 
momentum and maturity over the three years to come. 
It seems that this prediction is not an empty shell; as a 
matter of fact, many institutions and service providers 
are showing keen interest in taking the opportunities 
offered by this technology, and overcoming the 
challenges it poses. That said, it could be concluded 
that cloud computing ensures that its users do not need 
to store any data on personal PCs; nor do they need 
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many complicated applications. All what they need is 
an operating system and a web browser to follow up all 
the processes and applications they use, and access 
their files and data that are remotely stored on the 
servers. Hence, cloud computing, also referred to as 
the ‘cloud’, “a technology that transfers the PC 
processing and storage to the so-called cloud (an 
online server), thereby transforming IT applications 
from products to services.”14  
Cloud computing is not something new; rather, it is a 
technology that introduces new and innovative 
approaches to providing services. It is also defined as a 
host of “web services provided by online platforms 
that are cheap, reliable, always available, accessible 
and easy to use.”15 Such cloud services are offered 
online, rather than selling e-products, as is the case 
with traditional computing, which necessitates the 
user obtaining all the data and programs he needs on 
his/her PC. In sum, cloud computing is a technology 
that involves uploading programs and supportive 
systems to an external, central server, so that it could 
be accessed online to store and process data, as well as 
making use of the other electronic and cloud services it 
offers.16 In other words, cloud computing is deemed 
to be a way to increase storage and bolster capabilities 
without additional investment in the computer 
infrastructure, or subscribing to additional programs. 
To put it simply, cloud computing is better described 
as a ‘service’ than a ‘product’.17 
 
Following are four models of cloud computing: 
1. Public clouds: This type of clouds offers its services 
for multiple beneficiaries from an external facility, 
where the server is hosted. It is characterized by 
flexibility, cost-effectiveness, and low risk. 
2. Private clouds: This type could be hosted either 
internally (in the user’s environment), or externally 
(in a separate facility). It enables cloud control.18 
3. Hybrid clouds: The type brings together the features 
of public and private clouds; i.e., the user may 
maintain a private cloud to provide its services 
internally, and in the meantime cooperate with a 
public cloud to benefit from additional services. 
Community clouds: This type of clouds is the fruit of 
somewhat collective cooperation between individuals 
or institutions with the same interests, sharing the 
same computing infrastructure, for the purpose of 
achieving common objectives, such as maintaining 
information security, or improving performance. Such 
a cloud may be managed internally, externally, or by a 
third party.18 
 
XI. THE USE OF CLOUD COMPUTING AT 
HIGHER EDUCATION INSTITUTIONS 
 
Cloud computing is regarded as one of the modern 
technologies expected to be widely used in the future 
due to its various benefits and services, the matter 

which makes it nominated to be a cornerstone for any 
developmental work at universities at the educational, 
administrative and research levels. It is necessary also 
to develop a virtual system for universities to increase 
the technical benefits seen by universities as a main 
and important step to develop distance education and 
e-learning, ease communications at educational 
institutions and open the door for virtualization to 
boost all aspects of educational services, besides other 
benefits tackled by studies prepared by El-Sayyed19, 
El-Mallah20, El-Amry21 and Balhish22, which could 
be summarized in the following points: 
 
1. Cost-effective: Payment and operation costs paid 
to obtain services could be reduced as the user pays the 
value of what is consumed only because cloud 
activities are measurable, thus affecting ways of 
exploiting technical resources. This benefit will 
reduce spending on technical devices at universities 
and will raise the level of educational and research 
services. 
2. Easy implementation: It is possible for the 
universities and institutions to depend on 
dissemination and application of cloud computing 
instead of purchasing hardware, software licenses, 
and services of installation, operation and 
maintenance. One of the most important benefits of 
cloud computing is that the burden of maintenance 
and development of programs is assumed by the 
service provider, thus reducing the burden on users. 
Cloud computing relies also on advanced data centers 
that provide a large storage space for users23. 
3. Flexibility and accessibility: One of the most 
important benefits offered by cloud computing is the 
easy access to files and programs from anywhere 
connected to the internet or networks, thus allowing 
the beneficiary to access all applications and services 
anywhere and anytime through multiple terminals. 
This, in turn, allows sharing of resources and 
development of e-learning services. 
4. Utilization of the large infrastructures provided 
by cloud computing, given that companies like Google 
and Amazon are sharing their cloud computing, 
which is made up of thousands of servers linked 
together, to perform calculations in minutes or hours. 
 
The use of cloud computing at institutions of higher 
education has become an urgent need and an 
economic option that does not cost a lot in view of the 
large number of technical services and modern 
applications it provides to open further prospects for 
the development of education in general, and 
e-learning in particular, and allow everybody to learn 
and easily access all applications, systems and 
resources. This, in turn, could alleviate pressure 
imposed on universities to assume their tasks as 
research-producing bodies, effectively contribute to 
bolstering the cognitive economy, and help 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-3, Issue-10, Oct.-2015 

Challenges To Using Cloud Computing By Academics For Knowledge Saving And Sharing 
 

116 

educational institutions to meet all educational needs, 
whose budget and cost is unlimited.  
 
Al-Hadi24 has pointed out that software and assets of 
educational institutions could integrate with software 
and services provided by cloud computing, the matter 
which helps achieve balance at educational 
institutions and ensures better management, cost and 
security of information systems at these institutions, 
while improving educational services. Universities, 
for that reason, should pay attention to cloud 
computing and approve it after satisfying all its 
requirements, such as25: 
 
 Making sure that the infrastructure is 
complementary to services available in the cloud, 
given that some cloud services support available 
technologies and boost their effectiveness, such as 
increasing the virtual storage space and complying 
with the infrastructure of the educational institution, 
thus affecting the use of cloud services. 
 Determining the cost and assessing risks to support 
decisions related to the adoption of cloud services. 
 Preparing a roadmap to improve the current IT 
environment when public and private cloud services 
get approved. 
 Preparing and training cadres, whose presence is 
necessary to adopt cloud services. 
 Identifying the data that should not be available in 
the computing and internet environments due to their 
importance and specificity. 
 Evaluating the technical challenges that should be 
handled when transferring information or making 
them available, or when trying out other services to 
identify areas prone to problems. 
 Making sure that the network environment is ready 
for hosting cloud computing as the network plays an 
important role in ensuring security and quality of 
services on a large scale. 
 
XII. CHALLENGES FACING THE USE OF 
CLOUD COMPUTING AT HIGHER 
EDUCATION INSTITUTIONS 
 
Regardless of all benefits provided by could 
computing and its applications, some drawbacks and 
challenges emerge to hinder the positive activation of 
cloud computing. A number of studies prepared by 
researchers and practitioners tackled such challenges 
and their causes in a bid to overcome them. Shaltout 
26, El-Hayek27, El-Hadi28 and El-Feqi29 pointed out 
that such challenges could be summarized, as agreed 
by most of studies, in the following points: 
 
1. Information security and privacy: A wide range of 
users fear that other people could reach their own 
information, as there is no guarantee of security and 
confidentiality of their information. For that reason, 

information privacy stands as the main concern for 
users and network operators as it is possible for their 
data to be accessible if somebody hacked the service 
successfully. 
2. Unavailability of the internet services, especially 
in the developing countries as cloud computing 
requires permanent usage. 
3. Protection of intellectual property rights: A lot of 
people are concerned about this issue as there are no 
enough guarantees of protection of intellectual 
property rights. 
 
Despite all such challenges, educational institutions 
do not have other option but to use cloud computing if 
they want to catch up with the educational renaissance 
witnessed in the whole world. From an economic 
standpoint, educational institutions could save a lot of 
money if they used cloud computing. So, it could be 
argued that this service is considered one of the new 
and innovative gates to improve educational services 
and solve problems facing educational institutions. On 
the other hand, the use of cloud computing in 
academic education requires proper planning, right 
choice, provision of the technological infrastructure, 
and training of academic staff on how to use cloud 
computing to better serve their educational 
institutions though developing solutions and looking 
for the best practices to overcome challenges 
hindering the application of cloud computing there. 
The problem is not concerned with whether or not 
cloud computing could be used to serve education, but 
it mainly targets looking for the best practices that suit 
cloud computing at each university and trying out 
solutions to raise and reinforce the positive side of its 
use.  
 
XIII. RESULTS OF THE STUDY 
 
In this part of the study, the results are displayed by 
way of analyzing the answers of the questionnaires 
distributed to the teaching staff of the PNU Faculty of 
Arts. By answering the research questions, 
questionnaires get us closer to reality as to how the 
challenges and shortcomings of cloud computing 
affect the use of this technology by academics in 
higher education. In doing so, the study seeks to elicit 
the views of academics dealing with cloud 
applications in the faculty. Furthermore, this 
experience could be extended to all KSA educational 
institutions, so that they could reap its potential 
benefits, given that they have a similar community, 
similar demands, and share almost the same problem. 
The questionnaire cites some of the cloud computing 
challenges repeatedly occurring in the literature. The 
sample covered the entire teaching staff of the PNU 
Faculty of Arts, even though some members of the 
study population, being unfamiliar with cloud 
computing, declined to participate. 
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The number of filled questionnaires amounted to 103, 
out of them 8 questionnaires have been excluded for 
being invalid. And on extracting the data, additional 
12 questionnaires have been excluded because they 
were inadequately filled. Thus, the number of valid 
questionnaires considered for this study is 85. 
  
First: Tool reliability: Reliability of the internal 
consistency: 
By 'tool reliability is meant the reliability of the 
questionnaire, and its ability to measure the 
phenomenon targeted by the questionnaire. To that 
end, the Pearson correlation coefficient (PCC) has 
been calculated to measure the reliability of the 
internal consistency of the questionnaire. The PCC is 
calculated between the score of each item 
(questionnaire paragraph) and the total score of the 
relevant axis under which it occurs, and between the 
score of each item and the total score of the entire 
questionnaire, as well as between the scores of each 
axis and the total score of the questionnaire. Tables 1, 
2, 3 and 4 show that most of the PCC estimates 
between item scores and axes scores, item scores and 
the total score, and between the axes scores and the 
total questionnaire score are positive, and statistically 
expressed at (or lower than) 0.01, indicating that the 
questionnaire items and axes are consistent and 
applicable to the field survey needed for the purposes 
of this study. 
 
1.1. PCC measuring the correlation between the items 
and total score of Axis 1: Effectiveness of Cloud 
Storage  

Table 1 
PCC measuring the correlation between the items and total 

score of Axis 1: Effectiveness of Cloud Storage 

 
** Significant at 0.01. 

Table 1 shows that most reliability coefficients of the 
correlation between the items and total score of Axis 1 
(effectiveness of cloud storage) are significant at 0.01, 
indicating that the tool is highly reliable. 
 
1.2. PCC measuring the correlation between the items 
and total score of Axis 2: Purposes for Cloud Storage 
of Information 

Table 2 
PCC measuring the correlation between the items and total 
score of Axis 2: Purposes for Cloud Storage of Information 

 
** Significant at 0.01. 

Table 2 shows that most reliability coefficients of the 
correlation between the items and total score of Axis 2 
(purposes for cloud storage of information) are 
significant at 0.01, indicating that the tool is highly 
reliable. 
 
1.3. PCC measuring the correlation between the items 
of Axis 3 (Challenges to Using Cloud Storage) and the 
total score of the domain under which they occur 
 

Table 3 
PCC measuring the correlation between the items of Axis 3 

(Challenges to Using Cloud Storage) and the total score of the 
domain under which they occur 

 
** Significant at 0.01. 

 
Table 3 shows that all reliability coefficients of the 
correlation between the items of Axis 3 (challenges to 
using cloud storage), and the domain under which 
they occur, are positive and significant at 0.01, 
indicating that the tool is highly reliable. 
 
1.4. PCC measuring the correlation between the items 
and total score of Axis 3: Challenges to Using Cloud 
Storage 

 
Table 4 

PCC measuring the correlation between the items and total 
score of Axis 3: Challenges to Using Cloud Storage 

 
** Significant at 0.01. 

 
Table 4 shows that all reliability coefficients of the 
correlation between the items and total score of Axis 3 
(challenges to using cloud storage) are positive and 
significant at 0.01, indicating that the tool is highly 
reliable. 
 
1.5. PCC measuring the correlation between the 
domains and total score of Axis 3: Challenges to 
Using Cloud Storage 
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Table 5 

PCC measuring the correlation between the domains and total 
score of Axis 3: Challenges to Using Cloud Storage 

 
** Significant at 0.01. 

  
Table 5 shows that the reliability coefficients of the 
correlation between the security and technical 
domains of Axis 3 (challenges to using cloud storage), 
and the total score of the axis, are positive and 
significant at 0.01, indicating that the tool is highly 
reliable. 
  
Second: Tool Consistency: 
As part of this study, certain proceedings have been 
taken to verify of the consistency of the questionnaire, 
after being applied to the survey sample, by using the 
Cronbach's alpha to estimate the consistency 
coefficient of the questionnaire. For each of the 
questionnaire axes and domains, as well as the 
questionnaire as a whole, the alpha coefficient has 
been calculated. 
 

Table 6 
Cronbach's alpha consistency coefficients of the study axes and 

domains 

 
 
Table 6 shows that the consistency coefficient of Axis 
1 (effectiveness of cloud storage) is 0.75, and that the 
consistency coefficient of Axis 2 (purposes for cloud 
storage of information) is 0.95, whereas the overall 
consistency coefficient of the Axis 3 (challenges to 
using cloud storage) is 0.90 (with 0.82 for the security 
challenges domain, and 0.85 for technical 
challenges). These results indicate that the study is 
highly consistent and reliable, owing to adopting data 
collection tools, and providing answers to the research 
questions. 
 
Third: Sample Description 
General Information 
Retrieved questionnaires: 103 
Filled questionnaires: 95 

Incomplete questionnaires: 12  
Questionnaires considered for this analysis: 83 
 

Table 7 
Classification of the study sample according to their general 

information 

 
 
Table 7 includes description for the study's samples 
depending on four variables, namely the sample's 
profession, academic degree, years of experience and 
specialty. In the first variable, the highest percentage 
went to assistant professors with 32 (38.6%), followed 
by associate professors with 18 (21.7%), and then 
lecturers with 14 (16.9%), while 6 samples declined to 
mention their job at a rate of 7.2%. Teaching 
assistants were ranked last with only 5 (6.0%). 
 
As for the second variable, i.e. the academic degree, 
the highest percentage went to holders of Ph.D. with 
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58 (69.9%), followed by lecturers with 14 (16.9%), 
and then holders of bachelor's degrees with 7 (8.4%), 
while one sample declined to mention his academic 
degree. Up to 3 samples were holders of associate 
decrees at a rate of 3.65. 
 
In the third variable, namely the years of experience, 
the highest percentage went to those having 
experience between 11 and 20 years with 36 (43.4%), 
followed by people with experience of more than 20 
years with 27 (32.5%). The third rank went to people 
enjoying experience between 1 to 5 years with 12 
(14.5%), while those having experience between 6 and 
10 years came last with just 7 (8.4%).  
 
Such differences could be attributed to several 
reasons; including termination of appointments at 
universities for a while, causing a sharp decline in the 
number of teaching assistants and lecturers, and an 
increase in the number of assistant professors and 
other higher-ranking positions. Foreign scholarships 
played also an important role in this regard, as most of 
the newly-appointed lecturers and teaching assistants 
win scholarships to study abroad, thus leaving the 
experienced staff in the homeland.  
 
As for the fourth variable, the highest percentage went 
to people specialized in libraries and information with 
20 (24.4%), followed by those specialized in Arabic 
with 16 (19.3%), and then English with 14 (16.9%). 
People specialized in Islamic studies came fourth with 
12 (14.5%), followed by those specialized in history 
with 9 (10.8%), and then geography with 6 (7.2%), 
while 6 people declined to mention their specialty at a 
rate of 7.2%.  
 
Fourth: Information about Access to the Internet: 
 

Table 8 
Classification of answers of the study samples about devises used 

to access the internet 

 
* Percentage calculated in proportion to the total 
sample. 
Table 8 highlights answers of the study samples with 
regard to devices used to access the internet. 58 
persons said they use Smartphone to access the 
internet at a rate of 69.9%, while 42 others said they 

use laptops to surf websites at a rate of 50.6. Tablet 
computers, meanwhile, came in the third rank with 14 
people using them as tools to access the internet at a 
rate of 16.9%, while 13 people said they use desktop 
computers to connect to the internet at a rate of 
14.5%.   
 

Table 9 
Classification of the survey sample according to the frequency of 

using cloud storage services 

 
 

Table 9 classifies the questionnaire answers as to how 
frequently academics use cloud storage services. The 
table shows that the highest proportion of the study 
population use such services “rarely”, at a number of 
43, making up 51.8%. It is distantly followed by those 
using cloud storage once “every day”, at a number of 
20 (24.1%), and then “every week”, at a number of 11 
(13.3%), and finally “every month”, at a number of 9 
(10.8%). 
 

Table 10 
Classification of the survey sample according to the cloud 
storage services used for knowledge saving and sharing 

 
     * Percentage calculated in proportion to the total 
sample 
Table 10 classifies the questionnaire answers 
according to the cloud (online) storage services they 
use for knowledge saving and sharing. The table 
shows that the highest proportion of the study 
population use “Drop Box”, at a number of 29, making 
up 34.9%. It is closely followed by “Google Drive”, at 
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a number of 26 (31.3%), then academics who “have no 
idea about such services”, at a number of 18 (21.7%), 
then those who “don’t use online storage services”, at 
a number of 9 (10.9%), then “One Drive”, at a number 
of 8 (9.65%), and finally four academics suing a 
“storage service provided by the university for 
knowledge sharing and communication among 
scholars”, making up 4.8% of the total sample. 
 

Table 11 
Classification of the survey sample according to the description 

of their use of online cloud storage service 

 
 
Table 11 classifies the questionnaire answers 
according to the description of their use of online 
cloud storage services. The table shows that the 
highest proportion of the study population went to 
Option 3 “Intermediate: using cloud computing for 

saving and sharing information as appropriate”, at a 
number of 27, making up 32.5%. It is followed by 
Option 4 “Beginner: rarely using cloud computing for 
saving and sharing information”, at a number of 19 
(22.95%), then Option 5 “Non-user: but thinking of 
using it in the future for knowledge saving and 
sharing”, at a number of 14 (16.9%), and finally 
Option 6 “Non-user: with no intention to use it in the 
future for knowledge saving and sharing”, at a number 
of 8 (9.6%). 
 
Fifth: Effectiveness of Cloud Storage 
For the sake of facilitating results explanation, the 
researcher has adopted the following method to 
estimate the level of answer to the questionnaire items. 
Certain estimates have been given to alternatives: 
(Always=3, Sometimes=2,  Never=1). And then, the 
answers have been categorized to three levels, with 
equal scopes, through the following equation: 
Category scope = (highest value – lowest value) ÷ 
number of tool alternatives = (3-1) ÷ 3 = 0.67 
 
Accordingly, the following classification could be 
obtained: 
 

Table 12 
Classification of categories according to the gradation of the 

research tool 

 

 
Table 13 

Answers of the study sample on the extent of using online cloud storage for knowledge saving and sharing: 
Repetitions, percentages, averages, and descending order 

*Average is calculated out of 3.  
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Table 13 shows the percentages and averages of using 
online cloud storage for knowledge saving and 
sharing in education. By analyzing these results, it 
was found out that Social networking clouds are the 
most heavily used in this regard. As for description, 
the highest score (47.4% of the study sample) went for 
the option: “Always”, with an average of 2.24, and a 
standard deviation of 0.81. 
 
File-sharing clouds came in the second place, with an 
average of 2.12, and a standard deviation of 0.76. As 
for the description, the highest score (31 of the study 
sample, corresponding to 41.9%) opted for: “Always”. 
In the third place, came the video and presentation 
clouds, with an average of 1.97, and a standard 
deviation of 0.82. So far as the description is 
concerned, scores have been proven rather close to 
each other (31.5% for “Always”, and 34.2% for both 
“Sometimes” and “Never”). 
Office applications clouds took up the fourth place, 
with an average of 1.89, and a standard deviation of 
0.81. As for the description, the highest score (38.4%) 
opted for: “Never”. 
 

For the sake of facilitating results explanation, the 
researcher has adopted the following method to 
estimate the level of answer to the questionnaire items. 
Certain estimates have been given to alternatives: 
(Agree=3, Partly agree=2, Disagree=1). And then, the 
answers have been categorized to three levels, with 
equal scopes, through the following equation: 
Category scope = (highest value – lowest value) ÷ 
number of tool alternatives = (3-1) ÷ 3 = 0.67 
 

Table 14 
Classification of categories according to the gradation of the 

research tool 

 
Sixth: Answers of the Research Questions 

 
3.1. Question 1: What are the purposes for using 
cloud computing by academics in higher education? 
 

Table 15 
Answers of the study sample on the purposes for using cloud computing by academics in higher education: 

Repetitions, percentages, averages, and descending order 
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*Average is calculated out of 3. 

 
Table 15 shows the percentages and averages of the 
study sample according to the purposes for using cloud 
computing services in academia. By analyzing these 
results, it was found that the highest score went to 
Answers 1, 3 and 8, with the same average (2.66), and 
with a standard deviation ranging from 5.75 to 5.95. 
This was followed by Answer 9 (cloud applications 
enable me to save all my research work and academic 
information), with an average of 2.62, and a standard 
deviation of 0.58. Then came Answer 7 (cloud 
computing is easy to use, and offers me a variety of 
resources), with an average of 2.61, and a standard 
deviation of 0.56. Following is Answer 4 (cloud 
computing is cost effective, as most cloud applications 
are either cheap or free of charge), with an average of 
2.60, and a standard deviation of 0.63. Answer 5 
(cloud computing services raise my productivity, and 
improve my academic work by enabling me to work 
continuously, and to write and preview my documents 

without need to save them on my PC), with an average 
of 2.49, and a standard deviation of 0.69. In the ninth 
place, came Answer 1 (cloud storage services are 
flexible and remotely accessible), with an average of 
2.48, and a standard deviation of 0.69. This was 
followed by Answer 11 (cloud computing applications 
enable me to contact my students regarding the 
courses), with an average of 2.45, and a standard 
deviation of 0.65. And finally came Answer 2 (cloud 
computing services promote my knowledge by 
enabling me to communicate with experts, and be 
making it easy to share and exchange resources), with 
an average of 2.39, and a standard deviation of 0.71. 
 
3.2. Question 2: What are the common challenges to 
using cloud computing by academics? 
 
3.2.1. Security Challenges to Using Cloud Storage: 
 

 
Table 16 

Answers of the study sample on the security challenges using cloud computing by academics in higher 
education: Repetitions, percentages, averages, and descending order 

 
*Average is calculated out of 3. 

 
Table 16 shows the percentages and averages of the 
answers relating to the security challenges to using 
cloud computing services in academia. By analyzing 
these results, it was found out that the highest 
proportion of the study sample (53.2%) went for 
Answer 6 (concerns about information theft), with an 
average of 2.48, and a standard deviation of 0.60. It 
was followed by Answer 1 (privacy and security), with 

an average of 2.47, and a standard deviation of 0.63. 
In the third place came Answer 2 (total dependence on 
the service provider ‘service level guarantee’), with an 
average of 2.43, and a standard deviation of 0.57. 
Then came Answer 5 (concerns about missing 
knowledge resources), with an average of 2.41, and a 
standard deviation of 0.66. Answer 3 (concerns about 
hacking) came in the fifth place, with an average of 
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2.36, and a standard deviation of 0.62. And finally 
came Answer 4 (security programs are insufficient 
and not strong enough), with an average of 2.28, and a 
standard deviation of 0.62. 

3.2.2. Technical Challenges to Using Cloud Storage 
 

Table 17 
Answers of the study sample on the technical challenges using cloud computing by academics in higher 

education: Repetitions, percentages, averages, and descending order 

 
*Average is calculated out of 3. 

 
Table 17 shows the percentages and averages of the 
answers relating to the technical challenges to using 
cloud computing services in academia. By analyzing 
these results, it was found out that the highest 
proportion of the study sample went for Answer 8 
(entirely reliant on the Internet), with an average of 
2.60, and a standard deviation of 0.59. It was followed 
by Answer 10 (Internet outages and slowness), with an 
average of 2.54 and a standard deviation of 0.52. In 
the third place came Answer 12 (not all academics are 
willing to use cloud computing applications), with an 
average of 2.46, and a standard deviation of 0.59. 
Then came Answer 9 (not qualified enough to deal 
with new technologies), with an average of 2.40, and a 
standard deviation of 0.66. Answers 11 and 13 
(‘maintenance and protection are costly’ and ‘Internet 
subscriptions and maintenance are costly’) came in 
the fifth place, with an average of 2.31 each. And 
finally came Answer 7 (poor infrastructure and 
electronic equipping), with an average of 2.29, and a 
standard deviation of 0.64. 
 
XIV. STUDY RESULTS 
 
Based on the study questionnaire, and by surveying 
the views of the teaching staff on the challenges of 
using cloud computing by academics, the researcher 
has come up with the following results: 
1. Many academics are still unaware of such concepts 
as ‘cloud computing’ and ‘cloud storage’ owing to 
their relative novelty. The researcher came to this 

conviction after asking some of the academics 
included in the study sample about their conception of 
cloud computing. They replied that they do not use 
this technology. This what Table 9 indicates: 51.5% of 
the study sample “rarely” use cloud computing 
services. This is quiet strange; it would be more 
logical that academics check their e-mails at least once 
a day, and be “intermediate” users of cloud services for 
knowledge sharing and saving. 
2. The degree of proficiency in using cloud computing 
services is moderate (32.2%, as Table 11 indicates). 
This is due to the relatively high proportion of 
“professors” and “associate professors” in the study 
population. And it could be inferred that academics 
use this technology cautiously, and that their 
proficiency in using cloud applications is rather low. 
They seem to lack the audacity and proficiency for 
adopting this new generation of technologies. This 
could serve as an illustration for a great deal of the 
study results, such as the rarity of using cloud services. 
3. The study results indicate, as shown in Table 16, 
that the first and foremost challenge to using cloud 
computing by academics is the concerns about private 
data theft, and the like security-associated concerns. 
When it comes to the technical aspect, Internet 
outages and slowness pose the most impeding 
challenge (Table 17), given that access to the Internet 
is a prerequisite for using cloud services. 
4. By reviewing the relevant literature on cloud 
computing, the researcher got to recognize that cloud 
computing, with the numerous benefits it offers, 
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manifests itself as almost indispensable for higher 
education, and that certain arrangements could be 
considered to minimize its challenges. 
5. Adopting cloud computing in academia necessitates 
an appropriate technical infrastructure: stable Internet 
access, subscriptions to reliable cloud services, etc. 
6. Cloud computing is still in its early stages, from 
both the theoretical and practical perspectives, and 
literature on the topic remains scarce. 
 
XV. RECOMMENDATIONS 
 
1. Organizing training courses for the teaching staff, 
to train them on using cloud computing, and 
familiarize them with its meaning, uses, and benefits.  
2. Bolstering the technical performance of the 
teaching staff, by organizing regular training courses 
on modern technologies, so that they could keep 
updated with the technological developments. 
3. Investing in cloud computing in academia, and 
encouraging the university staff to adopt it. 
4. Conducting academic papers and studies on cloud 
computing, with the aim of determining its definition 
and purposes of use, as well as studies on the 
challenges to using cloud computing in academia, 
placing particular emphasis on the challenges having 
to do with information security issues, besides the 
economic and legal aspects. 
5. Urging scholars to conduct effective developmental 
research on cloud computing, and developing criteria 
for cloud computing and open sources. 
6. Strengthening inter-university cooperation to make 
use of the research efforts for the advantage of cloud 
computing, and adhering to a scientifically-proven 
approach while planning for cloud computing, in a 
manner that would minimize its challenges.  
 
XVI. JUI 
 
A conclusion section is not required. Although a 
conclusion may review the main points of the paper, 
do not replicate the abstract as the conclusion. A 
conclusion might elaborate on the importance of the 
work or suggest applications and extensions.  
singular heading even if you have many 
acknowledgments. Avoid expressions such as “One of 
us (S.B.A.) would like to thank ... .” Instead, write “F. 
A. Author thanks ... .” Sponsor and financial support 
acknowledgments are placed in the unnumbered 
footnote on the first page. 
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