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Abstract — The huge applications of data mining technologies have raised the concerns about securing information against 
unauthorized access, which serves as the important goal of database security and privacy. Privacy and security are the most 
significant essentialities, when data is distributed. Privacy is a term that is associated with mining task, with which we are 
able to hide some crucial information that we don’t want to disclose to the public. The important consideration in privacy 
preservation is to provide a proper balance between privacy protection and knowledge discovery. In order to handle these 
scenarios carefully, we propose a privacy preserving utility mining method in this paper based on the process, namely, 
sanitization, measure reduction in mining and post-reduction of sensitivity. The data sanitization is the process of identifying 
and reducing the sensitive attributes from the database and in the second way, the sensitive attributes are identified through 
the knowledge discovery process and the measure is reduced. In the third way, the utility pattern mined from the database is 
converted into insensitive utility patterns. The proposed approach is designed to handle privacy protection effectively using 
these three ways. Here, the utility pattern mining algorithm is devised utilizing the tree-based data structure and then, the 
privacy protection schemes are applied. The performance of the proposed approach is evaluated with the help of benchmark 
databases and three different evaluation metrics such as, hiding failure, miss cost and database difference ratio.The proposed 
approach is implemented using JAVA. 
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1. INTRODUCTION 
 
Information collects in a speed unmatchable by 
human's ability of data processing as computer and 
database innovations improvement quickly. A huge 
number of databases have been employed as a part of 
business administration, government organization, 
scientific and engineering data administration, and 
several different applications. It is observed that the 
quantity of such databases prolongs growing rapidly 
because of the convenience of efficient and sensible 
database frameworks. A definitive intention of this 
huge information gathering is for the employ of this 
data to achieve aggressive advantages, by deciding 
primarily unidentified patterns in data that can 
harmonize the procedure of decision making. Data 
mining [16], [18], [19] as a multidisciplinary joint 
action from databases, machine learning, and statistics, 
is a championing in converting bundles of data into 
nuggets. 
Newly, fusion utility limitations into data mining 
undertakings have launched a lot of contemplation. 
For mining high utility itemsets and affiliation rules 
more than a few researchers have brought in 
algorithms and methodologies. The point of utility-
based data mining [1, 2, 5] research area is to unite 
utility contemplations in both discerning and 
meaningful data mining errands and it illustrates 
interest for a broad range of utility factors of the data 
mining methodologies [4]. High utility itemset mining 
is an area of effectiveness based descriptive data 
mining, went for finding out itemsets that provide the 
greater part to the entire utility. Besides to subjectively 

characterized utility, itemset frequencies are moreover 
regarded by a specific type of high utility itemset 
mining known as utility-regular itemset mining [23, 
22]. The objective of high utility thing set mining is to 
supply the total utility by identifying high utility 
itemsets that present an utility which is higher than or 
equivalent to that of the user found out threshold value 
[23, 24]. A prejudiced term dependent on users and 
functions is the usefulness of an item which could be 
calculated as far as profit, expense, risk, aesthetic 
value or dissimilar representations of user inclination 
[6]. Generally, items with unique qualities for instance 
utilities show in utility itemsets, and differentiating the 
itemsets with highest utilities is the objective of utility 
mining [3]. The consolidation of interestingness, 
weightage and utility measures into association rule 
mining algorithms will bring about a set of rules that 
are of high usefulness and semantically important for 
ascending the business of an enterprise further [20]. 
Privacy-preserving data mining has become an 
important in current years because of the extensive 
amount of personal data which is followed by several 
business applications. As a law, users are reluctant to 
offer personal data unless the security of fragile data is 
made certain [10], [11]. At first Agrawal and Srikant 
in 2000 [6] has offered Privacy-preserving data 
mining. Privacy preservation is getting to be 
increasingly decisive for future improvement of data 
mining methods with unbelievable potential access to 
datasets having personal, sensitive, or confidential 
information [13]. Extracting legitimate data mining 
effects while as yet preserving privacy of datasets is 
an important challenge for presented data mining 
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algorithms. The increasing concern on privacy reveals 
another class of data mining, known as privacy 
preserving data mining (PPDM). PPDM algorithms 
are fabricated to hide sensitive data by connecting 
privacy protection mechanism before executing data 
mining algorithms [12, 14]. Some of the privacy 
preservation techniques are: Randomization is a 
methodology employed to make certain the disclosure 
of association rules and Additive Perturbation is 
exploited to offer security to the databases which does 
not expose sensitive information. To conceal 
prohibitive patterns which are fabricated after the 
mining process an easy and dominant route is to 
reduce their support in a specified database. Data 
sanitization is the process of adjusting the operations. 
To perform as such, not many of transactions must be 
altered by eliminating one or more items from them or 
even changing items in transactions, i.e., adding noise 
to the data. Next again, the privacy preservation 
methodologies approach must grip the additional 
restrictions: (1) the result on the data in the database 
ought to be insignificant and (2) a suitable balance 
between privacy and knowledge discovery must be 
made certain. 
The rest of the paper organized as follows: the recent 
research works is analyzed in section 2; problem 
identification is discussed in section 3; the brief 
explanation of proposed work is presented in section 4; 
the experimental results along with the comparison 
analysis is depicted in section 5; the section 6 shows 
the overall summary of the work. 
 
II.  LITERATURE SURVEY: 
 
Privacy preserving sensitive utility pattern mining was 
offered by Saravanabhavan and Parvathi [25]. In their 
effort, they had combined the privacy preserving plan 
into the previously created weighted utility mining 
methodology. They had shown a competent algorithm 
for mining of privacy preserving high utility item sets 
by considering the sensitive item sets. The algorithm 
have three main steps to accomplish the point of our 
research incorporates, 1) Data sanitization, 2) 
Construction of sensitive utility FP-tree and, 3) 
Mining of sensitive utility item sets. The 
experimentation had performed exploiting real and 
moreover the synthetic dataset and the implementation 
of the suggested calculation is assessed with the assist 
of the evaluation measurements, such as, Miss cost 
and Database distinction ratio. 
Mining high utility item sets from a transactional 
database refers to the detection of item sets with high 
usefulness like profits. Two algorithms has been 
suggested by Vincent S. Tseng et al [26], to be 
particular utility pattern development (UP-Growth) 
and UP-Growth+, for mining high utility thing sets 
with a set of victorious methodologies for pruning 
candidate item sets. The data of high utility item sets 
was set aside up in a tree-based data structure named 
utility pattern tree (UP-Tree) such that candidate item 

sets could be produced effectively with just two scans 
of database. The implementation of UP-Growth and 
UP-Growth+ was compared and the state-of-the-art 
algorithms on many sorts of both real and synthetic 
data sets. Experimental study had shown that the 
suggested algorithms, mainly UP-Growth+ lessen the 
quantity of candidates sufficiently in addition to 
outperform dissimilar algorithms considerably 
regarding runtime, mainly when databases have lots of 
long transactions. 
A  web  mining  solution  to business  intelligence  has 
been suggested by Sonal  Tiwari et al [27] to  find out  
unseen  patterns  and  business strategies  from  their  
customer  and  web  data. Recommender  frameworks  
have  emerged  as dominant  tools  for  assisting  
clients  find  items  of  interest. They had suggested 
another system considering web mining technology 
for structure a Web-page recommender framework. 
They had as well  demonstrated  how web  mining  
technology  could  be  sufficiently  employed  in  a 
business  intelligence  environment. Web mining had 
tried to launch important knowledge from secondary 
data obtained from the associations of the clients with 
the web. 
The plan of throughout-surfing patterns (TSPs) had 
been offered by Yao-Te Wang and Anthony J.T. Leeb 
[31] and showed an efficient approach for mining the 
patterns. The TSPs are more communicative to 
understand the reason for website visitors. They 
suggested a compact graph structure, termed a manner 
traversal graph to accumulate data about the 
navigation paths of website visitors. The graph 
enclosed incessant surfing paths that were required for 
mining TSPs. Besides, they devised a graph traverse 
algorithm resulting from the proposed graph structure 
to discover the TSPs. 
A method had been recommended by Ahmed, C.F and 
Tanbeer, S.K [32] to understand issues like taking 
account only the forward references of web access 
sequences, not appropriate for incremental mining, 
undergoes in the level based candidate generation and 
test methodology, requires many database scans and 
does not illustrate how to mine the web traversal 
sequences with external usefulness. They suggested 
two tree structures named utility based web access 
sequence (UWAS) tree and incremental UWAS 
(IUWAS) tree to mine the web access sequence in 
static and dynamic databases independently. Their 
approach took care of both forward and backward 
references, static and dynamic data, prohibits level 
wise candidate period and test technique, does not 
scan databases more than a few times and reflects on 
both inner and outside utilities of web page. 
 
III. PROBLEM DEFINITION 
 
The huge application of data mining technologies have 
raised concerns about securing information against 
unauthorized access is an important goal of database 
security and privacy. The privacy and security are 
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extra vital essentials when data is distributed. Privacy 
is a term which is associated with mining task so that 
we are able to a hide some crucial information which 
we don’t want to disclose to the public. A successful 
way for prospect data mining study will be the growth 
of techniques that include privacy concerns. 
According to that, the privacy preserving data mining 
has received a bunch of considerate at mutually in 
research and applications with an important challenge 
of doing privacy preservation, by providing the proper 
balance between the privacy protection and 
knowledge discovery. 
The primary intention of the proposed technique is to 
design and develop a technique for privacy protection 
for the utility patterns in knowledge discovery process. 
The important consideration in privacy preservation is 
to provide the proper balance between the privacy 
protection and knowledge discovery. In the proposed 
technique, we are considering quality factor for the 
calculation of utility value apart from the transaction 
and profit normally used by existing techniques.  The 
quality factor is important as it has a large impact on 
the future sales of the product.  Having higher quality 
factor will hence lead to better sales.  The proposed 
technique also modifies the reduction formula when 
compared with existing techniques so as to achieve 
better results.  
 
IV. PROPOSED METHODOLOGY 
 
The major factor in privacy preserving utility mining 
is the protection of utility pattern during the 
knowledge discovery process. So, by considering 
these factors, we have developed an approach for 
privacy preserving utility mining based on three ways, 
such as, sanitization, measure reduction in mining and 
post-reduction of sensitivity. The first step of the 
proposed method is to determine the sensitive 
attributes from the database. Further, the measure of 
the identified sensitive attribute is reduced based on 
the transaction value reduction method that is 
developed here. Finally, it is converted to insensitivity 
utility pattern for privacy protection.  
 
Initially, the input transaction database is given as the 
input. The next stage of the utility mining method is 
the utility value calculation. Here, the utility value for 
each transaction in the database is calculated based on 
the profit table, in addition to the quality table. After 
the utility value for the input database is calculated, a 
specific user defined threshold is fixed for preserving 
the sensitive item, while transferring. So, the utility 
value of an itemset greater than the threshold is 
selected for the reduction process. By applying this 
reduction process, the sensitive items in the input 
transaction database are preserved completely. Here, 
the utility value calculation and the transaction value 
reduction are the two major processes of the proposed 
method, which are described in detail below. 
 

4.1. Utility Value Calculation 
The utility value calculation is the major as well as the 
initial process for the identification of the sensitive 
item.  In this paper, the quality factor is added with the 
input transaction table and the profit table to 
determine the utility value for privacy preserving. The 
example for transactional database is as  shown in 
Table 1. 
 

Table 1 Transaction database 

 
 
Similarly, the example of an external utility table that 
indicate the profit of each item is shown in Table 2. 
 
                Table 2 External utility table 

 
 
Also, the quality table of our proposed privacy 
preserving utility mining approach is shown in Table 3. 
 

Table 3 Quality Table 

 
 
Based on the above three tables, the utility of an 
itemset is calculated.  The utility of an item in all the transactions is the sum 
of the items in each transaction. That is, the utility of 
an itemset X t is calculated based on the equation 
expressed below. 
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Finally, the utility value of each itemset in the 
transaction database is calculated. The lattice tree 
constructed for the calculated utility value is shown in 
Figure 1. 
 

Figure.1  Itemset lattice 
 

The utility value obtained for all the combinations of 
itemset represented in the above figure. In the above 
diagram, some of the utility values are greater than the 
user defined threshold. Here after, a user defined 
threshold is fixed to mine the utility value that is 
greater than the threshold value. Then, the selected 
high utility threshold value is hidden by reducing it 
below the threshold level. The utility value above the 
threshold value is considered as the sensitive item. So, 
to hide the sensitive item from the database, here we 
use a modified transaction value reduction technique.  
 
4.2. Transaction value reduction  
In this process, the sensitivity items from the 
transaction database are reduced. The reduction forms 
the base of the priority for privacy preserving. Here, 
the itemset with the high utility value is reduced using 
the equation provided below. 

)/])([ TTvT CCTUCvaluenTransactioModified 
(2) 

Where, valuenTransactioCurrentCT   

ValueUtilityUv   

valueUtilityofThresholdT   
Based on the above equation, the highest utility value 
in the transaction is reduced. This reduction process 
decreases the highest utility itemset below the 
threshold.  
 

V. RESULT AND DISCUSSION: 
 
We have offered the results of our suggested 
methodology and have examined their presentation in 
this part. The proposed Privacy preservation is 
implemented in the java program and the Privacy 
preservation is experimented with the synthetic dataset 
and the result is compared with existing approach . 
The suggested Privacy preservation is executed in a 
windows machine containing configurations Intel (R) 
Core i5 processor, 1.6 GHz, 4 GB RAM, and the 
operation system platform is Microsoft Wnidow7 
Professional. 
 
5.1 Dataset description  
In this paper, following  Dataset is  utilized for the 
performance analysis of proposed MMSICF algorithm. 
The dataset contains 1000 transactions with 7 different 
items Dataset is described in Table 4. 
 

Table 4: dataset description 

 
 
5.2 Evaluation metrics  
The effectiveness of proposed technique is analysed 
by invoking some performance measures such as 
hiding failure (HF), miss cost (MC), Database 
difference ratio (DBDR). Moreover, the proposed 
algorithm performance is compared with the 
conventional Jieh-Shan Yeh and Po-Chiang Hsu 
approach. The performance measures of the proposed 
and Jieh-Shan Yeh and Po-Chiang Hsu are shown in 
the following Table 8. 
 Hiding failure:( HF) is measured by the sensitive 
itemset of both the original database and the sanitized 
database, which is   
Miss cost:  Miss Cost is defined as the difference ratio 
of valid itemsets presented in the original database and 
the sanitized database.  
Database difference ratio: Database different ratio is 
defined as the dissimilarity between the original 
database D and the sanitized database .D  
 
5.3. Performance evaluation  
The privacy preservation is providing the proper 
balance between the privacy protection and 
knowledge discovery. In this consideration, our work 
we use the tree generation approach for the privacy 
protection. Here, we prove our work efficiency we 
compare our work with Jieh-Shan Yeh and Po-Chiang 
Hsu.  The method proposed by Jieh-Shan Yeh and Po-
Chiang Hsu  is the best among the existing schemes 
for privacy presentation utility mining. Furthermore, 
they characterize local details of the dataset, minimum 
utility and sensitive itemsets. Therefore, we have 
chosen to compare the performance of our proposed 
algorithm against that of these one. The table 5  
illustrate the proposed approach against the Jieh-Shan 
Yeh and Po-Chiang Hsu . 
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Table 5:  Performance comparison of the proposed against existing for dataset. 

 
 
The above table 8 illustrate the performance of the 
proposed against existing approach for dataset . As 
can be seen from table 8, the performance measure 
shows that the proposed algorithm has offered higher 
performance compared to the Jieh-Shan Yeh and Po-
Chiang Hsu. The hiding failure value of proposed 
approach is lower than the Jieh-Shan Yeh and Po-
Chiang Hsu . The low value of HF shows that the 
proposed technique hides the sensitive items more 
efficiently than the conventional Jieh-Shan Yeh and 
Po-Chiang Hsu algorithm. Similarly, MC and DBDR 
of our proposed algorithm are also lower than the Jieh-
Shan Yeh and Po-Chiang Hsu Jieh-Shan Yeh and Po-
Chiang Hsu approach.  
 

 
Figure 2: Graphical representation proposed against existing 

algorithm performance in terms of HF for dataset 
 

 
Figure 3: Graphical representation proposed against existing 

algorithm performance in terms of MC for dataset 

 
Figure 4: Graphical representation proposed against existing 

algorithm performance in terms of DBDR for dataset 
 
Figure 2 shows the performance of the proposed 
against existing Jieh-Shan Yeh and Po-Chiang Hsu 
algorithms applied to dataset  with five sensitive 
itemsets for the hiding failure over various iterations. 
The first iteration we obtain the maximum hiding 
failure of 100 %.  The number of iteration is 
increasing means the HF value is decreasing.  When 
analyzing the figure 2, we obtain the minimum HF 
value of 0 for 194th iteration. The same iteration in 
existing work  we achieve the 0.94 HF values. In 
figure 3 shows the performance of dataset  with five 
sensitive itemsets for the miss cost over various 
iterations. Here we calculate the number of non-
sensitive itemsets present in the original and sanitized 
datasets. The low Miss Cost (MC) value is explore the 
quality of the system, in case the system having the 
large miss cost value means the system is low quality 
system. In figure 4 shows the performance of the 
proposed against existing algorithm applied to dataset  
with five sensitive itemsets for the DBDR over 
various iterations. From the above figures we clearly 
understand our proposed approach is better than the 
existing approach . 
 
CONCLUSION  
 
Privacy and accuracy in case of data mining is a pair 
of contradiction. Achieving one can lead to adverse 
effect on other. In this, paper, a modified PPUM was 
proposed to find the feasible combination for data 
sanitization. Here we had considered the quality factor 
apart from the profit and transactions used already. In 
this modified PPUM method, the utility value for all 
combinations from the transaction database is 
calculated initially. Then a utility threshold was fixed 
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and utility value greater than the threshold is selected. 
Based on the threshold, the highest combination utility 
value is selected and reduced it using transaction 
reduction process. This reduction process is repeated 
until all the high utility value was lesser than the 
threshold. Finally, our experimental result 
demonstrated that our modified PPUM method 
provided better result when compared with the 
existing method. 
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