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Abstract- A Swift increase in use of technology in educational sector resulting in collection of enormous amount of data. 
Mining and sharing of collected data not only play a vital role in improving quality of services  offered by organizations   but 
has also raised major privacy concerns. 
The main issue in educational data mining is breach of privacy due to assumption that data in educational sector doesn’t 
desire any serious privacy concern. In this paper different privacy protection models are discussed and experimental results 
shows in some of the models,  attackers can find it easy to  get values of sensitive attributes. of a Student .Although much 
work is done on educational data mining field, but less or almost no interest is given in Privacy preservation of educational 
data mining. 
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I. INTRODUCTION 

 
The impact of computerization in different walks of 
life not only gave agronomical life but also resulted  in 
massive   data to handle. This huge data have its own 
advantages and .increased concerns.  Thousands of 
databases are generated while managing businesses   
and   administration of government departments in 
addition to research, scientific and engineering 
Management.  
The vital purpose of this collection is to achieve 
competitive benefits, by determining formerly 
unidentified patterns in collected data.. Data mining is 
a multidisciplinary joint effort from databases, 
machine learning, and statistics, which is helping in 
converting mammoth data in to is useful information 
[1].  
 
Motivation: 
An article published in politico (Jake Williams MAY 
19, 2014) reads, As technology  in education system is 
improving   to help students. Some educational 
technological companies, according to a study done 
by POLITICO, are keeping track of online students  
activities and generating patterns of usage which 
breaches privacy.   
 
1.1 Data mining and Knowledge Discovery in 
Databases (KDD) 
The term “Data Mining” also known as Knowledge 
Discovery in Databases (KDD) is formally defined as: 
“the nontrivial extraction of implicit, previously 
unknown, and potentially useful information from 
large amount of data” [2]. 
 
1.2 Applications of Data Mining: 
Data mining is used in financial services, banking, 
retail, healthcare, manufacturing, and 
Telecommunication and education sectors. In case of 
education system it is used in identifying students'  

 
needs and preferences towards course choices, 
selection of offered courses in  the institution,  to 
calculate dropout rate etc.   
 
1.3 Educational data mining: 
A very well-known Chinese proverb says “Give a man 
a fish, and you feed him for a day. Teach a man to fish, 
and you feed him for a lifetime”. Any country’s  
human resource is the main asset of the country.  
Education plays a vital role in any society. Any type of 
progress in a society should start with development in 
its educational system. Due to computerization and 
further invention of internet, this sector adapted new 
technologies very fast which resulted in huge data 
generation. 
Thus generated data can be analyzed for educational 
planning and taking decisions by the stakeholders. 
According to International Educational Data Mining 
Society 
(http://www.educationaldatamining.org),“Educationa
l Data Mining  as an emerging discipline, concerned 
with developing methods for exploring the unique 
types of data that come from educational settings, and 
using those methods to better understand students, 
and the settings which they learn in”.  

 
II. DATA PRIVACY 
 
Data mining results generally reveal high-level 
knowledge rather than instances. In a scenario where 
is no centralized   data due to privacy concern,. and 
scattered data is not allowed to bring 
together .Important is  to note that   the output  of Data 
mining is high level knowledge , Which rarely breach 
privacy. The data mining is not the concern, but the 
way data mining is done to be taken care  [6]. 
Privacy is an important criterion in designing data 
mining algorithms. Privacy preservation should be 
done at both input and output.   Input privacy is 
sanitizing the raw data itself before performing mining 
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where As output privacy is avoiding result from 
inference attacks. 
 
Privacy preservation requires to prevent not only 
unauthorized access of raw data, but also unwanted 
disclosure of sensitive patterns. Sensitive patterns are 
those properties possessed uniquely by less number of 
participants in the input data. 
 
If we will implement input privacy by sanitization of 
data and build the patterns on that sanitized data, still 
the    published data can be used in inference attack. It 
is worthy to note a second layer of Privacy protection 
is required at output level also, Otherwise there exists 
always risk of disclosure of sensitive information. As 
just input privacy protection does not guarantee  
complete privacy protection .Mining output is usually 
required to be published in continuous manner and the 
different   outputted  releases can be easily  exploited 
in combination to get the input data[4]. 
 
To understand privacy, it is required to understand 
how privacy can violated   and what  are the  different 
ways of preventing privacy breaches. One of the 
major factor in this issue is misuse of data. 
Data mining is very useful in good number of 
applications, but in case of absence of proper privacy 
protection It can be havoc. 
 
Data magnets are one of the privacy violations 
(Rezgui et al., 2003). Data magnets are used to collect 
information online, IP address identification, 
registration forms, and indirectly collecting data for 
secondary usage .In some cases  
Without the knowledge of users data would have been 
collected. Thus violating  privacy laws. 
Privacy protection can be done in two ways (Clifton et 
al., 2002). 
 

a) Individual privacy preservation 
b) Collective privacy preservation 

 
a) Individual privacy preservation:  
In this information is uniquely   identifiable    in a set 
of records.. Thus, when personal data are subjected to 
mining, the attribute values must be protected from 
disclosure. Miners should learn from global models 
rather than the  individual records. 
 
b) Collective privacy preservation:  
Here the aim is   quite similar to that of statistical 
databases, aggregate information about groups 
(population) is learned  and, at the same time, prevent 
disclosure of confidential information about 
individuals. Another objective of collective privacy 
preservation is to protect sensitive knowledge that can 
provide competitive advantage in the business world 
[5]. 
 

III. A CLASSIFICATION OF PPDM 
TECHNIQUES 
 
PPDM  techniques  can be classified in the four major 
categories:  

1. Data partitioning 
2. Data modification 
3. Data restriction  
4. Data ownership  

 
1 .Data Partitioning : 
These types of techniques  have been applied to some 
situations where  databases is distributed across a 
number of sites, with each site only willing to share 
data mining results, not the original  data. Here data  is 
distributed either horizontally or vertically. In a 
horizontal partition, different entities are described 
with the same schema in all partitions, while in a 
vertical partition the attributes of the same entities are 
split across the partitions. The existing solutions can 
be classified into Cryptography-Based Techniques and 
Generative-Based Techniques. 
 
Cryptography-Based Techniques: these type of 
techniques Which are used to solve problems where 
two or more organizations want to conduct 
computation, where they should have access to  only 
result of the computation or their own input. 
 
Generative-Based Techniques: In this approach, 
each organization shares just a small portion of its 
local model which is used to construct the global 
model.[18] 
 
2) Data Modification Techniques:  These  
techniques modify the original values of a database 
that needs to be shared, and in doing so, privacy 
preservation is ensured. The new changed database is 
made available for mining and must meet privacy 
requirements without losing the benefit of mining.  
Methods for data modification include noise addition 
techniques and space transformation techniques. 
 
Noise Addition Techniques: In this dummy values 
are added to the original database to avoid 
identification of confidential information. 
Further these techniques can be  grouped  into : 
(1) data swapping techniques 
 (2) data distortion techniques 
 (3) data randomization techniques 
 
Space Transformation Techniques: These 
techniques are designed to protect the underlying data 
values subjected to clustering without jeopardizing the 
similarity between objects under analysis. 
 
3) Data Restriction Techniques: 
Data restriction techniques focus on limiting the 
access to mining results through either generalization 
or suppression of information  
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Such techniques can  be divided into two groups: 
a) Blocking-based techniques 
b) Sanitization-based techniques. 

 
a) Blocking-Based Techniques: These techniques 
hides sensitive information when sharing information. 
b) Sanitization-Based Techniques: sanitization-
based    techniques hide sensitive information by 
strategically suppressing some items in transactional 
databases, or even by generalizing information to 
preserve privacy in classification.  
 
4) Data Ownership Techniques 
These types of techniques are used in applications 
where  it is required to to protect the ownership of 
data by people about whom the data were collected 
(Felty & Matwin,2002)and secondly  to identify the 
entity that receives confidential data when such data 
are shared or exchanged (Mucsi-Nagy & Matwin, 
2004)[5] 
 
IV. SCENARIO: 
 
Let us consider an educational setup where students 
submit medical excuses whenever they receive 
warnings via SMS based on their absenteeism. These 
excuses can be from private or government hospitals 
.If in case excuse is from private hospital it requires 
authenticated from government hospitals. All excuses 
are supposed to be passed through concerned 
lecturers/advisors. Then excuses are entered in the 
central system to remove absents. 
 

Table 1   Students  Medical data 

 
 
If the above Medical data has to be shared between 
different college /organizations for analysis. Example, 
to find out breakout of epidemic diseases or   to find 
percentage of dropouts due to health reasons, etc. 
A first sight solution is to remove key attributes, 
which reveals personally identifying information  
leaving back Quasi-Identifiers. [8] Unfortunately still 
it is possible to identify individual records by combing 
different Quasi-Identifiers. 
Following are some of the protection models 
available   : 
 
1. Re-identification by Linking : consider the 
following table 2, where key attribute id and name are  
removed ,other  Quasi-Identifiers are left  for data 
analysis. If table 2 is compared with   Student 
information table (table 3) it is very easy to identify a 
record uniquely. 

 

TABLE 2 

 
 

 
 
K-Anonymity:   Samarati and Sweeney [9] 
introduced k-anonymity as the property where  each 
record can’t be distinguished from K-1 records. In 
other words A k-anonymized data set has the property 
that each record is similar to at least another   k-1  
records. these k records  are referred as equivalence 
class. 

 
 
K-anonymity solve the problem of  record linkage but  
attribute disclosure problem still remains There are 
two important attacks that take place in k-anonymity. 
i) Homogeneity Attack ii) Back Ground Knowledge 
Attack.[7].  
 
Homogeneity Attack: In this type of attack , all quasi 
identifier group will have homogeneous  sensitive 
data values. Attacker can confidently identify unique 
record. 
In this example if a person stay in  a particular 
zipcode  and age group is 20-27 ,as sensitive attribute 
Disease  is homogenous . it is easy to find unique 
record. 

 
 
Back Ground Knowledge Attack: Here attacker is 
searching for a particular record. 
 
Generalization: Here replace quasi-identifiers with 
less specific, but semantically consistent values. 
Some of the important generalization methods that 
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are used i are Full Domain generalization [10], sub-
tree generalization [11,12,13], cell generalization [14] 
and Multi dimensional generalization scheme[15]. 

Table 4 

 
 
Suppression: 
Two methods are available under this category.   

a) Record suppression 
b)  Value suppression. 
In record suppression the record is removed from 

the anonymized table if the no of records is less that a 
predefined threshold. In case of Value suppression , 
only few values in the quasi attributes are suppressed  
and is done by using a predefined threshold. 
suppressions are considered to be most expensive in 
the sense of information loss. [13] 
 
The l-diversity: 
To overcome short comes of k-anonymity, 
Machanavajjhala et al. [16] proposed  l-diversity. The  
technique of l-diversity not only maintains the 
minimum group size of k, but also focuses on 
maintaining the diversity of the sensitive attributes. 
Therefore, the l-diversity model [83] for privacy is 
defined as follows: 

”An equivalence class is said to have l--diversity if 
there are at least  l“well-represented” values for the 
sensitive attribute. A table is said to have l --diversity 
if every equivalence class of the table has l-diversity” 
 
Authors concluded that l-diversity is insufficient to 
prevent attribute disclosure and l-diversity may be 
difficult and unnecessary to achieve.[8] 
 
T-closeness model: 
A model is proposed in [8], which uses property that  
the distance  between distribution of sensitive 
attributes in the generalized and original tables is at 
most t. The Earth Mover distance metric is used in 
order to quantify the distance between the two 
distributions. 
Furthermore, the t-closeness approach tends to be 
more effective than many other privacy-preserving 
data mining methods in the case of numeric attributes. 
 
CONCLUSION 
 
Education system deserves high privacy preservation 
as other sectors. In this paper we have observed 

different types of protection models and their 
loopholes. Finally we want to conclude that  there is 
need of foolproof privacy preservation model  for 
educational data mining. 
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