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Abstract— Due to advances in technology and high speed of internet people are becoming more worried about information 
being hacked by attackers .Most common technique used in video steganography  is to store information in the LSB of the 
cover frames .Along with embedding, many different encryption techniques such as XOR, AES, DES, Hash have been applied 
to convert original message to secret form. Cover image selection is an important task in video steganography process which 
can act as one of the important security measure. Embedding along with encryption techniques makes video steganography 
stronger and reliable. This paper proposes a novel video steganography algorithm based on Divide and Conquer rule using 
midpoint logic. The proposed system considers all the parameters i.e. robustness, undetectability, and capacity required to 
design a more reliable and efficient system for hiding important information. 
 
Index Terms— Steganography ,AES Encyption,LSB. 
 
I. INTRODUCTION 
 
Information security requirement became more 
important, especially after the spread of Internet 
applications.  Steganography means invisible 
communication by hiding important data behind 
certain cover. There are various ways of hiding 
important data in digital mediums as shown in Fig. 1 
 

Fig .1: Steganography in digital mediums. 
 
Video Steganography is about hiding secret 
information within Video. Videos may use individual 
frames that flash with a great spead, but contain secret 
information when viewed as still images. Data  could 
also be hidden in video images  same ways as still 
images with the advantage that  since video files are 
larger than single image files, more  data could be 
hidden. It provides a novel method for hiding data. 
Some Video steganography algorithms can be easily 
detected by steganylytical detectors because of lack of 
security. 
 
II. CHARACTERISTICS OF STRONG 
STEGANOGRAPHY 
 
There are several other related parameters  which 
judge any method’s steganographic strength besides  
just hiding data .[1] These parameters decides whether 
method provides complete security to secret 
information or not. These parameters include: 

a) Capacity  i.e. amount  of  data that  can 
be hidden 

b)  Invisibility  i.e. inability for humans to 
detect a distortion in the stego-object 

c)  Undetectability   i.e. inability for a 
computer to use statistics or other 
computational methods  to differentiate 
between covers and stego-objects 

d) Robustness i.e. message’s ability to 
persist despite compression or other 
common modifications 

e) Tamper resistance i.e. message’s ability 
to persist despite active measures to 
destroy it 

f) Signal to noise ratio i.e. how much data 
is encoded versus how much unrelated 
data is encoded. 

 
III. LITERATURE REVIEW 
 
Any video file is generally comprised of an audio and  
still images. So encrypted secret message can either be 
hidden in an audio or in image  file. Audio files 
contains some free bits or  unused bits   in which secret 
data can be  hidden. Basically, hiding data in Video 
includes two fundamental techniques, Encryption of 
secret message followed by Embedding of secret 
message into the Video. 
In Hash based least significant bit technique [2], A 
spatial domain technique is used where the secret 
information is embedded in the LSB of the cover 
frames. Eight bits of the secret information is divided 
into 3, 3, 2 and embedded into the Red Green Blue  
pixel values of the cover frames and  A hash function 
is applied to select the position of insertion in LSB 
bits. Analysis is done based on two parameters i.e. 
Mean square Error and peak Signal to Noise Ratio 
(PSNR).PSNR value is collated to the original cover 
video and the Mean Square Error (MSE)  is measured 
between the original and steganographic files 
averaged over all video frames. Image Fidelity (IF) is 
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also one of the parameter that is considered and 
measured  ,its  results show minimal degradation for 
the steganographic video file. 
In LSB based hybrid approach for video 
steganography [3], AES is applied and one or two or 
three LSB of each pixel in video frame are  replaced . 
In this technique security level is increased  when 
number of LSB substation bit is increased i.e. PSNR is 
greater for 1 bit than 3 bit substitution.  
In Video Steganography based on Integer Haar 
Wavelet Transforms for Secured Data Transfer[4], it 
proposes a video steganography technique  based on 
Haar Integer Wavelet Transforms( HIWT) and Least 
Significant Bits (LSB) .  This is different approach of 
data hiding in which it suggests to divide cover video 
into RGB frames and then  text which is  in binary 
form is placed into the LSBs of IWT coefficients. The 
reverse process of data hiding is used to extract 
embedded text from stego-video . Audio Video 
Interleave (AVI) file are used for implementation of 
the proposed system. The experimental results proved 
that proposed system has shown imperceptible 
modifications in AVI videos that lead to high security 
and an eavesdroppers inability to detect hidden data.  
In Improved Protection In Video Steganography 
Using DCT and LSB [5],Ithis approach suggests text 
file is embedded in a video file in a manner  that the 
video does not lose its functionality using DCT and 
LSB Modification method. This approach provides 
high security to an eavesdropper’s inability to detect 
hidden information. This approach applies 
indistinguishable modification.  In this method, cover 
image is broken into 8X8 block of pixels. DCT is 
applied to each block .Each block is then compressed 
through quantization table and then Calculate LSB of 
each DC coefficient and replace with each bit of secret 
message this way  stego video is generated. On 
receiver side, stegoimage is broken into 8X8 blocks of 
pixels. Working from top to bottom and left to right  
subtract 128 in each block of pixels and then DCT is 
applied to each block. Calculate LSB of each DC 
coefficient. Retrieve and convert each 8 bit into 
character. 
 
In Enhancing Data Security Using Video 
Steganography [6],AES and SHA-1 are used for  
encrypting secret message . The  video which is 
composed of images and  audio is extracted and From 
this extracted audio the stego file is formed  by hiding  
secret data in the audio instead of  image frames. 
Audio is composed of unused bits or free bits  which 
can be used to hide data secretly. Advanced 
Encryption standard can be used  to make the file more 
robust against attack. As a result of this complex data 
hiding method the generated stego file remains intact 
and then transmitted over the communication channel . 
The stego file can be extracted on other side by 
performing the reverse procedure. The resultant data is 
the encrypted secret data which is again decrypted to 
obtain original data. 

IV. ANALYSIS OF METHODS UNDER 
CONSIDERATION 
 
Table 1 shows analysis of different techniques that are 
used in Video Steganography and under consideration. 
These techniques are using embedding techniques and 
encryption techniques for hiding data in videos. It also 
summarizes advantages and disadvantages of different 
video steganography techniques. 
 

Table 1  .Analysis of video steganography 
techniques 

 

 
 
V. PROBLEM DEFINITION 
 
Thus all Video Steganography techniques under study 
are based on two fundamental techniques encryption 
technique most common among them is AES  and 
Embedding technique based on LSB . All these 
techniques embed data sequentially within the Video. 
The problems or the limitations in these techniques 
have possibility of being detected by Eavesdropper. 
This proposed system has following objectives for 
hiding data securely in videos: 
 

a) Hidden data should be difficult to detect. 
b) Capacity of Hidden data should be increase 
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c) Host video quality must not change. 
 
VI. PROPOSED SOLUTION 
 
Taking all of this information into consideration, a 
simple but somewhat novel steganography tool for 
hiding data in Video files is proposed. Four Stages on 
sender end are shown in Fig. 2. 
 

a) Encryption Technique i.e. used for 
converting original secret message to 
encrypted message 

b) Selection of frames of the selected video 
c) Data embedding into selected frames 
d) Resequence the frames to form stego video 

 
 
 

 
Fig. 2 Block Diagram At Senders End 

 
Four stages on receiving end are 
 

a) Receive the stego Video 
b) Selection of frames 
c) Extraction of data embedded 
d) Decryption of encrypted message to get 

original message 
 
 

 
Fig. 3: Block Diagram At  Receivers  End 

 
VII. PROPOSED ALGORITHM 
 
Proposed Algorithm at Senders End 
 

a) Input AVI Video 
b) Retrieve Frames 
c) Encrypt Message to transfer using AES 

algorithm 

d) Convert the encrypted message to Binary 
form so that it can be used to store in the LSB. 

e) Apply Divide and Conquer Rule (Midpoint 
logic) to get the frames in which the secret 

f) message has to be stored. 
g) Store the secret message in LSB in 3, 3, 2 

manner i.e. R G B 
h) Arrange the frames in sequential manner 

after storing the secret message. 
i) Form a stego video similar to original video. 

 
Proposed Algorithm at receiving end 
 

a) Get the stego video 
b) Extract frames from the stego video 
c) Get the frames which contain the secret 

message applying divide and conquer 
d)  Extract the secret message in binary form 

from LSB of those frames. 
e)  Apply AES to get the secret message. 
f)  Arrange the frames and get original video 

 
Advanced Encryption Technique 
AES is the  standard symmetric encryption algorithm 
for US federal organizations (and as standard for 
pretty much everybody else, too) and successor of 
DES. AES Technique accept keys of 128, 192 or 256 
bits. 128-bit blocks are efficient in both hardware and 
software. It is the most selected technique through an 
open competition involving hundreds of 
cryptographers during several years. 
 
Selection of frames 
A video stream, AVI (Audio Video Interleave) file is a 
multimedia container format contains both audio and 
video data in a file container that allows synchronous 
audio-with-video playback.Secret message is 
encrypted using AES algorithm, and then encrypted 
message is embedded into Video. Frames are selected 
using Divide and conquer rule (Midpoint logic).  To 
get the final solution for the complex problem, a  
divide and conquer algorithm is used in recursive 
manner which suggests to  break down the complex 
problem into sub-problems of the same or related type, 
until these become simple enough to be solved 
directly. Solutions to the sub-problems are then   
combined to give final solution for  the original 
problem. 
Divide step means  breaking down  the problem into 
several sub problems that are similar to the original 
problem but smaller in size 
Conquer step meaning to solve the sub problems 
recursively. Base case: If the sub problem size is small 
enough (i.e., the base case has been reached) then 
solve the sub problem directly without more recursion. 
Combine step is used  to create a solution for the 
original problem by finding solutions to subproblems. 
Embedding data in selected frames 
Least Significant Bit (LSB) is a simple technique used 
to embed data into video file. This technique suggests  
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to embed eight bits of secret data  in the LSB of RGB 
pixel  value of the carrier image in the form  3,3,2  
respectively. The first three bits of the secret message 
are embedded inside three (03) bits of LSB of Red 
pixel, next three bits in the three (03) bits of LSB of 
Green pixel and then the remaining two bits of secret 
message are embedded in two (02) bits of LSB of Blue 
pixel. 
 
CONCLUSION 
 
Information security requirement became more 
important, especially after the spread of Internet 
applications. This paper presents a novel technique for 
hiding data in videos and adds one more layer for 
providing security. As data is stored randomly in the 
frames it is difficult to detect and not easily noticeable, 
also data storage capacity also can be enhanced 
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