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Abstract— Now a days Botnets are one of the most serious threat to internet world. Most of the botnets have centralized 
command and control architecture. However, peer-to-peer structured botnets have gradually emerged as a new advanced form 
of botnets. Without command and control servers, Peer to peer botnets are more resilient to defense countermeasures than 
traditional centralized botnets. This report provides systematic study of Peer to peer botnets. This report highlights analysis of 
four distinct important techniques. The distinct techniques studied, analyzed and reviewed are Using Multiphase flow Model, 
Using Correlation Algorithm, Using Irregular phase Similarity and Using Preliminary Host and Network Based analysis. All 
these techniques are better solution to detect Peer to Peer botnets .Some important findings are False positive rate is more in 
case of Multi-phased flow model whereas less when using Behavioral Correlation Algorithm. It is able to identify unknown 
Peer to peer botnets even in the case that target network had only a single bot  when technique used based on Irregular phased 
similarity.Using Preliminary host and network based analysis ,we need to spend a lot of time in accomplishing the continuous 
characterization due to network violations in emerging peer to peer botnets. 
 
Index Terms—Botnet,Command and Control,Peer to Peer 
 
I. INTRODUCTION 
 
“Botnet" is a network of compromised computers 
(bots) running malicious software, usually installed via 
all kinds of attacking techniques such as Trojan 
horses, worms and viruses . These zombie computers 
are remotely controlled by an attacker, so-called 
“Botmaster". Botnets with a large number of 
computers have enormous cumulative bandwidth and 
powerful computing capability. They are exploited by 
botmasters for initiating various malicious activities, 
such as email spam, distributed denial-of-service 
(DDOS) attacks, password cracking and key logging. 
Botnets have become one of the most significant 
threats to the Internet.  
 
The botnet controller community features a constant 
and continuous struggle over who has the most bots, 
the highest overall bandwidth, and the most 
"high-quality" infected machines, like university, 
corporate, and even government machines. 
 
Today, centralized botnets are widely used. Among 
them, Internet relay chat (IRC)-based botnets [2] are 
the most popular ones, which use IRC to facilitate 
command and control  communication between bots 
and botmasters. In a centralized botnet as shown in 
Figure 1, bots are connected to one or several servers to 
obtain commands. This architecture is easy to 
construct and very efficient in distributing botmaster's 
commands; however, it has a single point of failure - 
the command and control server. Shutting down the 
IRC server would cause all the bots lose contact with 
their botmaster. In addition, defenders can also easily 
monitor the botnet by creating a decoy to join in the 
specified IRC channel.   

 

 

 
Figure 1:Centralized Botnet[1] 

 
Recently, peer-to-peer (P2P) botnets , such as 
Trojan.Peacomm botnet[3]  and Stormnet[4] , have 
emerged as attackers gradually realize the limitation of 
traditional centralized botnets. Just like Peer to peer 
networks, which are resilient to dynamic churn (i.e., 
peers join and leave the system at high rates ), Peer to 
peer botnet communication won't be disrupted when 
losing a number of bots. In a Peer to peer botnet as 
shown in Figure 2, there is no centralized server, and 
bots are connected to each other topologically and act 
as both C&C server and client. Peer to peer botnets 
have shown the advantages over traditional centralized 
botnets. As the next generation of botnets, P2P botnets 
are more robust and difficult for security community to 
defend. 
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Figure 2:Peer to Peer Botnet[1] 

 
Besides botnet propagation and communication 
schemes, botnet performance is another important 
issue cared by both botmasters and defenders. 
Performance for P2P botnets can be measured along 
three dimensions: 
 

 Effectiveness: How powerful a P2P botnet can 
be when launching an attack. 

 Efficiency: How long it would take for 
majority members of a P2P botnet to get 
informed after a command is issued. 

 Robustness: How resilient a botnets is to 
failures in the network, such as bots being 
removed by defenders. 

 
II. LITERATURE SURVEY  
 
Lot of research has been conducted to analyze and 
detect peer to peer bots. Signature-based malware 
detection is effective and still widely used. But 
anti-signature techniques, such as polymorphic 
technique [5], make it possible for malware to evade 
such detection systems. Therefore, instead of doing 
static analysis, defenders start considering dynamic 
information for detection.Gu et al. presents a general 
botnet detection framework referred to as BotMiner[6] 
that is independent of botnet protocol,structure ,and 
infection model.The proposed approach was evaluated 
using real network traces.The results show that 
BotMiner has high detection rate and generates low 
number of false positives and negatives.The limitation 
is that BotMiner can only detect the Botnet when 
monitored network has more than one bot. 
Different mechanisms for detecting P2P botnets are 
 

 Using multi-phased flow model[7] 
 Using Behavioral correlation[8] 
 Using Model and algorithms based on 

Networks       streams analysis[9] 
 Based on irregular phased similarity[10] 

 Through Malicious fast flux network 
identification[11] 

 Entelecheia : Detecting them in their waiting 
stage[12] 

 Using statistical fingerprints[13] 
 Using SVM based framework[14] 
 Based on online error model[15] 
 Based on preliminary study of Host and 

Network level analysis [16] 
 Finding malicious P2P networks via internet 

connection graphs[17] 
 

The method “using multi-phased flow model” 
proposes a useful method for modeling multiphased 
flows of P2P botnet traffic. It  focus on the feature that 
a peer bot generates multiple traffic to communicate 
with large number of remote peers. In this case, 
phased botnet flows have similar patterns, which 
occur at irregular intervals. It suggests to compress 
duplicated flows via flow grouping and construct a 
transition model of the clustered flows using a 
probability-based matrix. A flowstate is decided by 
features consisting of; protocol, port, and traffic. This 
model involves transition information about the state 
values. Finally, the likelihood ratio is used 
for detection. In the experimental evaluation, the 
efficiency of  proposed system is tested with the 
SpamThru, Storm, and Nugache botnets. 
 
The method “Using behavioral correlation” presents 
an algorithm to detect an individual P2P bot running 
on a system by correlating its activities. The evaluation 
shows that correlating different activities generated 
by P2P bots within a specified time period can detect 
these kind of bots. 
 
The method “Using Model and algorithms based on 
Network streams analysis” provides a new method for 
detection based on the network stream analysis. It 
states that because the P2P streams reveal the 
characteristics of paroxysm and distribution, can be 
filtrated them with other streams. Then, according to 
the cohesion in a P2P network, we can figure out the 
set of peers in a P2Pnetwork. Finally, by contrasting 
with the common botnet actions of the peers in 
a P2P network, a P2P-Botnet can be 
distinguished from the P2P networks. Besides all, 
plenty of experiments have been done and proved the 
efficiency and veracity of this method. Different 
botnets detected by this method are Storm,slapper,and 
Nugache. 
 
The method “Based on irregular phased 
similarity“proposes a novel 
common  P2P botnet detection approach that is able to 
identify unknown P2P botnets, even in the case that 
the target network had only a single bot. The traffic 
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generated by a P2P bot has  phased similar patterns, 
which occur at irregular intervals.This feature is 
called Phased Similarity (IPS). The proposed 
approach detects P2P bots by identifying IPS 
characteristic. The experimental evaluation shows the 
efficiency of the approach on detecting the Storm and 
Waledac botnets. 
 
Detection “Through malicious fast flux network 
identification” proposes different approach by 
identifying malicious FFSNs, fastflux service network
s (FFSNs). It defines and computes a number of 
metrics from captured network flows which are 
analyzed using machine learning classification. For 
the proposed approach, it shows experimentally that 
the presence of botnets may be detected with a high 
accuracy and identify its potential limitations. 
In the method ,”Entelecheia:Detecting botnets in their 
waiting stage”,the name Entelecheia stands for Entrap 
Treacherous elements through clustering hosts 
exhibiting irregular activities. It proposes a simple 
intuitive, effective approach by identifying their social 
behavior. It assumes no signatures or prior knowledge 
and can be seen as first step in developing behavioral 
based approach .Entelecheia is complementary to 
other botnet detection approaches such as deep packet 
inspection and detection methods in other stages of 
their life cycle.This approach has been tested on Storm 
and Nugache botnets and produces score of 91.8% 
 
The method “Using statistical fingerprints”, propose a 
novel  botnet detection system that is able to identify 
stealthy P2P botnets, even when malicious activities 
may not be observable. First, this system identifies all 
hosts that are likely engaged in P2P communications. 
Then, derives statistical fingerprints to profile 
different types of P2P traffic, and leverage 
these fingerprints to distinguish 
between P2P botnet  traffic and other legitimate 
P2Ptraffic. This system is able to detect 
stealthy P2P botnets even when the underlying 
compromised hosts are running 
legitimate P2P applications (e.g., Skype) and 
the P2P bot software at the same time. The 
experimental evaluation is based on real-world data 
shows that the proposed system can achieve 
high detection accuracy with a low false positive rate. 
 
 
The method “Using SVM based framework” proposes 
a proactive botnet detection framework using Support 
Vector Machine (SVM) to identify P2P botnets based 
on payload independent statistical features. The 
investigation is based on the assumption that there 
exists significant difference between flow feature 
values of P2P botnet traffic and that of normal web 
traffic.The method considered Nugache bot to extract 

flow features. This optimized method yielded 
approximately 99.01% accuracy.  
The method “using online error model”, the use of the 
network online failure can distinguish the normal 
flow, P2P flow and the flow infected by the botnet. It 
can abstract the relevant characteristic values by 
observing the normal flow, the P2P   flow and 
the online failure from the botnet intranet to the outer 
net, and then the characteristic values can create 
the detection model through the machine learning. 
The use of the detection model can distinguish the 
different kinds of flows. 
 The method for detecting botnet “ Based on 
preliminary study of  Host and Network level analysis” 
provides the detail analysis on host-based analysis and 
network-based analysis to detect P2P bots that will 
reveal their unique characteristic and behaviors. The 
result of experimental testbed on datasets shows that it 
is possible to detect effectively P2P Botnet in 
standalone host and   network packet's payload. Thus, 
this analysis can be used for early warning of 
P2P Botnet activities in the host-and network-level as 
prevention mechanism. 
In the method, ”Finding malicious P2P networks via 
internet connection Graphs” reviews  
state-of-the-art botnet detection algorithms that reveal 
the control traffic of malicious peer-to peer 
(P2P) networks by targeting topological properties of 
their interconnectivity graph. This class 
of detection methods does not rely on the exchanged 
content and therefore is also applicable to encrypted 
control traffic. However, in practice, an ISP 
monitoring customer traffic over an edge router will 
usually see only a fraction of the overall botnet, thus 
restricting the available bot connectivity information 
and limiting the applicability of general 
community detection approaches. Experiments 
conducted  shows that graph based botnet detection 
can provide good results but depends strongly on 
underlying background traffic and the share of bots 
present in the monitored network. 
  

In the next section, four distinct Peer to peer botnet 
detection mechanisms i.e. Using Behavioral 
Correlation, Using Multiphase flow Model, Using 
Irregular phase similarity, Using preliminary Host and 
Network based analysis are discussed.   
 
III. DETECTION MECHANISMS: DISCUSSION 
AND ANALYSIS 

 
All these techniques are better solution to detect Peer 
to Peer botnets. Some important findings are False 
positive rate is more in case of Multi-phased flow 
model whereas less when using Behavioral 
Correlation Algorithm. It is able to identify unknown 
P2P botnets even in the case that target network had 
only a single bot  when technique used based on 
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Irregular phased similarity.Using Preliminary host 
and network based analysis ,we need to spend a lot of 
time in accomplishing the continuous characterization 
due to network violations in emerging P2P botnets. 
Table  1 summerises the analysis as shown below: 

   
Table 1:Comaparison of techniques under 

consideration 

 
 
CONCLUSION 
 
In this report, We have provided a systematic study on 
P2P botnets, a new form of botnets from multiple 
dimensions. Different detection mechanisms are 
reviewed. Four distinct methods studied, analysed, and 
reviewed are Detection using Behavioral correlation, 
Using Multi-phased flow model, Using Irregular phase 
Similarity, and Using Preliminary Host and Network 
based analysis. All these techniques are better solution 
to detect Peer to Peer botnets.Some important findings 
are False positive rate is more in case of Multi-phased 
flow model whereas less when using Behavioral 
Correlation Algorithm. It is able to identify unknown 
P2P botnets even in the case that target network had 
only a single bot  when technique used based on 
Irregular phased similarity. Using Preliminary host 

and network based analysis ,we need to spend a lot of 
time in accomplishing the continuous characterization 
due to network violations in emerging p2p botnets 
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