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Abstract: Trend of cost-cutting through outsourcing processes is increasing among enterprises. Cloud computing is being 
viewed as a great promise. Many business-critical functions are outsourced to cloud, termed as Delegation of Computation. 
Currently it relies on trust, hence limited to private clouds. But to extend this concept to public cloud it is required that the 
results of delegated computation can be verified; thus making delegation possible in untrusted environments too. 
Verifiability of computation has been achieved previously through interactive proof systems, having high communication 
cost. Methods based on cryptography are of high complexity making them unsuitable for mobile clients. This paper proposes 
a verifiable delegation protocol based on homomorphic cryptography, a latest technology for Cloud computing. Reduced 
communication and computation cost make the proposed scheme suitable for light-weight devices.  
 
General Terms: Verifiable delegation of computation, interactive proofs, applications of homomorphic encryption 
 
I. INTRODUCTION 
 
Since decades verifying the output of a computation 
has been an issue of research. Many proposals like 
interactive proofs (IPs), interactive arguments (IAs) 
and probabilistically checkable proofs (PCPs) [1,2] 
have been appeared. All these protocols consider two 
parties – a prover and a verifier. The prover P 
performs a computation and sends V the answer. P 
and V then engage in a randomized protocol 
involving the exchange of one or more messages; 
where P’s goal is to convince V that the answer is 
correct. Results quantifying the power of IPs, IAs, 
and PCPs represent some of the most celebrated 
results in all of computational complexity theory 
[1,2], but until recently they were mainly of 
theoretical interest, far too inefficient for actual 
deployment. 
Increasing popularity of cloud computing has brought 
renewed interest in positive applications of protocols 
for verifiable computation. A typical motivating 
scenario is as follows. A business processes billions 
or trillions of transactions a day. The volume is 
sufficiently high that the business cannot or will not 
store and process the transactions on its own. Instead, 
it outsources the processing to a third party service 
provider like cloud. This outsourcing of critical 
processes and computations raises issues of trust: the 
business may be concerned about correctness of 
transactions, number of dropped transactions, or 
correctness of algorithms (they should be bug-free), 
or unattended/undetected hardware faults. A greater 
problem is that the business may doubt the loyalty of 
the cloud operator thinking that it may be deliberately 
deceptive or can be externally compromised. In all 
these cases, key to trust is that each time the business 
asks the cloud to perform a process, the business 
should also demand a guarantee that the returned 
answer is correct. This is precisely what protocols for 
verifiable computation accomplish, with the cloud 

acting as the prover in the protocol, and the business 
acting as the verifier. 
Recent research shows a trend towards exploring 
methods for verifiability of processing in the cloud. 
The new approaches are considering verifiability of 
homomorphic computations [3], verifiable 
implementations of algorithms [4], and verifiable 
computations over public logs [5] for transaction 
tracing. 
Cloud computing has a lot to offer in terms of 
computational power for lightweight and mobile 
computing devices. The pay-per-use is a prominent 
feature leading to growing popularity,  as companies 
and users reduce their computing assets and turn to 
weaker computing devices; thereby delegating a 
number and variety of computations to cloud service 
providers. Yet the monetary benefits related to such 
services raise a concern about trust. The major risk 
here is that the business critical computations are 
being performed remotely by untrusted parties that 
may be error-prone or even malicious. This motivates 
exploring methods for delegating computations 
reliably: a weak client delegates his computation to a 
powerful server. After the server returns the result of 
the computation, the client should be able to verify 
the correctness of that result using considerably less 
resources than required to actually perform the 
computation from scratch. Users may benefit a lot by 
outsourcing the computational intensive functions to 
the cloud, the data can well be secured through 
encryption, but can the computation be performed 
over encrypted data? Even if it is practically feasible, 
can the user trust that the results returned by the cloud 
are correct? Verifiable delegation of computation 
(VDoC) is a possible solution.  
VDoC is a paradigm where a delegator (commonly a 
lightweight device) delegates data and function to be 
computed over it to a worker (such as cloud service 
provider). For security purposes this data may be 
encrypted. The worker returns the result of 
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computation along with a proof that the result is 
correct. Delegator processes the proof and 
accordingly accepts or rejects the result. The major 
requirement over here is that cost of verification 
process should be much less than actual computation. 
A few protocols, implementations and results in the 
field of VDoC have been produced. Most of the work 
in this field has been directed towards efficient 
verification of result of a computation, or towards 
secure computation thereby using cryptographic 
primitives. Yet, in the light of monetary benefits 
related to outsourced computations, clouds have a 
motivation to provide imprecise results or some 
previously calculated results. Hence, we should steer 
the direction of research towards ensuring that the 
computation is indeed done over the provided input. 
Existing schemes which accomplish this rely on the 
soundness of cryptographic primitives involved, or 
they depend on heavy communication between 
delegator and worker. That is why effort to decrease 
the communication costs is also a possible research 
area. 
 
II. RELATED WORK 
 
The theoretical community has given much attention 
to the verifiable computation of arbitrary functions 
set in different scenarios. Generally, in a verifiable 
computation, a client wants to delegate a 
computationally heavy task to a remote server while 
being able to verify the result in a very efficient way. 
Majorly, the approaches can be classified into 
interactive and non-interactive methods. Interactive 
proofs like that of [6] involve much exchange of 
messages so that a powerful (e.g. super-polynomial) 
prover can (probabilistically) convince a weak (e.g. 
polynomial) verifier of the truth of statements that the 
verifier could not compute on its own. To make this 
work of verification even lighter, that is the verifier 
should be able to establish correctness of a proof by 
checking only few number of bits, the concept of 
probabilistically checkable proofs (PCPs) was 
suggested. However, the PCP proof might be too long 
for the verifier to process. To avoid this complication, 
Kilian proposed the use of efficient arguments [7] in 
which the prover sends the verifier a short 
commitment to the entire proof using a special 
construction called Merkle tree. The prover can then 
interactively open the bits requested by the verifier 
(this requires the use of a collision-resistant hash 
function). A non-interactive solution can be obtained 
using Micali’s CS Proofs [8], which remove 
interaction from the above argument by choosing the 
bits to open based on the application of a random 
oracle to the commitment string. In more recent work, 
Goldwasser et al. [9] show how to build an interactive 
proof to verify arbitrary polynomial-time 
computations in almost linear time. They also extend 
the result to a non-interactive argument for a 
restricted class of functions. Both [7] and [8] are non-

interactive protocols. Gentry, Gennaro and Parno [10] 
not only introduced the notion of “verifiable 
computation”, but also gave a proper protocol. They 
suggested a scheme that is non-interactive, works for 
any function, and is provable in the standard model. It 
also provides the client with input and output privacy, 
a property not considered in previous works. 
In the definition proposed by Gennaro, Gentry, and 
Parno [10] (and later adopted in several works, e.g., 
[11, 12, 13, 14]), to delegate the computation of f(D), 
the client has to compute an encoding 휏  of D, which 
depends on the function f. However, if we want to 
choose f after outsourcing D, the computation of 휏  is 
no longer possible. Alternatively, one could keep the 
entire input D locally and then compute 휏  from D 
and f, which would yield a running time proportional 
to the input size. In other work (e.g.,[15, 16]) the 
efficiency requirement for a client is to run in time 
poly(n, log T), when delegating a function f that runs 
in time T and takes inputs of size n. The notion of 
multi-function verifiable computation proposed in [10 
and 16] is close to our model, in that a client can 
delegate the computation of many functions on the 
same input D, while being able to efficiently verify 
the results. 
Currently, the best performing, fully general-purpose 
verifiable computation protocols [17, 18, 19] are 
based on Quadratic Arithmetic Programs (QAPs). To 
provide non-interactive, publicly verifiable 
computation, as well as zero-knowledge proofs (i.e., 
computations in which some or all of the worker’s 
inputs are private) recent systems [20, 21] have 
converged on the Pinocchio protocol [22] as a 
cryptographic back end. Pinocchio, in turn, depends 
on QAPs. While these protocols have made proof 
verification nearly practical, the cost to generate a 
proof remains a significant barrier to practicality. 
Indeed, most applications are constrained to small 
instances, since proof generation costs 3-6 orders of 
magnitude more than the original computation. 
These solutions also work in a model where the client 
needs to know the input of the computation, and it 
also has to engage in an interactive protocol with the 
server in order to verify the results. In contrast, our 
work considers a completely non-interactive setting 
in which the proof is transferred from the server to 
the client in a single round of communication, similar 
to [23]. 
Currently, many verifiable delegation approaches, 
like [4, 24, 25, 26, 27] use homomorphic encryption 
as a cryptographic primitive. The basic idea is to 
either make output of a homomorphic computation 
verifiable, or to implement a homomorphic hash to be 
used for verification. 
 
III. PROPOSED PROTOCOL AND    SCHEME 
 
As has been observed in many verifiable delegation 
protocols, the proof that is sent back by worker 
depends on the input. If the worker is able to read the 
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inputs then worker is also able to generate the proof 
independent of whether the results of computation 
were correct or not. What we propose here is a 
method to verify that the computation was performed 
on the actual inputs that were sent to the worker by 
integrating the proof computation into the function to 
be performed over the inputs. Also, to ensure 
security, the inputs are sent in encrypted form. The 
computation is performed over the encrypted input 
homomorphically. Similarly, the proof is also 
generated over the encrypted input so that fool-
proofness is ensured. Thus, our scheme requires some 
homomorphic encryption primitives, and then a 
protocol is proposed over it. 
1.1 Cryptographic Primitives 
Homomorphic encryption allows performing of an 
operation over ciphertexts thus alleviates the need of 
revealing data to the worker. The requirement of our 
protocol is a fully homomorphic encryption scheme 
in symmetric key setting. The prevalent FHE schemes 
are based on public key cryptography and require 
large keys and involve complex computations. Since 
the delegator and verifier roles can be merged into the 
same party for many practical applications, using 
symmetric keys can be advocated. Also, symmetric 
keys occupy less space. The proposed method is 
based on asymmetric somewhat homomorphic 
scheme of [28]. 
The Encryption algorithm is shown below.  

 
Parameter values: To enable proper modular 
operations during computation phase of protocol, we 
pick key > s and r > key. 
1.2 Protocol 
The communication complexity of a delegation 
protocol stems from the number of phases and 
number/length of messages exchanged between the 
delegator-verifier and worker. The number of phases 
can be reduced if the challenge can be sent along with 
the input data. Our main idea is to prepare a challenge 
which depends on the input data, yet can be made 
independent of the number (size) of input data. First, 
we propose the straight-forward protocol and then 
suggest how it can be adapted to make it independent 
of size of input. 
The challenge is constructed in the form of a vector 
of bits equal to number of inputs. This choice vector 
has all 0’s except a 1 at the position of the selected 
input. The proof generation function which is built 
into the function to be computed, returns the “proof” 
which is actually a function of the selected input. 
Since this choice is encrypted, it is unknown to the 

worker. Hence, a correct value of ‘proof’ indicates 
that computation has been performed over the sent 
input data only. 
The proposed input verifiability protocol is in the Fig 
1. 

 
Figure 1 Proposed Protocol 

 
Formally, the steps are: 
Phase I: Delegation 
Step 1: Input Preparation 
For data input be the vector of inputs〈푑 ,푑 , … ,푑 〉, 
and choice be the vector of bits such that only one of 
them is 1, all other 0’s. Size of choice is also n. Now, 
encrypt bits of choice using Encryption method E. 
Let choice be 〈푏 ,푏 , … ,푏 〉 which after encryption 
becomes〈푐 , 푐 , … , 푐 〉, that is 퐸푛푐(푏 ) → 푐 , 푖 =
1,2, … , 푛 
Step 2: Send Input  
Send (〈푑 ,푑 , … ,푑 〉, 〈푐 , 푐 , … , 푐 〉,key)  to Worker 
Phase II: Computation 
Step 1: Worker computes푓′(〈푑 ,푑 , … , 푑 〉) →
푟푒푠푢푙푡. 푓′ has additional functionality, that is, besides 
computing 푓(〈푑 ,푑 , … ,푑 〉), it also computes 
푔(〈푑 , 푑 , … , 푑 〉, 〈푐 , 푐 , … , 푐 〉) → 푝푟표표푓 calculated 
as: 푝푟표표푓 = ∑ (푑 ∗ 푐  mod 푘푒푦). 
Step 2: Worker sends result and proof to the 
delegator. 
Phase III: Verification 
Delegator verifies 푝푟표표푓 mod 푠 = 푑 mod 푠 where 
푏 = 1, if yes then accept result, else reject. 
 
1.3 Modification for constant size challenge 
In the proposed protocol the size of choice vector 
depends on the number of inputs. This might pose a 
problem when number of inputs is very high. To 
resolve this issue we can restrict the challenge to a 
constant size, say k. And further, the input is selected 
only from the first k inputs. Thus, the size of 
challenge will be constant. This clearly does not 
affect the security of the scheme or effectiveness of 
the protocol. 
1.4 Example 
This section illustrates the proposed protocol through 
a small example. Let the input to be sent to the 
worker be five numbers (3, 15, 13, 9, 8). And the 
challenge is to be based on the choice (0, 0, 0, 1, 0). 
Thus we have selected the fourth input, that is 9.  
Phase I: Here we need to encrypt all input numbers 
and choice bits. Let the key=47609, s=13.  
The choice bits are encrypted as: (2727376809, 
3065972030, 2241764996, 2286612662, 
1746440986). 
The data and encrypted choice is sent to the worker.  
Phase II: Worker computes the proof as  

Enc(m, s, key) 

Step 1: Hide the message m by choosing a number n in 
ℤ  equivalent to m.  

Step 2: Select any random number r > key 

Step 3: Compute 푐 = 푛 + 푘푒푦 ∗ 푟 

Step 4: Output c as ciphertext 
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푝푟표표푓 = ∑ ((푑 ∗ 푐 ) mod 푘푒푦) = (3 ∗
2727376809)mod 47609 + (15 ∗3065972030)mod 
47609  + (13*2241764996)mod 47609 + 
(9*2286612662)mod 47609 + (8*1746440986)mod 
47609 = 1153 
Phase III: The proof is verified as 1153 mod 13 = 9, 
which is in fact the selected input in phase I. Hence, 
result can be accepted. 
1.5 Advantages 
A major advantage of the proposed protocol is 
reduced communication cost since there is lesser 
number of phases. Proof generation is built-in into the 
delegated function, thus a proof cannot be constructed 
without actually computing the delegated function. 
The proposal is free from the rejection problem (if the 
worker is aware of acceptance or rejection of the 
computation’s result it may take counter-steps for 
future to manipulate the proofs). But, in the proposed 
protocol result of verification phase is not reflected 
back or does not trigger a resend so that the worker 
does not have any clue whether the result was 
accepted or rejected. The suggested protocol of this 
paper is much suitable for devices with limited 
resources. This is so because preparation of input 
requires some fixed number of encryptions, which are 
very low cost operations. Moreover, if the key used 
for some subsequent delegations is same, then same 
choice vector can be used and no rework is required. 
It does not affect security also.  
The only issue of concern is the overhead involved in 
integrating proof calculation within the computation. 
it requires modification of the function itself. We 
counter this by stating that many VDoC protocols use 
FHE, hence the functions have to be modified for 
homomorphic operations. These modifications are 
much costlier than our suggestion. 
1.6 Mathematical Analysis 
Length of input sent to the worker depends on the 
number of inputs and size input for the delegated 
function. The size of ciphertexts of the choice bits 
depends on size of s and key. Let us say that key is of 
size 휇  bits, where µ is bit-length of largest input. 
Thus, size of ciphertext is  휇  bits long.  
Communication overhead incurred by sending the 
challenge along with data can be computed as the 
ratio of lengths of actual input and the prepared input.  
Length of input prepared to be sent to worker = sum 
of bit-length of n inputs, n ciphertexts of choice and 
key =   푛 ∗ (휇 +  휇 ) + 휇   
Communication overhead = ∗(  )  

∗
= Ο(휇 ) 

The computation overhead caused by involving proof 
computation should also be measured. This 
computational cost is governed by most costly 
operation, that is, multiplication of 2n numbers 푑  and 
푐  mod 푘푒푦. The bit lengths are µ and 휇  
respectively. Hence, cost of multiplication is Ο(휇 ) 
bit operations or Ο(n)  integer operations. Thus, 
computation overhead is linear in input size. 

Verification procedure consists only of modulo 
divisions. Time complexity of verification is Ο(휇 ) 
bit operations or Ο(1)  integer operations.  
Cost of input preparation: The cost of input 
preparation is in fact cost of encryption of n numbers. 
Hence, the cost is Ο(휇 ) bit operations or Ο(n)  
integer operations. This cost is linear in input size. It 
can be reduced to by modifications suggested in 
Section 3.3. 
 
IV. IMPLEMENTATION RESULTS 
 
The runtimes recorded for various steps of the 
protocol are shown in tables below. The parameter µ 
is varied as increasing value, and corresponding 
growth of the run time is noted. The recorded runtime 
in nanoseconds is shown in Table 1, 2 and 3 for 
different values of n. It can be observed that 
Encryption process requires much more time than 
proof generation or verification. 
Table 1 Runtime in nanoseconds for various 
values of µ at n=4  

µ Encryptio
n 

Proof  
Generatio
n 

Verification 

4 1087551 27461 80571 
5 2288263 28365 83381 
6 2633177 34703 137000 
7 3491388 52205 148467 
8 4406934 54016 155105 
9 5866558 57939 170796 
10 9660614 59447 207311 

 
Table 2 Runtime in nanoseconds for various 
values of µ at n=5 

µ Encryptio
n 

Proof 
Generatio
n 

Verification 

4 1318700 34099 83588 
5 2739397 43152 90922 
6 3546007 58926 148769 
7 3842338 64275 155408 
8 4817331 66991 154502 
9 6888627 70612 178945 
10 11644701 72423 193430 

 
Table 3 Runtime in nanoseconds for various 
values of µ at n=6 

µ Encryptio
n 

Proof 
Generatio
n 

Verificatio
n 

4 2971754 34401 82985 
5 3573467 43756 99704 
6 5197854 68500 172909 
7 5542466 77553 152993 
8 6518063 86606 144846 
9 8496241 90058 109540 
10 13859936 98163 189507 
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Further analysis can be made if we view runtimes for 
fixed value of µ, and varying values of n. Figures 2, 3 
and 4 show this variation. 

 
Figure 2 Plot of Encryption time vs value of n for different 

values of µ 

 
Figure 3 Plot of Proof-generation time vs value of n for 

different values of µ 

 
Figure 4 Plot of Verification time vs value of n for different 

values of µ 
 
Cost of encryption can be reduced if same choice 
vector is used for many inputs, only proof 
computation and verification will be performed every 
time. Thus, the per–session cost of input preparation 
will be reduced. Also, we can reduce the size of 
choice vector thereby reducing number of operations 
in input preparation (and hence time of encryption) 
and proof generation. Cost of proof generation is very 
small, thereby making it unobjectionable for worker. 
As we can observe cost of verification varies only 
according to value of µ and does not depend on n for 
many continuous values of n. 
 
CONCLUSION 
 
Our proposal presents a new method of input 
verifiability for delegated computation, applicable in 
cloud computing and mobile cloud computing. Based 
on the interactive methods of proofs and arguments, 
we have reduced the inherent communication cost of 
the interactive protocols. A major issue with the 
soundness of any interactive delegation schemes is 

the Verifier Rejection problem. In such schemes, it is 
required that the cheating worker does not learn 
whether the verifier accepts or rejects previous proofs 
from the prover. Our proposal aims at removing this 
problem by limiting the interaction between the 
delegator and verifier. Many schemes use FHE as a 
primitive in their protocol, while practical feasibility 
of a FHE scheme is still under consideration. We 
have used the homomorphic encryption for hiding the 
choice vector, in a novel way to achieve its benefits 
to make it tamper-proof while keeping away from the 
drawbacks of infeasibility. Apart from these, the 
benefits of low computation cost of verification and 
scope of amortizing the total cost of tag preparation 
and verification make our protocol attractive for 
practical applications. 
Future research can be directed towards studying the 
implementation of the proposed protocol in real 
application environment.  
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